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Data Security for Cloud Using Public Key
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Abstract : Data storage paradigm in cloud computing brings many challenging issues on the security and
storage. The critical nature of the cloud computing is to carries large amount of data through networks, the
need is even more important. Security must be imposed on data by using encryption strategies to achieve
secured data storage and access. In this paper we propose a system to securing data in cloud .In this method
some important security services including key generation, encryption and decryption in cloud.
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1. INTRODUCTION

Cloud computing is to increase capacity. Cloud computing is a service oriented architecture. Cloud computing
is an on-demand information technology services and products. Data storage paradigm in cloud computing brings
many challenging issues on the security and performance of the system. Securing data is always of plays an importance
role. Data security is an important aspect of the quality of a service in cloud.

In our proposed system, we implement public key encryption algorithm, before storing the sensitive data in
cloud. When the authorized user request the data for usage then data is decrypted and then provided to the end
user.

1.1. Cryptography

Cryptography is the science of writing in secret code using mathematical theory and computer science practices
by encompassing methods of transforming an intelligible message into an unintelligible message, and then retransforming
that message back to its original form.

Three types of cryptographic schemes generally used to accomplish these goals:
1.2. Symmetric key Cryptography

In a secret key cryptosystems encryption and decryption use the same key. The principle who encrypts a
message must share the encryption key(ke) with the principle who will be receiving and decrypting the encrypted
message. The fact ke » kd.

1.3. Public key cryptography

Public key cryptosystem use two different keys, every key ke £ K, There exists kd € K, the two keys are
different and match each other; the encryption key ke needn’t be kept secret, and the principal who is the owner
of ke can decrypt a cipher text encrypted under ke using the matching decryption key kd. The fact kd “““ ke. The
best known public-key cryptosystem is the RSA.

* Research scholar, Bharathiar University R&D Center, Coimbatore pachiapala.yamuna@gmail.com
**  Professor, CSE, Dept Vegan’s institute of science And Technology, vizag narasimham_c@yahoo.com
***  professor IT Dept PVPSIT, Vijayawada. narasimham_c@yahoo.com



4546 Pachipala Yellamma, Challa Narasimham and B.V. Subba Rao
2.PROPOSED SYSTEM

In order to overcome the challenges in the existing cloud is security and less storage space. We have proposed
new system for providing security and less storage space in cloud. In our work we providing security by using the
public key algorithm RSA (Ron Rivest, Adi Shamir, Len Adleman).The RSA Algorithm provides the high security
in high potential data encryption methodology.RSAis a public key cryptosystem that uses two keys namely public
key and private key for Encryption and Decryption respectively. This ensures the high degree of security. Especially
private key ensures the confidentiality, such that no other user (unauthorized) can view the uploaded file except the
data owner.

Figurel shows the proposed model, First the user has to first enter into the web page and request for registration.
The user has to fill all the details and then submit the form then it will give the message registered successfully. If the
user was already registered he can directly log in into the system and upload the file. User want to upload the file he/
she browse the file and click the upload button then it will display the message like file uploaded successfully and
the cloud will generate the keys: public key & private key. The public key is published but the private key is sent to
the user email which was given at the time of registration. That means the data is encrypted and the keys are
generated. As soon as the user requests for the view files the cloud provider will ask for the private key. If the
correct private key is given by the user, the cloud provider will decrypt the text file and displays it to the user. If the
private key is wrong then it displays the encrypted data format only not the original file.
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Fig. 1. Block diagram of proposed system.
2.1. RsaAlgorithm

Key Generation:

Step1-Choosingtwo large random prime numbers p and q (p#£q)-

Step2:Compute n=p*q and the “totient’ function¢ (n)={p -1)(q -1).
Step3:Selectthe encryptionkey e atrandom, ged (e, @ (n)) =1, where 1<e <@ (n).
Stepd:Calculate the decryptionkey d suchthat e.d =1(mod ¢ (n)),where0 <d <n.
Step5:-publickey: PU = {e, n}, whichis known to everyone.

Step6-private key: PR = {d, n}, which is known only to the person who has to decrypt

or sign the message.

Encryption

Plain text M=n
Ciphertext C=m%(modn)
Decryption

Ciphertext C

Plain text M=CY{mod n)

Fig. 2. The RSA Cryptosystem.
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2.2. Detailed Design
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A sequence diagram is an interaction diagram that shows how the processes are to be operate with one
another and in what order. The construct of a message sequence chart is to represent the design in detailed. A
sequence diagram shows object interactions is arranged in time sequence in an orderly manner.
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Fig. 3. Sequence diagram.

Initially the client will fill the login details. If he/she is authorized the users home page is displayed. The
client will then upload file. By clicking browse the client will select the text file present in the system. After selecting
the required file he/she will upload the file. The cloud will then encrypt the file and display a message file uploaded
successfully. The public key is displayed itself and the private key is sent to the user’s mail id.

2.3. RSA implementation

import java.math.Biglnteger;

import java.security.SecureRandom;
public class RSA

{

private BiglInteger n,d,e;

private int bitlen = 1024;

public RSA (BiglInteger cn,Biglnterger ce)
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{

n=cn;

e =ce;

}

Public RSA (int bits)

{

bitlen = bits;

while (m.gcd(e).intValue()>1

{

public synchronized string encrypt (string message)
{

return string

}

public synchronized Biglnteger encrypt(Biglnteger message)
{

return message

}

public synchronized string decrypt (string message)
{

return new String

}

public synchronized Biglnteger encrypt(Biglnteger message)
{

return message

}

//Generate a new public and private key set
public synchronized void generatekeys()

{

while(m.gcd(e).intValues()>1

{

/lcalculate the e and d value;

¥

public static void main(String[] args)

{
RSA rsa=new RSA(1024);

¥
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Fig. 4. Upload the file.
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Fig. 5. File is encrypted and keys are generated.
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Fig. 6. Checking private key in the authorized user mail.
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Fig. 8. Retrieval of the data.

4. CONCLUSION

The RSA encryption algorithm is provides high data security and high control congestion between users and
sever because a single server is used by multiple users. The private key is sent to the user mail account. Based on
the private key and public key, the file is view and downloads from the cloud.

In future work, this technology allows for much more efficient computing by centralizing storage, memory;,
processing and bandwidth. My proposed algorithm is very help full to increase the performance in cloud computing.

5. REFERENCES

L

Dr.Challa Narasimham. ,Pachipala Yellamma., Data security in cloud using rsa 4th ICCCNT - 13July 4 - 6, 2013,
Tiruchengode, India.

Esh Narayan,Mohit Malik,Aman Preet Singh,Prem Narain ., To enhance the data security of cloud in cloud computing
using rsa algorithm. Bookman International Journal of Software Engineering, Vol. 1 No. 1 Sep. 2012 ISSN No. 2319-4278
© Bookman International Journals.

MuneshwaraM.S.,swethaM.S. , A Smarter Way of Securing and Managing Data for Cloud Storage Applications Using
High Throughput Compression in the Cloud Environment., International Journal of Advance Research in Computer
Science and Management Studies Volume 2, Issue 9, September 2014.

Dr. C.Narasimham, P.Yellamma., Performance Evaluation of Encryption Techniques and Uploading of Encrypted Data
in Cloud. 4th ICCCNT - 13July 4 - 6, 2013, Tiruchengode, India.

5. The RSAAlgorithm Evgeny Milanov3 June 2009.
6. S.monikandan,L.Arokiam.,Confidentiality technique to enhance security of data in public cloud storage using data

©

obfuscation.,Indian journal of science and technology volume 8,issue 24,September 2015.

The RSA Solution for Cloud Security and Compliance AGRC foundation for VMware infrastructure security and
compliance.

R.Kirubakaramoothi,D.Arivazhagan,D.Helen.,survey on encryption techniques used to secure cloud storage
system.,Indian journal of science & Technology.,volume8,lssue 39,December 2015.

B. Hayes, Cloud computing, Comm. Acm, Vol. 51, No. 7,pp. 9-11, 2008.



4552

10.
11.

12.

13.

14.

15.

16.

17.

18.

Pachipala Yellamma, Challa Narasimham and B.V. Subba Rao

IBM Software white paper (2013), Security intelligence is the smart way to keep the cloud safe.

Ramalingam sugumar,sharmila banu sheik Imam.,Symmetric Encryption Algoritham to Secure Outsourced Data in
Public Cloud Storage. Indian Journal of Science &Technology volume8,lssue23,September 2015.

Tamizh M1, Elavarasi. K .,A Survey on Secure Authorized Deduplication for Outsourced Data in Hybrid Cloud.,
International Journal of Advanced Research in Computer and Communication Engineering Vol. 4, Issue 3, March 2015.
ISSN (Online) 2278-1021ISSN (Print) 2319-5940.

Kuyoro S. O. Ibikunle F. Awodele O. Cloud Computing Security Issues and Challenges., International Journal of
Computer Networks (IJCN), Volume (3) : Issue (5) : 2011.

Gurpreet Singh*1, Esh Narayan1, Aman Preet Singh., TO ENHANCE THE SECURITY IN CLOUD COMPUTING,,
International Journal of Engineering & Science Research., IJESR/July 2012/ Volume-2/1ssue-7/Article No-13/626-633
ISSN 2277-2685.

MANDEEP KAUR#1, MANISH MAHAJAN#2., Using encryption Algorithms to enhance the Data Security in Cloud
Computing., International Journal of Communication and Computer Technologies Volume 01— No.12, Issue: 03 January
2013 ISSN NUMBER : 2278-9723

Nilesh N. Kumbhar ,Virendrasingh V. Chaudhari ,Mohit A.Badhe., The Comprehensive Approach for Data Security in
Cloud Computing: A Survey., International Journal of Computer Applications (0975 —8887) Volume 39— No.18, February
2012.

Mr. Abhishek Patial, Mr. Sunny Behal., RSA Algorithm achievement with Federal information processing Signature for
Data protection in Cloud Computing., International Journal of Computers & Technology ISSN: 2277-3061 Volume 3. No.
1,AUG, 2012.

G. Jai Arul Josel, C. Sajeev2, Dr. C. Suyambulingom3., Implementation of Data Security in Cloud Computing., International
Journal of P2P Network Trends and Technology- Volumellssuel- 2011



