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A Secured Smart Frame for Bigdata
Information Management in Cloud
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ABSTRACT

Smart Grid isan improved form of power grid which optimizestheloss of energy transmission. It also supportstwo
way communicationsi.e., from hometo meter and from meter to power station. Some challengesin smart grid are
tomanage and process huge amount of data received from thefont-end devices such assmart meter, mobile phone,
personal computer, laptops etc. Proposing a secured cloud based framework for big data information management
in smart gridswhich isa smart frame. Theideaisto build a hierarchical structure of cloud computing centersto
provide services for information management and big dataanalysis. Also, consumer privacy isvery important when
collecting energy usage datawith the deployment of smart grid technology. Thus providing security solution based
on identity-based encryption, signatureand proxy re-encryption for information management.
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I. INTRODUCTION

Theincreasing demandsfor energy and management of energy arethe main reasonsfor making the consumers
to seek for a smarter way of managing the electricity grid. The result is the introduction of Smart Grid
which can bring smartnessto the traditional power grid. According to the conceptual model of the National
Ingtitute of Standards and Technology (NIST), in which it has, complex infrastructure based on a set of
seven chief domains: bulk generation, energy distribution, operational and control, market, power
transmission, service providers and customers [1].

Smart Grid isan electric power network that utilizes two-way communication and control-technologies
which integrate the behavior and actions of all users connected to it. This helpsto ensure an economically
efficient and sustainable power system with low loss percentage and high levels of quality, security of
supply and safety.

The smart grid is a new innovative technology. It replaces the traditional power grids by provides
severd advantages such asefficiency, reliability, economics, and substantiality of electrical services. However,
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Figure 1: Architecture of Traditional Power Grid
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it has several advantages; their deployment is often limited to small regions. This is due to information
gathering, information storing, information processing and security in the Smart Frame. Since there are
large number of front-end devices, managing a huge amount of data received from these devicesis difficult
task. Any delay may cause serious consequences in the whole system.

Additionally, smart metering is one of the key component for the smart grid [2]. Thisis because it isone
of the mgjor front end devices through which huge information arrives.

II. RELATED WORK

(A) Traditional Power Grid

Traditional power grid is a transmission system that transfers electricity from bulk generation systems to
power distribution system and each system finally delivers electricity at a low voltage to their end users.
Theenergy production and distribution are supervised by acentralized control system, known as Supervisory
Control and Data Acquisition (SCADA) systems [3]. This system is in charge of mapping and visualizing
any activitiesinthe storage and demand power. It can aso remotely and locally control the power transmission
and distribution based on the demand and loads.
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Figure 2: Architecture of a Smart Grid

(B) Smart Meter Communication

A smart metering communication system consists of the following components. smart meter which is a
two-way communicating device that measures energy consuming at the appliances, Home Area Network
(HAN) which is an information and communication network formed by appliances and devices within a
home to support different distributed applications; Neighborhood Area Network (NAN) that collects data
from multiple HANs and deliver the data to a data concentrator; Wide Area Network (WAN) which is the
data transport network that carries metering data to central control centers; and Gateway which is the
device that collects or measures energy usage information from the HAN members and transmits this data
to interested partieq 4].

Cloud computing provides access to the applications as utilities, over the internet. It allows users to
create, configure, and customize the applications. It refers to manipulating, configuring, and accessing the
applications online. It offers data storage, infrastructure and application. Thus it provides advantages such
as flexibility, scalability etc. Employing cloud computing in smart grids, addressing issues of information
management with high energy and cost saving [5].
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1. FRAME WORK FOR THE PROPOSED SYSTEM

A framework should be more flexible, Scalable and secure. The idea is to build the three hierarchica
levels. Thefirst two levels are responsible for the system maintenance, Overall management of the devices.
The last level is the end-users device.

The two levels are responsible to manage all devices and accumulation of data in regional level. The
regional level isto manage and process data in these devices. A security solution is provided with the help
of Identity Based Encryption and Signature and | dentity Based proxy re-encryption. Thisisdoneto provide
security to the information in smart grid. For the encryption keys or signature verification keys, the top,
regional, and end user level are to be represented with their identities.

The entities in low level will use the identities in the higher level to encrypt the data. This is done to
provide security.
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Figure 3: Fuction cloud computing centers

(A) Architecture

Information management should be done along with the security solution. To provide security, first is to
build a hierarchical structure of cloud computing centers. The second step is to provide security with the
help of identity-based encryption, signature and proxy re-encryption.
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Figure 4: Architecture of Smart Frame

The services which are done by the smart frame in each level are as follows:
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Information storages

They store all the information from smart grid which are received from front-end devices. It is designed in
away to accept al the information from different transportation modes.

General user services

This service will include al the electricity user needs to use. Most of Saas will come under this type of
services.

Control and management services

This service includes all the system management services. Some of them are task scheduling, monitoring
governance, security solution.

Electricity distribution services

All kinds of services which are related to electricity distribution will fall under these services. Some of
them are, optimization, quality of service, distribution management.
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Figure 5: Information Flow

(B) Information flow

To manage huge amount of data in smart grid, it is necessary to manage information flows. In Smart-
Frame, a centralized service is kept to manage all the information flows. It takes input of the information
requested from service clusters and also from, general statistics frominformation storages. With the help of
these inputs the service generates information flow schedule, which specifies source and destination of
information flow.

V. SECURITY SOLUTION FOR SMART FRAME

(A) Identity Based Encryption

|dentity Based cryptosystem is used to eliminate the requirements of checking validity of certificates by
using public key infrastructure. In a Identity Based Encryption Scheme, The private key generator (PKG),
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a trusted party, generates secret master key (mk) and public parameters. Once a receiver submits his/her
identity (IDrec), the PKG computes the private key (KIDrec).

Once a receiver submits his/her identity (IDrec), the PKG computes the private key (KIDrec). IDrec
can be any string such ase-mail address, phone number etc. It isdone by user. First theuserswill authenticate
themselves to PKG and users to prevent eavesdropping. If any sender uses IDrec to encrypt a plain text
message M into C by using Encrypt algorithm. Upon receiving C, the receiver will decrypt by using Decrypt
algorithm, with the help of KID rec.
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Figure 6: Identity based encryption

| dentity Based cryptosystem is used to eliminate the requirements of checking validity of certificates by
using public key infrastructure. In a ldentity Based Encryption Scheme, The private key generator (PKG),
a trusted party, generates secret master key (mk) and public parameters. Once a receiver submits his/her
identity (IDrec), the PKG computes the private key (KIDrec).

Once a receiver submits his/her identity (IDrec), the PKG computes the private key (KIDrec). IDrec
can be any string such ase-mail address, phone number etc. It isdone by user. First theuserswill authenticate
themselves to PKG and users to prevent eavesdropping. If any sender uses IDrec to encrypt a plain text
message M into C by using Encrypt algorithm. Upon receiving C, the receiver will decrypt by using Decrypt
algorithm, with the help of KID rec.

(B) ldentity Based Signature

In identity-based signature [6] ,the signer has to submits hig’her identity IDsig, the PKG then computes the
private key KIDsg associated with IDsig using the Extract with master secret mk. Using KIDsig , the
signer can sign a message M to create a signature s by running the Sign algorithm. When providing the
message M, the signer’sidentity 1Dsig, and the signature s, any party can verify whether the signature sis
valid one or not.

(C) Identity Based Porxy Re-Encryption

In a proxy-encryption, a proxy is transformed to a cipher text produced by Alice public key and the same
way it can be decrypted by Bob'sprivate key. To achieve efficiency better than decrypt and encrypt algorithm.
Proxy re-encryptionisfirst introduced by Mambo and Okamoto [ 7]. Later, Green and Ateniese’s[ 8] identity-
based proxy re-encryption, isrelated to the smart frame. In this scheme, a delegator allowed aproxy to get
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transformed under Alice'sidentity into alone encrypted under Bob's identity . Then proxy usesre-encryption
keys to conduct transformation without the knowledge of the plain text.

Also, no information about the private key of Alice and Bob can be deduced from re-encryption key.

V. EXPERIMENTAL RESULT

In areal time environment managing the data at a single server is not much efficient when compared to
cloud based storage. When implementing smart meter in the real time, the datawhich comes from them are
huge when compared to normal meter data. Also, the data to be retrieved for the end users purpose takes
much time for the data to reach the destination.

Thus, for the cloud computing centers in which three hierarchical levels are maintain to manage
information. The datais stored under top, regional and bottom levels. Here, the top level isfor management
of datain regional and end user level. The regional level will maintain all the connection and disconnection
process along with the user level. In user level, only the user data such as their personal information are
saved.

Now comparing the both data retrieval rate of physical server and the cloud based storage of three
hierarchical levels we achieving a fast retrieval rate. The below graph shows the comparison between the
two serversretrieval rate.
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Figure 7: Comparition graph for theretrival of data

VI. CONCLUTION & FUTURE WORK

Thustheframework for big datainformation management isdesigned. Thethreelevelsof cloud computing
centers are done i.e., top, regional and end-user level. The security for the information is provided with
the help of identity based proxy encryption, identity based proxy re-encryption. In proposed, the bill
amount will be calculated on particular date of recording the reading. To make comfort for the users and
to avoid unnecessary problems, the idea is to predict the bill amount earlier according to the amount of
energy they consumed for a month. Thus, future work is to make a big data analysis of the smart meter
data and aso to predict the bill previoudly. By providing an approximate amount prior the users will be
benefited.
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