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ABSTRACT

In modern technologies wireless sensor networks has become an indispensable tool for various purposes. It has
initially designed for military operations but its applications have been extended to health, traffic, consumer and
industrial areas. But some security and routing issues plague due to the harsh environment, low power of the
devices and malicious attackers. The proposed model focuses on the development of a secure and effective
protocol for wireless sensor network using the Hybrid Efficient Distributed Trust Model. The proposed model
calculates the reliability and trust of the wireless sensor node and thus improves the accuracy of the recommendation
trust. The proposed model apart from being distributed also has lower communication overheads when compared
with the existing models.
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1. INTRODUCTION

Wireless sensor nodes (WSN’S) are used in large-scale wireless networks which are composed of Distributed,
Autonomous, Low-power, Low-cost, Small-sized Devices. They cooperatively collect sensed data through topology
less and infrastructure less ad-hoc wireless sensor network and send it to the master node which is also known as
the sink node. A sink node plays great part in the energy utilization and existence of wireless sensor network. But
security problems like node capture and denial of service (DoS) attacks plague the WSN. Most of the wireless
nodes have resource-constraints and the inherent implicit nature of a sensor network makes it an ideal medium for
malicious attackers to break into and intrude the networks causing havoc to the system. Thus providing security is
an extremely vital task. Here the focus is to develop a hybrid trust network of nodes for safe data transmission. In
this paper an indirect trust calculation is adopted with the notion to minimize communication overheads and maximize
the reliability and accuracy of the trust values.

Existing models use techniques like cryptography, authentication, confidentiality and message integrity to
avoid such malicious attacks and security issues such as eavesdropping, message replay, fake messages etc.
Trust is an expectation of a fair behavior or a subjective expectation that a node have on another nodes
future behavior. For secure communication all communicating nodes must be made trustworthy and that will
makes a sensor node to infer the reliability and trustworthiness of another node to which it communicates
beforehand.

Normally there are two ways to establish trust in WSNs: primary by calculating the direct trust based on direct
interactions or experiences with the node. Secondary, by calculating the indirect trust value based on a
recommendation from the third party, which is another node acting as witness. This is not viable because, all the
third parties are not trustworthy and not all the recommendations are reliable always. A differentiation about the
third party nodes and their recommendations is therefore necessary.
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Most existing studies only provide the trust assessment for the neighbour nodes in real time scenario, a sensor
node sometimes needs to obtain the trust value of the non-neighbor nodes as well. WSN trust is a dynamic
phenomenon and changes with respect to time and other environmental factors. The existing trust models do not
attempt to solve the dynamic trust problem. They also leave out the communication overheads and energy costs
that accompany the implementation of the existing algorithms.

2. RELATED WORKS

Mahoney G et al [1] have rendered the trust model in wireless sensor networks as a definition of entities like, trust
values, trust subject-matter, direct trust, indirect trust and trust roots. A node trust value is some metric assigned by
a local entity to its belief in the trustworthiness of another node where the trust is specific to a particular subject.
Trust roots known as seeds of trust relate to all the positive assumptions about specific nodes made by all the other
nodes in some cluster. Tanachaiwiwat et al [2] projected a centralized model, where a head node takes decision
based on the nodes trustworthiness or belief on the trust data collected by itself or received from the other nodes.
This head node is considered to be honest as it sends back the calculated trust values to the other network nodes
and they make their decisions by using the received trust values.

Ghazaleh N B et al [3] described a model to enhance performance and utilize the resources like transmission
power and bandwidth economically. This is implemented by dividing dense sensor networks into groups or clusters
and one or more nodes in each cluster are given responsibilities like data aggregation, forwarding and trust calculation.
This constitutes a hierarchical WSN architecture. Zhang W et al [4] characterized an alternative approach that
each node including its aggregator and cluster head is evaluated by its neighbour. Meidanis et al [5] mentioned a
three tiered approach i.e. sensor nodes, cluster head and the base station/command node.

Marias G et al [6] reviewed the performance evaluation of a self-evolving trust building framework for distributed
peer networks called (ATF) ad hoc trust framework. It relies on reputation method and represents indirect evidence.
Liu Z et al [7] depicted a dynamic trust model where the reputations are limited or directed flooding is used and the
model mainly deals with mobile ad hoc networks. Sun Y et al [8] evolved a model where the reputation messages
reach neighbours with only a single hop (one hop neighbours) and also mentioned four axioms to develop trust
relationship.

Probst M J et al [9] illustrated the use of statistical values, where the output of the trust mechanism is a trust
value and a confidence interval around this value. It helps to determine levels of redundancy operations among
nodes. Z. Yao et al [10] elucidated the model known as (PLUS) parameterized and localized trust management
scheme for sensor networks security, with the notion to provide a secure communication in a trustworthy environment.
A judge node will always check the integrity of the packet and if the integrity check fails, the trust value of suspect
node will be decreased. Heena R et al [12] explained socio-psychological analysis for trust computation along with
immune inspired model. Trust ratings of sensor nodes are generated with respect to three factors: ability, benevolence
and integrity. T K. Kim et al [14] describes a trust model with fuzzy logic for safe communication between wireless
sensor nodes. Nodes having high trust values are considered as trustworthy for communication. S. che et al [13] in
their model stated direct trust calculation using Bayesian concept and if it is not credible enough then overall indirect
trust is calculated. Entropy theory is adopted for distribution of weights.

V. R .S Dhulipala et al [15] designed architecture, namely heuristic architecture based on trust worthy approach
(HATWA) which involves three heuristic algorithms such as security, mobility and reliability. Trust calculation is
done at two levels; node level and cluster level. N Wang et al [19] mentioned a light-weight model in which direct
and indirect trust calculation is done. Direct trust is calculated based on successful and unsuccessful interactions
and indirect trust by using cluster head similarity matrix.

S.S. Babu et al [16] described direct trust based on QoS metrics and indirect trust based on recommendation
which allow nodes to take part in routing. A geometric mean based decentralized scheme (GMTMS) where
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each node has to take responsibility of trust management. S. Ganeriwal et al [17] defined reputation-based
framework for sensor networks shortly known as (RFSN). The model follows watchdog and reputation system
where watchdog is responsible for monitoring communication behavior of neighbouring nodes and the latter is
accountable for maintaining the reputation of a sensor node. However only direct trust is calculated and
recommendation trust is ignored.

R. A. Shaikh et al [20] portrayed a technique for calculating trust in WSN’s which uses a single trust value for
entire cluster group, assuming that sensor nodes mostly fulfill their responsibilities. But this is highly impossible,
considering that trust is evaluated in a cooperative manner instead of individually. Xiao et al [22] proposed sensor
rank which used a model for rating sensors in terms of correlation using Markov Chains in the network. Trust
voting named, a network voting algorithm is used to determine the faulty wireless sensor readings.

J Jiang et al [11] proposed efficient distributed trust model (EDTM) for various trust calculation with weighted
value concept. Initially direct trust and recommendation trust are calculated selectively according to the packets
receiving and during direct trust calculation communication trust, energy trust and data trust are considered. During
the recommendation trust calculation recommendations reliability and familiarity is computed. Indirect trust is evaluated
based on the length of path from subject node to object node called as trust chain. Performance analysis of the
model is carried out through the threshold of packets, weighted values like simulation parameters.

R. Feng et al [18] developed a trust evaluation algorithm known as (NBBTE) node behavioral strategies
banding belief theory of the trust evaluation algorithm which integrates the approach of nodes behavioral strategies
and modified evidence theory. Direct and indirect trust is calculated with the consideration of trust factors and
coefficients weighted average. A fuzzy set method is employed to obtain vector of evidence and then difference
between both the trusts provide the integrated trust values of nodes. M Momani et al [21] provides detailed study
of trust and reputation systems in various domains. P. Thangaraju and Rose Mary [23] reviewed about various
models and concepts anticipated regarding trust and security concepts in wireless sensor networks.

3. PROPOSED SYSTEM MODEL

In this section the Hybrid Efficient Distributed Trust Model (HEDTM) is proposed, which can evaluate the trust
relationships between sensor nodes in the network more accurately, also prevent security breaches effectively
apart from having lower cost, energy and communication overheads. The WSN are randomly deployed without
mobility and there are three kinds of nodes in the network: subject nodes, object nodes and recommender nodes.
A sensor node by name, A wants to obtain the trust value of another sensor node by name B, the evaluating sensor
node A is called the subject node while the evaluated node is called as B which is the object node.

The WSN network is a multi-hop network where the sensor nodes can only directly communicate with the
other neighbor nodes which are within the pre-ordained range of interchange. The collected event packets are
forwarded to non-neighbor nodes by the other nodes and this continues till the sink and a trust value is reached
where the value is calculated based on an event occurred and with the witness neighbour node route. This model
provides and calculates the trust values.

The model has the following types of trust: 1) Direct Trust 2) Recommendation Trust 3.) Indirect Trust.

Direct trust in WSN network is the trust calculated based on the direct communication behaviors between the
nodes in the network and also reflects the relationship between two immediate neighbor nodes in the WSN.
Recommendation trusts is a trust from third parties and are not to be relied upon. There arises a need to have an
efficient filter to weed out the recommendation data. The filtered outputs are calculated further as recommendation.
Finally Indirect trust is calculated when the subject node cannot directly observe object nodes’ communication
behaviors and hits is where the indirect trust comes in. The trust value derivation is based on the factors like route
and energy of the nodes, which is considered as an accurate model that prevents attackers.
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3.1.ALGORITHM –HEDTM (Hybrid Efficient Distributed Trust Model)

Step1: Nearest Node X wakes up and captures the event.

Step 2: Next searches for the nearest neighbour.

Step 3: Takes the energy value of the node and computes a route with energy level. (Each time energy levels
may differ for the nodes)

i.e., Compute Route for k for n iterations, x a
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Step 4: When the event information reaches the sink and trust value is computed.

Step5: Repeated iteration for n events until node energy reaches zero (for energy k = 0).

Step6: When event happens for a later time‘t’ at rate r, A P
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Various variables used are as follows: x- Event, a- Location, n- Iteration for ‘n’ nodes, k- Energy, A- Trust
Value, P- Position r- Rate of event detection, t- Specify the later time when the event happens (each time when
event occurs there will be difference in energy level of nodes).

3.2. Trust Computation

The nodes between two randomly located sensors are computed as shown in the above HDTM algorithm via
iterations based on expressions for connectivity in one or two hops. In the distribution of hop distance its expected
values are analyzed with simulations and shown that route to sink is safely secured. The energy levels of the nodes
are reduced based on the work done and it is inversely proportional to the events occurred.

3.3 WSN Configuration and Setup

The WSN are placed in remote locations with a sink connected to the network. According to the number of cluster
heads, the nodes are randomly placed in a network. As events occur randomly the WSNS transmit the data to the

Figure 1: Proposed methodology of HEDTM
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sink node or master node. Each node is assumed to calculate the energy independently when data transmission
takes places. Whenever the particular node is used for data transmission, the energy level will be reduced. The
WSNs which act as relays also lose energy while relaying the data. Thus each node is acting independently when
event occurs and transmits energy accordingly to differing levels of energy.

Flow diagram depicts the overall HEDTM model. Begin the WSN monitoring and get event data from the
environment and in case of energy levels of the node, get the values corresponding to the route travelled. Further
the travel includes the trust values or levels. In case of attack lower the values of the trust for the nodes traversed
else increase the trust values of the nodes. Repeat the journey till it reaches the sink.

4. EVALUATIONS AND DISCUSSIONS

Evaluating the degree of topology preservation of the sensor node maps generated is essential for investigating the
effectiveness of the proposed scheme. Visual inspection can provide preliminary facts of its effectiveness; a formal
metric is needed to quantify the accuracy of the model. A quantitative parameter that states error provides a
framework to compare and improve different mapping techniques. An effective metric should be able to find and
quantify the failures to save the topology of the real node map and the neighborhoods. Such a metric is not currently
available and here, the proposed metric can be used for this purpose. A method based on coloring of nodes is used
to show whether a neighborhood has been altered in the topology map.

A method based on coloring of nodes is used to show whether a neighborhood has been altered in the topology
map. So in the process of reliability the existing two models are relatively less reliable. The proposed models are
more reliable by nearly 15%.

Thus the analysis says proposed model is more reliable and accurate than the earlier models. The margin of
error is enumerated as the difference of the positions in the actual energy value and the route difference where trust
and energy is directly proportional to the number of jumps or hops taken to reach the sink where the actual physical
distance is not of significance and the energy trust metrics in routing are taken into account.

Figure 2: Representation of parameters in existing and proposed methodologies

Table 1
Comparitive Analysis

Sl. No. Methods Accuracy (%) Reliability (%)

1 NBBTE 81 70

2 EDTM 86 80

3 HEDTM 95 95
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5. CONCLUSION

In this paper a Hybrid Efficient Distributed Trust Model is proposed for WSN which improves reliability and
accuracy. The results have shown that effectiveness of energy trust based models to be very cost effective and
secure with less energy consumption and also the ability to withstand attacks by the nodes. By appropriately setting
the correct virtual path and measures using virtual coordinates the packets dispersion and congestion can be
avoided. The topology preservation map (TPM) is also able to handle attacks by the adversaries including cloning
attacks which are completely blocked. Energy consumption can further be reduced by the proposed algorithms by
using this hybrid approach based multi-path routing. Simultaneously security concerns have also been addressed
with low overheads unlike earlier models.

As future work the randomized dispersive routing mechanism can be used in regular network protocols.
Further black holes elimination and avoidance can be done in all type of network topologies like virtual private
networks, peer to peer; multilink downloads etc in a similar fashion as done in wireless sensor networks. Additionally
the methods can be enhanced to prevent DOS attacks in futuristic models effectively.
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