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Abstract: Blind Signature is a type of digital signature that allows a requester to request the signer such that signer

only signs the message but could not able to see to message’s content. At present, many blind signature based on the
traditional PKC has been presented. Solving the problem of key management with traditional PKC, ID-based technique
using pairing have been proposed. With the advantage of ECC that its operation on elliptic curve takes less time than

operations of bilinear pairing, we proposed a new Blind Signature scheme using ID-based cryptosystem based on the

difficulty to solve the GDH and ECDL problem and meets the security requirements of blind signature such as

untraceability, Non-Forgeability, completeness, and non- deniability. Also, we present comparative results showing

that proposed scheme is considerably more efficient, in terms of computational cost and bandwidth cost, than other

schemes which are based on bilinear pairing. Assuming the ID and message attacks, proposed system is secure

against one-more forgery and achieves blindness property.
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1. INTRODUCTION

Blind signature, introduced by Chaum in [1],[2], is a cryptographic primitive that allows a requester to get a
signature on message without leaking any information about message to signer. With sufficient security against
blindness and Untraceability, blind signature have enough capability to implementing in e-commerce applications
where user’s anonymity is the main concern such as e-payment system, e-wallet [3],[4]. Several papers on blind
signature based on the traditional public key cryptosystem has been presented in [2],[5],[6]. Unfortunately,
public key infrastructure have disadvantage that it requires certificate which binds the user’s public key with his
Identity and overhead of managing those certificates. In order to solve the this issues, Shamir [7] introduce a
concept of identity based cryptosystem (IBC) but did not implement it. Identity-based cryptosystem maps the
user’s pubic key directly from his unique identity. Boneh [8] practically implement the encryption using based
on user’s identity using bilinear pairing.

Using the technology of IBC, blind signature scheme based on user’s identity is first presented by Zhang
et al [9]. This scheme achieves the blindness property and the security is based on ROS problem. Their
scheme is inefficient and impractical because security can be broken in sub-exponential time. Zhang et. al.
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[10] presented a new IBBS scheme free from ROS problem and gives no proof against one-more signature
forgery. Huang et. al. in [11] gives the new scheme that is secure under the ROS model. This scheme have
been proven unforgeablity attack. Gao et. al. in [12] proposed the optimal rounds IBBS scheme. Assuming
the parallel chosen message and given ID attack, this scheme is secure against one-more forgery attack and
achieves blindness property. Kalkan et. al. in [13] extended the ElGamal signature to blind signature which
has property of blindness and cannot have proof of one-more signature forgery. Rao et. al. [14] proposed
scheme using Hess’s ID-based signature scheme. This scheme acheives blindness property and secure against
unforgeability. All schemes [9],[10],[11],[12],[13],[ 14] uses the pairing based cryptography. It is claimed in
[15] that point multiplication on Elliptic Curve is much times faster than a pairing on two group points on
elliptic curve. ECC takes less power consumption and less storage space than other cryptographic techniques,
for example, bilinear pairing, RSA etc. Additionally, ECDLP is considered a harder problem as compared to
the integer factorization and DLP. Vanstone [15] claimed that system using 128-bit ECC key achieved the
same security as using the 1024-bit RSA key. In short, ECC takes less power consumption and less storage
space which provides strong processing time.

In this paper, we are presenting a new ID-based Blind signature scheme based on the hardness of computing
ECDLP problem and GDH problem that satisfy all security properties of generic blind signature and secure
against one-more forgery attack under the adaptive chosen message and ID attacks. Proposed scheme found less
numbers of pairing operations as compared to others scheme.

The arrangement of paper is as follows: preliminaries about the elliptic curve, bilinear pairing, mathematical
problem and required security constraints are given in section II. Section III states the new ID-based blind
signature system and security definition. The security, in terms of efficiency and computational cost are analyzed
in section IV, finally conclusion is shown in section V.

2. PRELIMINARIES
2.1. Elliptic curve cryptosystem

Suppose the elliptic curve equation y? = (x? + mx + n)modp, where x, y € F and 4m? + 27n’modp # 0. Formally,
points group (X, y) is said to be elliptic curve, if these points satisfies the above equation and forming additive
abelian group having point 0 is identity element. The condition 4m? + 27n’modp # 0 tells that y* = (x* + mx =
n)modp has a finite abelian group that can be defined based on the set of points £ (m, n) on elliptic curve.
Consider points 4 = (x , y,) and B = (x,, y,) over Ep(m, n), the addition operation of elliptic curve is represented
asd+B=C=(x,y,), defined as following:

x.= (W —x,—x,)modp
Ve = (u(x,-x,) -y, )modp

where

(Mjmodp, A B

Xp =Xy

(3)63, +m

a

Jmodp, if A=B

Based on the elliptic curve, Neal Koblitz [16] and Victor Miller [17] proposed a new kind of Public Key
Cryptosystem called the elliptic curve cryptosystem(ECC). In order to have an ability to improve the traditional
cryptosystem concerning the parameters (such as having smaller key size, smaller system parameter, lower
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bandwidth and power requirements, and smaller hardware requirements), ECC is recommendable for the sake
of high security and efficient computation. Those readers who are more familiar with traditional public key
cryptosystem, it is noted that addition operation and multiplication operation in ECC are equivalent to modular
multiplication and modular exponentiations in RSA respectively.

2.2. Bilinear Pairing

Suppose two cyclic groups having same order q are G, (additive) and G, (multiplicative) with and generator of
G, be P. Amap, e: G, X G, = G, is a bilinear map if satisfies the following three properties:

1. Bilinearity: For every X,Y € G,and x,y € Zq
e(xX,yY) =eX, Y)¥=exy.X,Y)

2. Non-Degeneracy: If X is a generator of G, then (X, X) is generator of G, that means if there exist X
€ G, such that e(X, X) # 1, where 1 is the identity element of G,.

3. Computability: There must exist an algorithm that can efficiently compute e(X,Y) for every X, Y €
G

It

2.3. Mathematical Problem

Elliptic Curve Discrete logarithm problem (ECDLP). Consider ¥ = x.X where X, Y € Ep(a, b), and x € Z, it is
computationally easy to compute Y from X and x. But it is very difficult to compute x from Y and X.

Computational Diffie-Hellman Problem (CDH). Given x, y € Zq, X e G,and <X, x.X, y.X >, compute xyX.

Decision Diffie-Hellman problem (DDH). Giveny, y, z eZq, X e G,and <X, x.X, y.X, z.X> check whether
z=x.ymod q.

Gap Diffie-Hellman problem (GDH). Group of problem where DDHP is easy while CDHP is hard.

2.4. Security property

ID-based blind signature achieves the property of blindness and under parallel chosen message and ID attacks
proposal is secure against non-forgeability of additional signature. Reader may refers [ 18] for more details. An
ID-based blind signature scheme is considered as secure if it fulfils the following two conditions:

Blindness: Blindness property is defined in terms of following game playing between the challenger C and
PPT adversary 4.

*  Setup: The challenger C chooses a security parameter k£ and executes the Sefup algorithm to compute
the published parameter PARAM and master key s. Challenger C sends PARAM to A.

*  Phasel: A selects two distinct message M, and M, and an ID,, and sends them to C.

*  Challenge: C uniformly chooses a random bit b € {0, 1} and ask 4 for signature on M, and M, ,
Finally, C strips both the Signatures and gives the original signatures (c,, ¢, ,) to 4.

*  Response: A guesses bitb’e {0, 1} on tuple (M, M, 5,, c,,). A wins the game if b = b’ holds with
probability Pr/b =b"] >1/2 +k™.

To define the Non-forgeability, let us introduce the following game playing between the Adversary 4, who
act as Requester and the Challenger C, who act as honest SA.

*  Setup: On random Security parameter £, the challenger C execute the Setup algorithm and computes
the parameter PARAM and master key s. Challenger C sends PARAM to A.
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. Queries: Adversary A can performs numbers of queries as follows:

*  Hash function queries: For requested input, challenger C computes the hash function values and
sends it to the attacker 4.

*  Extract queries: A selects an Identity ID and ask for S, to 4.

*  BlindSig queries: A selects an ID and Message M, blindly requested the Signature from C. C
compute signature on Message M with respect to ID.

*  Forgery: Game is in favor of A, if against on identity ID*, A response with n valid Message-Signature
M,c,=(8,M,y)), M,c,=(,M_,y,)).... M, c =(5 ,M’ ,y,)) such that

» Each message M, is distinct from other Message M, in given Message-Signature (M, 6, = (S’ ,
M, y)), M, 0,=(8,M,y,)).... M, c =(S’ ,M’ ,y)) set.

*  Adversary A is restricted to ask an extract query on Identity /D*.
* Execution of BlindSig algorithm is bounded by n.

Non-forgeability: An ID-based blind signature scheme is break by an Adversary A (¢, ¢, q,, k"), if A runs
no more than 7, 4 make Extract queries no more than ¢, and runs BlindSig phase no more than q,, with an
advantage more than equal to &”. Under the adaptive chosen message and ID attacks, our ID-based blind signature
scheme is said to secure against one-more forgery, if no adversary 4 (¢, q,, q,, k)-breaks the scheme.

Other important security constraints of blind signature scheme include: Integrity (Unauthorized Requester
cannot alter the Message M), Authenticity (only an authentic signer can sign on Blinded Message),Non-repudiation
(signer cannot deny having signed on a Blinded Message) and Nown-re-usability (Signature generated for one
Blinded Message cannot be applied to another Blinded Message).

3. PROPOSED ID- BASED BLIND SIGNATURE SCHEME

In this section, we present ID-based blind signature scheme as given in Fig. 1. Suppose P be the generator of
group G, of prime order g. Bilinear map e: G, X G, — G,. Let the Four cryptographic hash function #: {0, 1}
-G, H;:{0,1} > Z, H:{0,1}" X G, —>Z and H: G, — {0, 1}*. Let the private key of signer and requester
is denoted as S, and S, respectively, where O, = H (ID,), S,,, = 5.0,,,€ G, O, =H/(ID) and S, ,; = 5.0, ¢
€ G, Let T denotes the timestamp.

In order to request one blind signature on message, proposed scheme requires four phases (Setup, Extract,
BlindSig and Verify) and four entities (PKG, Signer, Requester and Verifier). The algorithm is given as follows:

Setup: PKG select a random integer s € Z, and computes public key P,  =s.P. Publishes PARAMS = {G,
qe PP, H,H H,H,Z},and s should be kept secretly.

Pub’

Extract: Using signer’s ID, requester’s identity ID, and his master key s, PKG computes S, = 5.0, .,

where O, = H (ID)and S, , =s.0, ., where Q = H (ID,) and sends S, cand S, , to the signer and requester
respectively.

BlindSig: This phase consists of four sub-phases that runs between signer and requester as follows:

Commitment: Signer chooses a secret random integer r € Z . Compute pair (k, R) where, k = H (e(S,
rH(T)Q,, ) and R = rH (T)Q, . and delivers R to requester.

Authenticating & Blinding: On given input R and his private key S ., requester compute K = H (e(S .
R)). If any forger wants to compute k with his private key S, he couldn’t compute next step correctly because

k# K. Only an authenticate requester can proceed to next. Now, requester chooses two random number ¢, b € Z,
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Requester Signer

Step 1: Commitment

rezZ,
Step2: Authenticate & R k = Hy(e(Spp,, Hy(Ts)Qror )
Blinding « R=rHy(Ts).Qms
Check K = Hy(e(R. Sppr))
a,beZ,
A=aR€G, by Ts
bye= H(Tg)'H:(M, K). A.b Step 3: Signing
X=Hlbw O X' = Hylby @ K)

Check X 2=X°
S,y, Ts X€EZ,
« y=xby

Step 4: Striping
§* =S - H;(M, K).a.Qns

S= (X + Spps.Ha(Ts))by

M = a(b.Pp“b-l). H3(M, K)
Publish (M, S°, ¥, Ts)

Figure 1: Proposed ID-based blind signature scheme

as blinding factor and timestamp 7. Compute 4 = a.P, blinded message b,, = H(T)"'H (M, K).A.b and X =
H (b, ®K), then the requester sends b,,, T, and X to signer.

Signing: On given blinded message (b,, X, T), the signer computes X’ = H (b, ®k). If X’ = X holds,
signer selects x € Z, and computes signature y = x.b, and S= (x + S, .H,(T,))b, and sends S, y and T to the
requester.

Stripping: On receiving the blinded signature (S, y, T), requester strips it and computes the originial
signature (S’, M’), where

§'=S-HM, K).a.Q,,
M’=a.(b.P,,-1). H(M, K)
Finally, requester publishes (M, ", y, T,) for verification
Verify: On given (M", S, y, c), verifier with signer ID and accept the signature is valid if and only if

y=8-M.0,

4. ANALYSIS OF OUR SCHEME

This section gives the analysis of our proposed scheme in terms of security and computational efficiency.

4.1. Security Analysis

Correctness. The correctness of proposed scheme is verifies from this following equations:

_ International Journal of Control Theory and Applications I



Mabhender Kumar, C.P. Katti and P C. Saxena

y=8-M.Q,
=S-HM, K).a.Q,.-M.Q, ¢
=S-HM, K).a.Q,-a.(b.P, -1)HMK)Q,
=S-H M, K).a.Q,-abP, H(MK)Q, +aH(MK).Q, -
=S-abP,, HMK)Q,,
=(x+S8,Jb,—abP, H(MK)Q,
=xb,+S, H(T)b~abP,, H(MK).Q, -
=x.b,+ S8, H(T)HT)H M, K).A.b—a.bP,, HMK).Q,
=xb,+50,.H(MK)aPb-abP,, H(M,K).Q,
=xb,+0,.HM K).aP, b-abP,, H(MK)Q, -
=x.b, =y
Non-forgeability. Consider an Adversary A supposed to forge the signature, he should compute the correct value
ofk=H (e(S,,, rH,(T)Q,,.)). But private key is known only to the signer so he must choose random S, as the private
key or k, as the share information to compute k, = H (e(S, , r .H,(T)Q,,.)) and subsequently computey, = x .b, and
S =(x,+S,, H/(T)b, withrandom chooser, and x,. finally,S,'= S, - H (M, K).a.Q,, c.and M"= a.(b.P, ,-1). H (M,
K) are computed on requester side. The recipient can check the verification of signature through following equation:
S, M0,
=S,-HM K).aQ,-M’ 0O,
=S,-HM K).aQ,,-a(b.P,, -1)HMK)Q,,
=S-HM K).aQ, -abP, HMK)Q, +aHMK)Q,
=S8,—-abpP, HMK)Q,,
=x,+S§,)b,—abP, HMK)Q,
=x.b,+S,  H((TJ)b~abP, HMK)Q,
=xb,+S, H(T)H ' (T)H (M, K).A.b—ab.P, HMK).Q,k
=x.b,+S, HM K)aPb-S, H(M,K).aPb
=x.b,=y, #y
To forge the signature, adversary must know S
blinded signature on M.

s T, and x,. Otherwise, the adversary could not forge the

Suppose adversary wants to replace the original message M with forged message M’, he should forge the
value of k, which is equivalent to solve the GDP problem and computes 4, = a P and b, = H(T)"H (M,
K)A.b, and X, =H (b, @ K ) # X. Due to the inconsistency, signer will refuse to sign on forged blinded
signature b, ,. Therefore, our scheme is secure against one-more forgeable attack.

Blindness. In blinding phase, requester introduces two integers a and b as the blinding factor to blind a
message M. So, signer could not know about the content of message M. Additionally, the original Signature (S’,
M) could not reveal any information and also know the original signature as it would obtained by eliminating
the blinding factor a and b, which is equivalent to solve the ECDLP. Hence, our scheme achieves the blindness
property of generic blind signature.
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Non-Repudiation. In signing phase, Signer signs on blinded message with his private key and the pre-
computed information k is required to obtain the blinded signature in BlindSig Phase. Corresponding Public key
of the signer is required in verify phase. Thus, the signer could not refuse the signature on message M.

4.2. Computational Analysis

In this section, proposed Identity-based based blind signature is compared with existing scheme [11],[13],[14].
Table 1 compared our scheme with other existing schemes in terms of computational cost, where P: pairing,
M: scalar and G, elements multiplication, A: addition of two G, elements, H: hash function H: {0,1}* — G,
M _: two scalar multiplication, I : scalar inversion, C_: comparison of two scalar, H_: hash function H_: {0,1}*x
G, >Z,E; exponentiation of pairing, M multiplication of two pairing, C, comparison of two pairing
elements, P: publish stage, S: signer, R: requester, V: verifier and Pb: public, X_: total operations at signer,
requester and verifier side. Table 2 compared our scheme with other in terms of bandwidth cost, where G :
points from first group, G,: points from second group, s: scalar value, C: commitment, B: blinding, Sg:
signing.

Table 1
Comparison of proposed scheme in term of computation cost.

Scheme PIM|A|H|M|A |L|C|HI|E|M|CG
[11] S|11]1 1 1

R|3 |1 1|1 2 2 2

V|2 1 1 1 1

Tle| 2|12 2 1 4 3 1
[13] S|11] 211 1

R 1 2 1 | 3 2 1

v | 2 1 1 1

T3] 2|1 1 3 2 | 4 2 1
[14] S|11] 211 1

R|1 ]| 4|2 2 1

V|2 1| 1 1 1 1

Tl 4] 6|3 2 |11 2 | 2 1
Our S|1]| 4|12 1

R|1 |4 |11 1 1

\Y% 1|1

1219133 1 2

Pairing of two points on elliptic curve is more time consuming operation as compared to addition of two
points and point multiplication with scalar operation. Table 1 shows that proposed scheme takes only 2 pairing
operation as compared to [11],[13],[14] schemes take 6, 8, 3 pairing operations respectively. Additionally,
reader may notice that verification phase of our scheme consumes only one scalar multiplication, one addition
operation and 0 pairing operations. As compared against other three schemes, our scheme claims that proposed
scheme is more efficient. In order to examine the operation cost on elliptic curve, we use the results from
panda project [19].

_ International Journal of Control Theory and Applications I



Mabhender Kumar, C.P. Katti and P C. Saxena

Table 2
Comparision of bandwidth cost of our scheme with exisiting scheme.
Scheme G, G, s Cost
[11] C:StoR 1 384
B:RtoS 1 32
S:StoR 1 32
P:RtoPb 1 1 416
Total 864
[13] C:StoR 1 384
B:RtoS 1 32
S:StoR 1 32
P: R to Pb 1 1 64
Total 512
[14] C:StoR 1 384
B:RtoS 1 32
S:StoR 1 32
P: R to Pb 1 1 64
Total 512
Our C:StoR 1 32
B:RtoS 1 32
S:StoR 2 64
P: R to Pb 3 1 128
Total 256
Bandwidth Cost (in Bytes)
1000
900
800
= 700
v
% 600
c 500
% 400
S 100
100
0 ] L1 | e - - .
[9] [11) [12] our
Schemes
B Cost at Commitment Phase M Cost at Blinding Phase
W Cost at Signing Phase Cost at Published phase
m Total Cost

Figure 2: Comparison of bandwidth cost of our scheme against the existing scheme.
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To calculate bandwidth cost shown in Table II, we use the results of pairing friendly elliptic curve introduced
by Barretto-Naehrig [20], where the size of points in G | is 32 bytes, scalar element is 32 bytes and pairing points
in G, is 384 bytes. From Fig. 2, reader can see that total bandwidth of proposed scheme is 256 bytes which is
very less as compared to schemes [11], [13], [14] having bandwidth cost are 864, 512 and 512 bytes respectively.

5. CONCLUSION

With the incorporate benefits of Blind signature, IBC and ECC, a new ID-based blind signature system has been
proposed. As comparison against three other ID-based blind signature schemes as shown in Table 1 and 2,
proposed scheme gives less number of pairing operations and less bandwidth cost respectively, which allows
less processing time for performing blind signature on message. Under the chosen message and ID attack,
proposed system secure against one-more forgery and achieves blindness property. More significantly, the reported
comparison given in Table 1 and 2 show that our scheme is far more efficient than other ID-based blind signature
scheme that fully based on bilinear pairing which makes our scheme more favorable for implementing an E-
commerce system where user’s anonymity is the main concern.
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