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ABSTRACT

Sensing and wireless communications have devel oped to such an extent that we arefully surrounded by many smart
things which are Internet enabled. This also |eaves back digital traces which enable collecting information that
helps to build smart Internet of Things (1oT). Huge amount of digital data generated by 0T poses numerous
challenges and hence dataminingisthe obvious choiceto infer useful information from heterogeneous data generated
by various devices. The massive data generated by 10T isvery useful and also considered to be valuable, which will
provide new ways to provide more convenient services and environments. This paper briefly reviews the features
of “datafrom loT” and “data mining for 10T” and discusses about the challenges, potentials, open issues, and
futuretrends of thisfield.

Keywords: Data Mining, 10T (Internet of Things), Web of Things, Human Behaviours, Healthcare and Smart
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1. INTRODUCTION

Internet of Things [1-3] is connecting the classical networks with the objects to be networked. This has
enabled exchange of important data among the things which are | P enabled. The basic idea behind 10T isto
connect all the IP enabled things together which will let the devices to identify themselves, communicate
with each other and also be able to take decisions on an autonomous basis. 0T is gaining importance since
there is rapid increase in the Internet usage and Internet enabled devices. This paper discusses various 10T
related technical issues like challenges [4], applications [7] and also various standards [8].

Knowledge discovery in databases forms the analysis step in the data mining process which aims at
discovering the hidden patterns in the large sets of data. It takes the help of various sub domains like
machine learning, statistics, and artificial intelligence. The goal of data mining is to extract valuable
information from a data set and transform it to understandable structure. This helpsin gaining an insight
into the collected raw data. Thus, 10T forms anetwork of physical objects or things which are embedded
with electronics, sensors and network connectivity by which the devices can collect and exchange data
[4].

Datamining and |oT together have made it possible to achieve such technology with new innovations
to help in daily activities of mankind. A lot of applications can be thought of when we consider data mining
and 10T in conjunction. Due to the emergence of 10T, huge amounts of data are being generated which is
also heterogeneous. The data particularly comes from sources like sensors and various connected devices.
Hence, data mining plays a mgjor role in extracting small pieces of importance from alarge and continuous
feed. This was the motivation to take up this review considering both data mining and IoT.
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2. INTERNET OF THINGS

Since the physical things are connected to the Internet, the physical devices can be controlled and accessed
from any part of the globe. The captured data from various devices can lead to a new kind of services that
are entirely different from what the conventional embedded systems can give. This opens a new realm of
interconnected services which is intelligent, robust and dependable [5]. The Internet of Thingsis based on
this idea of interconnected things communicating over Internet and providing valuable services and also
real time action. RFID technology also pointsto the same direction and has helped to achieveloT in abetter
way.

RFID technology isan extension of the bar codes which can be found on everyday productsthat we use.
RFID attaches a low cost electronic tag to the product. This helps in detecting the product and getting
product detailsfrom adistance. By introducing asmall intelligence to thistag, the product becomes a smart
object [11]. The IoT is possible by the integration of various technologies and communication solutions
[14], [16]. Thishasled to various sub applications like wireless sensor enabled communications, distributed
intelligence, actuator networks. Different perspectives of 10T are reviewed in [6], [18] which form the
basis of this survey.

The development of 10T also dependson the synchronous activitiesin various other fieldslike embedded
systems, networks, RFID technology and other sensor based developments. Technologies like near field
communication, real time localization and embedded sensors have enabled usto transform everyday objects
into smart objects which are capable of understanding and reacting to the events in the environment. Novel
computing applications are possible by the advent of 10T and are by far the most potential technology. Also,
the smart objects or things need more architectura featuresthat help in attaining morereal world interactions.

3. DATA FROM IOT

Thethingson theloT create data flood which contains heterogeneous valuable information. The issueis as
to how this kind of voluminous data can be handled and also how to extract useful information from this
big pool of data. One way of solving this problem could be by implementing devicesthat identify themselves
in the big network. The data generated by such devices can be tracked down if they send the data with their
identities[18], [21]. Knowledge discovery seeksto bring out such valuable information from big data pool.
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Figure 1: Data Mining for Knowledge Discovery in 0T
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It isto be noted that knowledge discovery does not happen without human interaction. The various stepsin
the data discovery process are depicted in Figure 1.

Data mining plays an important role in the loT domain which involves discovering useful patterns and
extracting hidden information. The huge data generated by Internet of Things has high business values
through which various analytics can be performed. The main purpose of any data mining processisto build
effective and efficient descriptive model which depicts the existing set and also generalizes the new data
[31], [33]. Extracting interesting knowledge from various sources like data ware houses, information
repositories is the main process involved in data mining.

Data mining can be viewed in three different dimensions. In one dimension is in the knowledge view
which involves various analyses like time series, outlier and association analysis. The second one is in the
techniques dimension which involves rough set, neural networks, machinelearning. Third dimension consists
of application views like industry, banking, and fraud analysis [1], [5], [7].

4. STATE-OF-THE-ART IN DATA MINING FOR IOTS

Internet of Thingsisatechnology which tendsto connect the entire set of objectsintheworld to thelnternet. The
systems collect information about users using resources such as RFID devices, camera, web pages, embedded
devices, mobile phones, GPS, motion sensors etc. and make appropriate data anayss, filter data and present
users the smart choice. 10T Mining System depicted in Figure 2 explains the layers of 10T architecture.

4.1. Devices

Devices extract information from every source available. The information can be raw data, in image formet,
in text format etc. depending upon the source. In medical science, the data source is patient itself and the
key touch points around the patient. An example scenario: if the patient goesto rest room the toilet outlet
automatically conducts simple tests and analyses the urine and shares the information to the wrist band of
the patient [31]; from the wrist band, the information is sent to the server and mapped to the corresponding
doctor about the patient’s health conditions. Another scenario is monitoring the various medicines used by
the patient, their effects and their side effects, if any, for further analysis. Another example is the fertilizer
industry where ahighly sensitive laser sensor isplaced near the outlet of ammonia chamber that automatically
detects the amount of ammoniareleased in the air by detecting its chemical composition thereby checking
environmental hazards and aso following legal norms and standards. The information collected regularly
is sent to the server and saved in the database at backend for further analysis.

4.2. Raw Data

We need to store and manage the datain multidimensional warehouse systems. Based on the industry needs
the information is disintegrated and stored in different servers. For example, in retal sector, the POS
information is sent to transaction server and distributed wholesale sales data are stored in enterprise server;
the archive data, raw data, market data are stored in business intelligence server [21], [22], [26]. Various
data stored from various sources are perceived in dimensional model for analytics.

4.3. Data Gathering

Themainintension of datagatheringisto provide dataaccessto business analystsand information technology
professionals. The collected datais made available to professionalsto process the datato generate vital and
useful information. Certain restrictions are set by the concerned on the modules that can access the
information. For example, banking RTGS transaction data is sent from bank server to customer’s sever and
only accessed by the authorized IT professionals in both the ends and the information is not available to
other users of the department.
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Figure 2: Layers of 10T Architecture

4.4. Data Processing

The information collected is passed through various tools. Software maps the data and applies business
logic to process the data to get the appropriate intelligence information. Various algorithms such as
Classification Algorithm, Regression Algorithm, Segmentation Algorithm, Association Algorithm, and
Sequence AnalysisAlgorithm [36] are used for this purpose of mapping and segmenting the data. Based on
the task and event, the software uses suitable algorithms and applies the relevant logics. For example, for
security entrance accesses of the organisation either RFID user key access or image recognition (retina
access) is used. Algorithms must take into consideration the characteristics of networks like energy,
computational constraints, network dynamics and faults [12-14] etc.

4.5. Services

Final datais shared as graphs, tables, or intelligent reports. Also, the processed data can set appropriate
workflowsthat cantrigger automatically concerned eventsor transactions that can proceed as workflows.
For example, the businessintelligent information sent by the server can trigger SM Sfacility to concerned
managers of the department about highest sales of product group or impact in sales dueto sudden weather
changes in certain places. We might as well ask whether we actually need refrigerators to communicate
with cell phones and supermarkets, or whether the home entertainment system should control your own
children’s television habits [24]. That aside, in light of these figures the kind of estimates the experts
normally work with, citing 1012 - 1015 objects[2] in the Internet of Thingsin future no longer seem that
surprising. Not only will the aforementioned model be influenced by redlity, but this is the crux the
Internet of Things can also have a direct impact on reality. That is, it will actively change aspects of the
real world [32]. The datacan trigger a series of workflows of eventslike achain. For example, smart eye
wear that is connected to Internet can detect few known faces of strangersthroughtheir Facebook accounts
and share their personal and professional information [32-35]. Healthcare heterogeneous medical data
can generate information about patients. These quantitative data can be used for clinical research, survival
analysis, patient similarity analysis, to improve care and life [7-10]. An example, for application of
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guantitative data is a wrist band that tracks heart beat and communicates with doctor about the patient
health.

4.6. Knowledge Discovery In Database (K DD)

Analysing data is difficult compared to creating the data. Data once created in some form gets various
kinds of changes and hence results in data explosion, which is nothing but huge volume of data generation
[6-9]. The problem of inquiring big data on 10T is still a major challenge since it requires sophisticated
techniques and also efficient tools. Currently most of the mining technologies are developed to run on a
single system. But the problem with the big data with 10T is that the data is mostly from the distributed
network. Hence the existing technologies cannot be applied for the distributed systems. Hence the KDD
can only be applied small scale 0T systems that interchange small amount of data. It also indicates that the
present KDD techniques cannot be applied directly to 10T and hence require modifications.

4.7. Resource Aware Protocol For |oT

Many protocols exist for wireless communication and for normal device to device communication. The
protocols which are being used are good in terms of efficiency, scalability and portability. The parameter
which is not considered in the existing protocols is the limitation of resources available in the |oT devices
like memory, power, etc. The resource aware protocol [9] is based on the Zigbee technology and basically
considers the limited resource capacity in the individual nodes. A new agorithm called Resource Aware
Ad-hoc Networking (RAAN) is proposed which cuts down transmission time and reduces the packet loss
rate that in turn saves the resources of the nodes.

4.8. Cloud Based e-Health

Cloud based e-Hedth is gaining a lot of importance because of its convenience, affordability and also the
remote monitoring facilitiesit provides. Cloud based e-Health offersfacilities like remote patient monitoring,
datainspection, and doctor consultations and so on through network of sensors attached to the cloud. These
systems are able to collect the data from various input sources and nodes, processit to create actions based
on the data. Leveraging the data received from sensors attached to patients helpsto transform the data into
information and then to action. But this requires huge data processing system and storage for the operation.
The cloud can provide such facilities for data storage and data processing [2].

4.9. Employee Performance Evaluation Based on Game Theory

In many corporate scenarios, the performance evauation of employeesis done manually by considering the
performance factors like number of hours logged in the company, punctuality etc. But this data helps in
determining the mere presence of employee rather than the quality of the presence. Attempts are made to
use a game theoretic approach to monitor the employees for the performance that is based on the quality
rather than quantity [22]. The IoT in conjunction with data mining techniques can be employed in such
systems to mine the data from the sensory nodes present in the company premises. In the next step, Map
Reduce approach can be applied to get the information about the employees.

4.10. Intelligent Logistics System

There arethreetechnologies mainly used in Internet of Things: (i) perception technology, (i) communication
and network technology, and (iii) intelligent technology. They have been very well used in intelligent
logistics system.

* Perception technology: RFID is widely used in the logistics information field since it is robust,
reliable and also scalable. Second position istaken by the GPS which has more practical applications
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intheloT. Third isthe video and image perception which iswidely used for monitoring the 0T data
[8].

» Communication and network technology: Communication and network technology has changed
the logistics system perspective. A shipment has ot of waysto track through internet and also local
organizations intranet. This is possible due to various internal technologies like RFID, GPS and
tracking systems [2].

* Intelligent management and control technology: Management and control of data and also logistics
information is now very much easier by the enterprise level software and also hardware which
enable the faster data transmissions and data exchange. The control technology has seen so much
changesthat a system can take autonomous decisions to alert of any error or take deviations from
the planned trip [4].

4.11. Embedded Intelligence
4.11.1. Surveillance Cameras

Surveillance cameras have been widely deployed in aimost all the places around us. This forms a major
source of data for 10T since the video captured itself can be of very much value. These devices have
become so smart that any kind of filtering can be applied to deduce some actions or group behaviour. It is
widely used to observe the social presence or to detect spatial context and to study the social dynamics[3].

4.11.2. Smart Indoor Artefacts

Advancement of wireless sensing techniques and also massive production of sensors at an affordable cost
has led to the development of indoor artefacts with more intelligent features [10]. Hence these sensors
generate data and also are capable of sensing the surrounding environment and adapt it to the changing life
conditions.

4.11.3. Life-Logging

Life —Logging involves capturing and storing various human activities like memories, health activities,
mental activities etc. The wearable devices have made it possible to log these activities without intervening
in the normal activities. These devices attach to the human surroundings and try to capture and sense the
current situation [3].

4.11.4. Enterprise Computing and Groupware

Enterprises are now using smart things and artefacts to facilitate the business activities and also to improve
the employee productivity. It facilities the communication and collaboration between other dependent
business. For example many companies are using smart objects around the office premises which can
detect the need of the meeting based on the people behaviour and book the conference room automatically
[30].

4.12. Traffic Condition Based on |oT

Traffic condition sensing has improved lot with the help of 10T. Various smart objects can be installed at the
busy junction to get the data from those locations. These smart objects can be connected using a mesh
network which takes in feed and sends across the server. Based on this actuator objects can deviate the
traffic to other route. In an adaptive traffic system the same device can provide connectivity to vehicles and
also to traffic management system which enables to take decisions [6].
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5. CHALLENGESAND POSSIBLE SOLUTIONS
5.1. Challenges

The main challenge is how to handle the big data that is heterogeneousin nature. One thing to be observed
isthat the data quantity is high, but the quality islow. The datais semi structured or may be no structure at
al. This poses challenge to current algorithms and techniques which expect well-structured data. The
primary challenge is accessing and extracting big data from various sources. Noise is not an exception
since it comes embedded with the data. Hence modifying the current algorithm to suit 10T environment is
another challenging task. Some of the other important challenges in the 10T domain are as follows:

e Sensing complex environment

Connectivity

Powering the device
Security
Cloud requirement

Volume of data — Exploring and analysing large volume of data effectively in short time is complex.
Big datatechniques can be used to process huge data. Computational requirements are also getting complex
as diverse information collected need to be processed in short time.

Diverse data- Diverse datais due to various dataformats like text, raw data, image format, sensor data,
and social mediadata. Various algorithms are applied for each source of information to compile the datato
make it knowledgeable information. The data is to be analysed to find the properties of data and find
associations of different data. On the other hand, the data on the usage of Things and the associated services
are extremely senditive. But far worse is the case today, unauthorized access in the Internet of Things will
not only lead to potentially confidential information being divulged, it might also result in the owner or
authorized user losing control of their Things in the physical world.

In “l10T Security: On-going Challenges and Research Opportunities’ by Tobias Heer et.al outlined
various challenges related to security in 10T. Tight resource constraintsis applicable for all the 10T devices
since the devices communicate among small nodes which have a lossy and low bandwidth channels. This
has direct impact on the security of the connected devices. Denialsof Service (DoS) attacksare also possible
intheloT domain since the communication is open ended [ 20]. Protocol trandation and end-to-end security
isalso needed to have secure communication among the devices. Unauthorized accessto the tagsispossible
since large number of RFID systems lack proper authentication mechanisms. This leads to the modification
or deletion of the data[4]. Sinkhole attack is akind in which amalicious node lures all other nearby nodes
that are genuine; by this, all the data from the genuine nodes leaks to malicious node [23] compromising
the security of the system.

5.2. Solutions

Some of the potential solutions for the numerous challenges faced in handling 10T especially in the context
of the huge data generated by |oT are:

» Huge volume of data can be stamped and categorized to solve large bundles of heterogeneous data.

» The loT devices can be implemented with various network layer security protocols, which help in
identifying suspicious activities.

» Power consumption of devices can be minimized by using energy efficient algorithms and hardware
with dleep functionality.
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» Connectivity can be increased by using various repeaters in between and also by using sensors with
high range capacity.

* Activities of the various connected 10T devices can be monitored for any malicious behavior.

The sinkhole attacks on the |oT nodes can be detected by using rule based technique. In this method, all
the sensor nodes are bound by the rules embedded into the nodes. If any node violatestherule, it isconsdered
as malicious activity and al the other nearby nodes get the attack information. One more approach is the
anomaly based detection in which the normal behaviour of the node is defined. Any deviation is considered
to be attack and other nodes are intimated [37]. End-to-end security can be enhanced by using symmetric
keys with gateways to transform the packets and apply security features [28]. 10T specific optimizations
can include encryption at both sender and receiver ends to ensure authentication and integrity. Additional
security can be achieved by using secure router/gateways, secure runtime environments in the nodes and
also secure interfaces among all the devices [39].

6. CONCLUDING REMARKS

The Internet of Things has risen from the need to connect al the IP enabled devices together in order to
automate, manage all the devices and sensors. Data mining techniques are integrated with devices and also
in sensors for smart features. There is no doubt that the big data is the future trend as all the devices start
uploading the data as soon as they are connected to the Internet. Data mining technology plays amaor role
in handling such huge data. Data mining involves discovering novel, interesting, and potentially useful
patterns from data and applying algorithms to extract the hidden information. We reviewed various aspects
including knowledge discovery, embedded intelligence and so on in the context of 10T and big data. We
also reviewed the data mining technologies like clustering and KDD which help the process of data mining
inloT. Various challenges and possible solutions pertaining to 10T and data mining have been highlighted.
It is clear that data mining techniques are very much essential to bring about more applications targeted for
better and sophisticated utilization of Internet of Things.
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