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Abstract: With the explosion of data in world, mainly brought force by the wide spread of Mobile Technologies, 
Internet of Things (IOT), and Wearable Devices, data analysts are desperately looking for solutions such as Big Data 
systems to gather more information, discover new opportunities and values, provide in-depth insights, and ultimately 
increase organizations’ bottom line. Big Data phenomenon has touched all aspects of our lives from our Social Media 
experience to sensitive Medical Records; however, mining and analysing personal information undermines security 
and privacy causing reputation degradation for the companies using Big Data solutions. This paper explains the 
definition and characteristics of Big Data, its environment, and highlights latest challenges regarding security and 
privacy mentioned in the literature such as framework, infrastructure, application, and data. The paper also provides 
an overall outlook of security and privacy problems in Big Data to make it possible for everyone in the society to 
take advantage of analysing large datasets without giving up their right to privacy.
Keyword: Big Data, Security, Privacy, Data Security, Data Privacy.

Introduction1.	
The rapid growth of global data by both individuals and corporations is partially attributed to the unexpected rise 
of unstructured data such as photos, videos and generally what social media has introduced to us and is expected 
to continue by a dramatic increase rate of 4300% in annual data generation by 2020 making data production 44 
times greater in the year 2020 in comparison to 2009 [7].

Increase data production in accordance with recent advances in storage technologies (such as cloud) has 
led to capture and storage of huge amounts of data called Big Data by academics, media and within the industry 
[9]; which can be described as huge data sets with a variety of data types and a high velocity of streaming based 
on a report by Gartner Group [10].

The topic of Big Data has become very important in different areas like science, government, and enterprise 
to a point that US government has released a series of new reports addressing benefits and some of issues 
(particularly in relation to security and privacy) resulting from this growth. All the available reports concur 
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that we need to primarily focus on developing new policies and legal frameworks to foster innovation, promote 
exchange of information while limiting harm caused by breach of privacy and security to individuals and society 
[8]. In addition to the development of new policies, wide collection and storage of data has made it necessary to 
develop scalable tools and technologies like Map Reduce (by Google) and Hadoop (by Apache) to appropriately 
deal with new data dimensions [5].

Data analytics is being used in our everyday lives for extraction of patterns and knowledge from huge 
datasets providing businesses with new paradigms and governments with enhancement of their authorities [9]. 
Few examples will include eBay.com, which has implemented a Hadoop cluster to improve its recommendation 
engine, or Facebook and Twitter storing queries for further analysis using data mining techniques [3]. Another 
example would be Barack Obama’s 2012 re-election, during which, Big Data analytics were used for accurately 
discovering and addressing the political interest of the voters [13].

Traditional mechanisms and policies are unable to address the security and privacy issues facing Big Data 
in today’s computational environment; therefore, there is a need to re-visit issues like distributed environments, 
encryption algorithms, data storage, and real-time monitoring [3].

In this paper, we thoroughly examine some of the root causes contributing to security and privacy breaches 
in Big Data to gain a better understanding of important research areas that should be given high priority when 
considering development of new methods. Section II explains briefly on Big Data definition and characteristics, 
while section III categorize, and investigates the main security and privacy concerns in relation to Big Data 
within current literature. In Section IV, we further analyse how Big Data can be utilized to maintain security and 
privacy, and finally, in last section conclusion provides an overview of important topics discussed, and necessary 
requirements to secure Big Data communication.

Big Data Definition2.	
The term Big Data is normally used for large and complex datasets that cannot be processed/managed by typical 
software [25] which is characterized via 5Vs namely as volume (data size), velocity (high speed of data), variety 
(diverse data types and sources), veracity (consistency and trustworthiness of data), and value (outputs gained 
from data set) [13, 29]. Figure 1 shows the different characters of Big Data via 5Vs [24].

Figure 1: 5Vs of Big Data [24]
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A.	 Volume: The capability of processing large amounts of data is a critical aspect of Big Data especially 
since volume is one of the biggest challenges of conventional IT structures in which companies are 
unable to process their large amounts of archived data logs. One example of such businesses is Wal-
Mart, which used to store 1,000 terabytes of data in 1999 as opposed to over 2.5 petabytes of data in 
the year 2012.

B.	 Velocity: This points to the high speed at which data is created, processed, stored, and analysed by 
relational database in addition to the speed at which new data is generated and moved around like 
the way information on social media goes viral in matter of seconds or the hundred hours of video 
content uploaded to YouTube daily.

C.	 Variety: Variety is another interesting aspect of Big Data, meaning that this data can come in structured, 
unstructured, or semi-structured form, making it extremely challenging for placement in a relational 
database, especially since in %90 of cases, the generated data is in unstructured form, making it crucial 
for data analysts to know the category to which Big Data belongs.

D.	 Veracity: When dealing with Big Data, there is always the possibility of receiving dirty data (which 
is not %100 correct). The data quality and accuracy of analysis largely depends on the veracity of 
data source.

E.	 Value: Even though there are great potential values in usage of Big Data unless there is a return on 
investment (value generated) for the company; it would be very costly (and useless) to implement IT 
infrastructure systems to store Big Data [16].

We can use different approaches to acquire, process, store and analyse Big Data; however, it is important to 
keep in mind that there are different characteristics to sources from which Big Data is received, such as data type, 
size, speed, consistency/trustworthiness and frequency. Additionally, selection and built of a Big Data solution 
can be challenging due to factors like governance, security, and policies [27]. Big Data can be categorized per 
the following classifications: data type, content, source, consumer, usage, analysis type, processing purpose, 
processing method, store, and frequency as illustrated in Figure 2 below [13, 27, 29].

Figure 2: Big Data Classification [13, 27, 29]
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Big Data Security and Privacy3.	
Traditional security and privacy approaches are incapable of fully addressing changes that Big Data has introduced 
to the digital world, ranging from the amount of data that is collected, stored to its manipulation [42]. Security 
measures such as complex encryption algorithms, access control limitations, firewalls, and intrusion detection 
systems for network security can be broken, and even anonymized data could be re-identified and associated 
with a specific user for malicious use [25].

There are a number new regulations proposed specifically for addressing challenges Big Data has introduced 
to the privacy of individuals, challenges like, inference and aggregation which makes it possible to re-identify 
individuals even after identifiers are removed from a dataset; however there are cases in which previously defined 
regulations may result in privacy violation such as retention of email data for a certain period (in cases up to 5 
years) which simply leaves the door open for potential privacy violations [42].

However here we face an old dilemma namely as security triangle; which states that as we employ harder 
security measures, we negatively affect systems’ functionality and ease of use, for example, if a certain regulation 
limits corporations’ access to analysis and manipulation of raw data, corporations would not be able to enhance 
their business; therefore we are required to propose a balanced approach towards regulations and analytics that 
ensures corporations’ right to analytics as well as individuals’ privacy. In a nutshell, the entire ecosystem of 
Big Data from infrastructure and management to trust policies, integrity, and data quality must be re-visited and 
further examined in relation to security and privacy concerns [42].

This section we have listed some of Big Data security and privacy issues; however, there is still a need for 
a comprehensive research to thoroughly identify, and address these concerns. Also, to make sure that security 
measures are incorporated into all technologies developed for Big Data, such as technologies for infrastructure, 
monitoring and auditing processes, applications, and data provenance. Here we looked at Big Data (security 
& privacy) challenges from 5 different perspectives namely as framework (Hadoop), infrastructure (Cloud), 
monitoring and auditing, key management and data security (anonymization) as it can be seen in Figure 3 [34].

A. Hadoop Security
Hadoop is an open source distributed process framework which utilizes MapReduce model to process large datasets 
and is widely used by big companies like Google, LinkedIn, Facebook, and Yahoo for data processing [38]; 
however, this framework was not originally developed for operation in an untrusted environment; therefore, the 
necessary security measures were not incorporated [1]. Lack of proper security protection in many technologies 
developed for Big Data such as Hadoop, Twitter Storm, Pig, Hive, MapReduce, Mahout, and Cassandra has 
turned infrastructure to a security challenge for Big Data management and analytics [42].

However once against all its shortcomings in security, Hadoop received a great degree of interest and 
was selected as one of the major platform for Big Data, making it compulsory to Figure out the ways in which 
necessary security precautions can be added especially since hackers usually target data stored on the cloud [1]. 
Here we mention the two major security weaknesses of Hadoop (1-Acessing Data on Cloud, 2-HDFS Security) 
and briefly discuss the techniques that can be used while developing a Hadoop system to guarantee data security 
and privacy:

1.	 Hadoop Security and Privacy: One way in which secure access of users to the data stored on the cloud 
is provided, is through user authentication prior to granting access to a name node, in this mechanism 
both user and name node generate a hash function using algorithms such as SHA-256, name node 
performs a comparison between the hash value sent by the user and the one generated and grants 
access if the values are correct. This Trust Mechanism (User & Name Node) manages to grant access 
to data nodes [32].
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	 Another easy and commonly used way to ensure data safety and limit unauthorized access is performing 
encryption and decryption using Random Encryption Algorithms like AES, Triple DES, RSA, RC6, 
IDEA and Rijndael as used by MapReduce [32].

2.	 HDFS Security: This is Hadoop’s distributed file system which has three main components namely 
as name node (master node), data node and secondary name node. HDFS creates several replicas of 
each block of data in order ensure availability and fast response time. However, HDFS has certain 
issues with respect to authentication for which use of Kerberos (authentication protocol) has been 
suggested to allow nodes prove their identity to one another [2].

	 Another issue that HDFS faces is with regards to naming node’s (master name node) unavailability 
for which the use of an extra name node (slave name node) is suggested that can be accessed in case 
anything happens to the master name node. The access to the slave node is granted by the administrator 
if the condition mentioned on Name Node Security Enhance (NNSE) holds [12].

To ensure the security of the replicated data and make sure that the access is only granted to the authorized 
users, Bullseye Algorithm is used for data monitoring [35].

Figure 3: Big Data Security and Privacy Areas [34]
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B. Cloud Security
Cloud computing is widely used in association with Big Data due to the numerous advantages it provides namely 
as on-demand/real-time service availability, widespread access, and sharing of resources [13, 27, 29].

However, usage of cloud computing comes with a huge number of security challenges since this technology 
includes multiple areas and principals like networking, resource sharing, databases, virtualization, operating 
systems etc., therefore security issues of these systems and technologies are applicable to cloud computing [33].

One of the main issues with the cloud is securing storage data. Henceforth, cloud service providers have 
suggested secure ways for sharing Big Data on the cloud platform [19]. These providers assure that their clients 
do not face issues like data loss or theft, caused by user impersonation [18]. Here we have divided the challenges 
cloud security into three categories namely as network level, user authentication level, and data level issues.

1.	 Network level: Network level protocol and security issues usually include areas like internode 
communications and distributed nodes and data [33]; therefore, it is advised to encrypt all network 
communications by Secure Sockets Layer (SSL) to guarantee the security of packets and assure that 
No. useful information can be derived even if an unauthorized user gains access to the network 
communications [15].

2.	 Authentication level: User authentication level security issues usually include areas like authentication 
methods like logging, nodes’ administrative permissions, applications’ authentication and techniques 
used for encryption/decryption. To address these problems, it is important to always Log Data 
Modification activities performed by the users and regularly audit them to see if data was manipulated. 
In addition to that, it is important to Validate Nodes’ Authenticity using technologies like Kerberos 
prior to joining a cluster and, as a secondary measure, set some Honey Pot Nodes within clusters to 
trap hackers in case they were successful to pass the authentication [33].

3.	 Data level: Data level security issues usually include areas like distributed data protection to assure 
data availability and integrity [33]. It is important to always have a minimum of three different 
Back-Up Servers, ready to go online, in case the main server becomes unavailable due to technical 
problems, attacks, or natural disasters. In addition to that distributed data should always be kept in 
the encrypted and compressed form to avoid security issues [6].

The Cryptography scheme used here takes advantage of virtual mapping to divide the data into different 
parts and place it on multiple storages to make it impossible for hackers to gain complete access to it [34].

C. Monitoring and Auditing
Monitoring and auditing is an integral part of network security management; which helps the service providers 
to prevent security breaches simply by checking network traffic and using the information acquired to adjust or 
apply certain security measures. While network monitoring mainly focuses on collecting and studying events to 
foresee/detect intrusions; network auditing is considered as a systematic and measurable security policy, which 
has a great impact on network security [43].

1.	 Network Monitoring: There are factors that need to be analysed if an Intrusion Detection and 
Prevention Architecture is to be applied successfully monitoring the entire network traffic, some of 
the areas that must be included in the monitoring process include HTTP and DNS traffic, records of 
the IP flow, and data gathered by the honeypots laid as a trap for intruders. The suggested Intrusion 
Detection System (IDS) stores and processes data using three Malicious Likelihood Metrics to find 
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out whether packets, flow or domain name is affected in which case the action/process will be stopped 
immediately [23].

	 Detect Abnormal User Behaviour and suspicious data behaviour is another important area within the 
network for which a Self-Assuring System has been presented. This system keeps a library of keywords 
associated with untrusted behaviour, and generates a low critical log of users’ identification information 
performing a suspicious action based on which a second log is produced (high critical log) by checking 
the occurrence frequency of the low critical logs and deciding whether it has reached it maximum 
limitation. In the last step, the self-assuring system blocks suspicious user’s access to the network [11].

	 Due to the heterogeneous nature of Big Data, it is crucial to deploy a monitoring system capable 
of Detecting Anomalies from within the data stream, simply by collection of the network logs, 
classification/filtering of them, and finally analysing and acquiring meaning/correlation of this data 
based on which necessary statistics are generated and correct Predictions are formed in relation to 
the Network Behaviour and events [20].

2.	 Network Auditing: We all know that Big Data (with its specific characteristics) has deeply impacted 
the way data analytics is done in general; however, there are some challenges in respect with data 
auditing when it comes to Big Data integrity and availability.

	 While Big Data availability can be easily achieved by keeping a number of replicas to assure easy 
and fast access, it might cause some issues with data integrity especially since overhead for update 
verification of dynamic datasets is huge and there is No. integrity scheme for simultaneous auditing 
and authentication of block indices; Therefore here we suggest use of MuR-DPA which is a top-down, 
multi-replica public auditing scheme based on Merkle Hash Tree incorporating an authenticated data 
structure to conduct a secure public auditing for Dynamic Big Data Storage on cloud [21].

D. Key Management
Security and privacy enhancement of Big Data come with a different number of challenges especially since 
dynamic key generation for the Big Data is not efficient using current cryptographic techniques. In today’s mobile 
society, data centre users can be located anywhere, which makes it necessary to have a specific key management 
system to simultaneously secure the data and channel used for transmission between nodes. To solve this problem, 
data centres need efficient Quantum Cryptography using Grover’s algorithm for appropriate authentication 
approaches to enhance the security and privacy with less complexity in mobile or fixed data centres [41].

Even though use of Quantum model can increase system efficiency (by lowering the number of key search 
operations) and security (decline in number of attacks); it is critical to remember that Big Data communications 
require Secure Group Key Transfer protocols to withstand attacks; therefore, using an online key generation 
centre based on Diffie-Hellman Key Agreement is suggested [14].

Another aspect that we should look at here is Secure Group Data Sharing for which Conditional Proxy 
Re-Encryption (CPRE) is used enabling group sharing of sensitive data without exposing the actual content 
decryption key to people who are not within the share group. Here, we introduce the latest scheme for secure 
group data sharing on the cloud which is more compatible and efficient with Big Data called the Outsourcing 
CPRE scheme (O-CPRE) which decreases the client overhead greatly [39].

Big Data can be broadly divided into two general type namely as structured and unstructured, and as you 
might already guess it is far more difficult to assure Security for Unstructured Data. Here we would suggest on 
what can be used to guarantee the security of unstructured data.
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In this approach, data is reviewed, filtered, clustered, and finally classified based on its type and level of 
sensitivity, afterward specific data nodes are created in the database. To provide security to data nodes, a security 
suite was designed which incorporates different security standards and algorithms in accordance with the type 
of data node. At this stage, the most suitable algorithm is assigned to the data node based on the type of data/its 
requirements (confidentiality, authentication, and integrity) and sensitivity level (sensitive, confidential, public) 
from security suite [17].

E. Data Security (Anonymization)
Data collection and harvesting for analysis has raised too many eyebrows with respect to the user right to the 
privacy. One of the most important responsibilities of data publishers is to assure data security and privacy; 
even though this might prove to be unachievable at certain times. Privacy Preserving Data Publishing (PPDP) 
discusses the ways in which data can be published while ensuring users’ right to privacy [37]. Even though it 
is becoming more and more difficult for the data publishers to mask Personally Identifiable Information (PII) 
due to the speed in which the data is shared, there is a dire need to devise policies in which companies are held 
accountable to ensure the anonymization (de-identified) and secure transfer of users’ personal data [40].

Unfortunately, even after performing the anonymization process, there are ways (use of strong algorithms 
and the artificial intelligence analysis) in which users can be re-identified. To avoid this issue, K-Anonymity based 
Metrics were used to mask sensitive fields. Here personal identifiers are removed from usage logs to protect 
users’ privacy. The anonymization of sensitive fields is achieved by use of AES symmetric key encryption, 
which is stored in HDFS for analysis. In situations in which re-identification of data is needed, stored logs are 
moved and decrypted using the key [36].

Privacy Preserving Data Mining (PPDM) is another subject that has gained traction due to increased use 
of analytics and privacy concerns. It is crucial to gain privacy without compromising data content or mining 
accuracy; therefore, here we advise the use of an algorithm named Adaptive Utility based Anonymization (AUA) 
model to address the risk of data disclosure without affecting classification accuracy [28].

Scalability and huge volume is another reason that normal anonymization methods are unsuccessful in 
masking sensitive information when it comes to Big Data; therefore, here we advise use of a Hybrid Top-Down 
& Bottom-Up Subtree Anonymization model to increase scalability capability of the method [45].

However, based on a different study, there is a different option to increase scalability called a Two-
Phase Clustering Algorithm. This approach includes a t-ancestors clustering algorithm and a proximity-aware 
agglomerative clustering algorithm that has been designed with MapReduce to gain higher scalability. This 
approach improves scalability and the time-efficiency of local-recoding anonymization in addition to the ability 
to defend against proximity privacy breaches [44].

BIG DATA SECURITY AND PRIVACY ANALYSIS4.	
As mentioned in this paper, a great number of the businesses utilize Big Data for marketing and research purpose; 
however, most of them lack fundamental assets when it comes to security; which might lead to serious lawsuits 
and reputational damage if a security breach occurs [15]. Therefore, it is obvious that organizations desperately 
require new mechanisms and regulations to guarantee the safety of their systems and data even particularly because 
traditional techniques are ineffective with respect to Big Data security and privacy challenges. Considering all 
mentioned here, it is still important to understand that open source or latest technologies might have their own 
drawbacks such as creating a back door or default credentials; which makes it necessary to carefully consider 
and make sure that availability, integrity, and confidentiality of data remains intact prior to use of any product 
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[26]. There are several techniques used for this purpose (as mentioned throughout this paper) such as encryption, 
logging, and honeypot detection [18].

Big Data phenomenon is not only faced with security challenges but also data privacy issues. These days 
many companies are wrestling with privacy challenges and liabilities; however, unlike security, privacy is 
considered as an asset, which makes it a selling point for both customers and stakeholders [15]. The widespread 
use of Big Data technologies has resulted in storage and analysis of petabytes of data making information 
classification even more critical than before. The good news is that Big Data analytics (using more sophisticated 
pattern analysis and analyzing multiple data) can assist organizations with early stage detection and prevention 
of advanced threats and malicious intruders [15].

Based on the latest news, National Security Agency of the United States (NSA) consistently gathers personal 
data on people from databases of big companies either active on the internet or in the telecommunication field, 
violating people’s privacy all in the name of protecting US citizens. To deal with such complex challenges, 
there is a dire need for laws and regulations to enforce clear-cut boundaries in terms of unauthorized access, data 
sharing and misuse of users; personal data [25]. Based on a study done by the Cloud Security Alliance, security 
and privacy challenges in Big Data is divided into four categories namely as; 1- Infrastructure Security, 2- Data 
Privacy, 3- Data Management, and 4- Integrity and Reactive Security as explained below:

1.	 Infrastructure Security includes distributed programming, nodes, data, internode communication, and 
security practices for the non-relational data stores.

2.	 Data Privacy includes privacy preserving data analytics, encryption of data center and access 
control.

3.	 Data Management refers to data storage security, logging transactions, the provenance of data and 
auditing.

4.	 Integrity and Reactive Security consist of real-time monitoring of data and actions, filtering and 
validation.

Based on all the information mentioned here, it is necessary to implement authorization and authentication 
mechanisms for users and applications to control access to sensitive data, also encryption and data masking 
(anonymization) techniques should be applied to data transfers and datasets [3].

CONCLUSION AND FUTURE RESEARCH5.	
The main purpose of Big Data analytics is to gain useful information from a large volume of heterogeneous data 
[30]. However, having access to large-scale, distributed datasets presents certain privacy and security concerns 
which we have discussed briefly in this paper. We also investigated how Big Data has different requirements 
with respect to security and privacy in different areas like data collection, storage, analysis, and transfer.

Additionally we have comparatively reviewed a number of studies done on Big Data security and privacy, 
based on which it was concluded that it is important to consistently monitor network traffic in order to detect 
suspicious behaviors fast, transferable data must be encrypted with proper standard in accordance with the data 
type, users and devices need to be granted access to be able to use resources, all communications should take 
place over secure channels and personal data should be masked prior to the publish of the dataset.

Big Data privacy and security is one the most important areas for further discussion and research in the 
future. It is obvious that now there is a need for the development of new or upgrade of current techniques, 
technologies, and solutions with respect to the current needs. However as mentioned in the previous section, 
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we need to bear in mind that Big Data can be compared to a loaded gun, it can cause harm if not used in a safe 
manner with proper regulation, but it can also provide safety and security if it is used correctly.

The dramatic increase in the amount of stored and streamed and the ability to analyze it can be utilized 
greatly in information security areas like detection or prediction of anomalies, intrusion, and fraud simply by 
examining system, network, and website logs/events/ and traffic. For this purpose, large volume and variety of 
data associated with network history should be collected, and analyzed for pattern recognition [4].

Some of the advantages of using Big Data includes, System performance without a need to delete cancelled 
accounts or old logs after a certain period particularly since these might be useful for the purpose of forensic 
investigations later on, also the ability to run complicated and advanced queries on large and unstructured datasets, 
real-time decision making ability, automatic defense and risk reduction systems by predicting attacks ahead, 
and finally faster, better and cheaper security in comparison to traditional methods [4, 20, 22, 31]. Development 
of proper systems, technologies, and solutions to address challenges associated with big data, can help further 
mitigate the bottlenecks in the areas of security and privacy, not only for today, but also for future to come.
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