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Abstract: Free excess of data on internet raises grave security concerns. Social media applications like facebook,
twitter, whatsapp etc are generating tons and tons of data every day. With the freely available huge data on cloud
requires new innovative security applications to make data secure and feasible. Copyright protection is the biggest
challenge in dealing with this data. Integration of social media data with other possible and related data is becoming
more complex but challenging. Big data analytical tools generate new business opportunity in this scenario. Decision
making without security and authentication of data becomes tough. Big data analytics offer a number of distinct
advantages over other digital media like good quality, easy modifications and high fidelity copying. Several companies
are eyeing various business opportunities based on big data like business forecasting. Due to its magnitude and
importance, it created concerns over duplication and distribution anomalies has lead to the requirement of useful
copyright protection tools. Different software based digital watermarking has been proposed in attempt to address
these growing concerns of copyright protection of multimedia data. In present paper, a digital watermarking scheme
to decide the legal rights of the digital images on cloud is proposed. A general hash algorithm is applied on host
image to engender a hash value, which can be considered to be the fingerprint of the image. The secret key used in
this case is the hash value for encryption techniques like Data Encryption Standard (DES). Then, standard encryption
technique is used to encrypt consequential watermark. Finally, a Discrete Wavelet Transform based robust watermarking
scheme is build to hide this encrypted watermark in the host image.
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1. INTRODUCTION

There is a hasty expansion in cloud based digital multimedia in the last few years and its processing
becomes more and more complex. Security as well as ownership of the digital multimedia is great concerns
to the users. Many researchers are working continuously for the better tool for the processing of these
data. Due to its rapid growth, processing of the data becomes more complex. Integration of Data available
with different agencies has raised new concerns of security and ownership. Copyright violation during
authorization of and access of data is much more than normal data. Digital watermarking scheme is a
topic of significant research concentration [1-3] in this concern. Watermarking based on bit model based
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guarantees the authorized ownership of the image. Digital Image Watermarking schemes can be broadly
categorized into two classes: spatial domain [4-61 and frequency domain [7-10]. In spatial domain
techniques, watermark is hide into the LSBs (Least Significant Bit) of the host image. These schemes are
generally fragile which means they cannot withstand general image processing attacks like lossy
compression, filtering and scanning. Still, the watermark can easily be extracted. The frequency based
methods have a number of types of transforms like Discrete Wavelet Transform (DWT), Contourlet
Transform, Slantlet Transform, Discrete Cosine Transform (DCT) and so on. DCT [7-8] and DWT [9, 10,
14] based watermarking techniques are widely studied and used in literature. In DCT and wavelet based
techniques the watermark is comparatively more robust. Also, they are often superior than the spatial
domain techniques in robustness against general image processing exercises such as sharpening, noise
distortion, cropping, compression, and so on. In recent times, N. P. Sheppard et. al. [11] and R. Barnett
[15] raised a key concern of lawful possession of digital images. A counterfeit watermarking algorithm to
permit several claims of lawful ownerships was presented by them. They proposed that to stay away from
counterfeit attack, a non-invertible and non quasi-invertible watermarking method should be used by the
owner and watermark should be a stream of bit from the host image generated by a one-way hash function.
O.G. Guleryuz [11-16] presented a blind watermarking algorithm which does not require host images for
extraction and can be used for determining legitimate ownerships of digital images. They declared that
some significant signature should be used to generate watermark stream through one way hash function.
Based on [21 - 24], a watermarking technique has been presented here which inserts significant information
in a cover image. The watermark is encrypted with the help of block cipher algorithm RC6 with a secret
key engendered from the hash value of the image.

2. ENCRYPTION OF THE WATERMARK

Security of multimedia data will be ensured by applying hash function. It is described as process given
below:

1. Encrypt watermark logo by the process given in fig. 01 and get matrix (new) of LL.

2. Arrange LL matrix in a sequence of BBi, 0<i< N-1, where length N is equal to 2048.

3. Every image can produce fixed length hash value with condition that it is impossible to do H(a)
of image for all hash values.

4. Hash value record the image will become key value.

According to SHA [19], this is a secure hash algorithm which processes the input information of 512
bits and provides output information of 160 bits which is then accumulated in five 32-bits. Suppose that a
hash function H is applied onthe cover image for calculating D = H(I). Suppose CCA is a latest block

Figure 1: Encryption of Watermark
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cipher. Digest D is used as a secret key for the block cipher CCA for generating a random binary sequence
for encryption of the watermark W, the, which can be arranged as a mask B where B = CCA (W, D). To
generate the random sequence for generation of the encrypted watermark sequence, XOR (Exclusive OR)
function of the B and W is used.

3. PROPOSED ALGORITHM FOR WATERMARK EMBEDDING

In image processing the DWT (Discrete Wavelet Transform) [13, 17] has been extensively used. In wavelet
transform, H and L symbolize the high pass filter and low pass filter, correspondingly. Each row is first
transform by high pass and then each column with the low pass. The cover image is divided into four bans
on application of DWT namely, LL, LH, HL and HH. This process can be repeated for all bands one by
one. Fig 2, illustrate the 3 – level wavelet transform. We consider 3 – level wavelet transform and we will
try to find out first N significant wavelet transform. At last we will embed the sequence with algorithm
given below –

1. Decompose an image into sub bands.

2. Thresh hold value TTi, 1<= i <= 5, is applicable for each sub band.

3. Considering the recent threshold TTi examine all coefficients Ci (x, y) and select Ci (x, y)>TTi to
be significant.

TTi = 0.5 *max {Ci(x,y) ,

1 <= x <= 64 * 2j-1, 1 <= y <= 64 * 2j-1, 1 <= I <=7, 1<=j<=3}.

4. Calculate in total the significant coefficients computed in Step 3 . If this count is less than the
number N, modify Ti as:

Ti =T*0.5, 1<= I <= 7.

5. Reiterate steps 3 and 4 till N. The considered coefficients are arranged in sequence of C1, C2, …,
Cn.

6. Watermark W is embedded for the considered coefficients as follows:

C = Ci (1 –W�), if Wi = 0;

C = Ci (1 + W�), if Wi = 1;

7. To reconstruct the watermarked image, the 3-level IDWT (Inverse Discrete Wavelet Transform)
is used where á is a scaling factor and 1<= I<= N-1.

There are two methods to test existence of watermark in the image. First, by using visual assessment
and the second, by using statistical examination using function NCC (Normalized Correlation Coefficient).
Let Ci is the wavelet coefficient of the host image and Ci* is the wavelet coefficient of the modified image.
The formula for extraction of watermark from modified image is:

Wi+1
* = (Ci+1

* - Ci+1) / �+1

If

Wi
* < 0, Ci* < 0; otherwise Wi

* >0, Ci* = 1

where 1 < i < N-1. NCC is the parameter employed to determine the resemblance between the embedded
watermark and the retrieved watermark.

The extracted watermark has high resemblance with the original watermark if MN is a large and
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Where 0 <= i <= N-2;

A hash function is applied on the original to create the digest of an image, in order to examine the
extracted watermark visually. To encrypt the original watermark sequence, the digest is utilized as the
secret key for the block cipher to produce the mask B. It can be checked that whether the extracted
watermark is a significant information or not by calculating the logic XOR between B and W*.

Figure2 : (a) Hierarchical wavelet tree

4. SIMULATION RESULTS

Image LL, a binary 64x64 image, has been used as the watermark. PSNR is used to measure the similarity
between the cover image and the watermarked image. Figure 3 shows the original image, watermarked

(a) (c)(b)

Figure 3: (a) Original image (Lena)  (b) Watermarked image, PSNR = 33.72 db
(c) Extracted watermark, NCC=0.8441

(a)
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(b)

(c)

Figure 4: (a) distorted version by uniform noise; the noise are 15%, 20%, 25%, 30% and 35%
(b) The jpeg compression factor is 40, 50, 60, 70 and 80.

(c) The compression ratio are 6:1, 12:1, 18:1, 26: l and 32: l
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image and the extracted watermark. They are visually of the same kind to the original images as the PSNR
of the watermarked image is fairly high. Figure 4 shows the extracted watermarks and the NCC (Normalized
Correlation Coefficients) when a number of attacks are applied to image Lena. From fig. 3 and fig. 4, it is
evident that the proposed method can be utilized to extract the important information from the watermarked
image with high NCC (Normalized Correlation Coefficients) even under a range of attacks.

5. CONCLUSIONS

In this paper, an algorithm with robust features has been proposed and it is applicable for JPEG compressed
data in the cloud and other areas. Although noise level of the compressed data in cloud is much more in
comparison to the normal data available but with this algorithm it’s very easy to watermark image or logo
and protect the copyright of the system. The main purpose of the algorithm is to save and identify the
rights of the digital images by visual inspection and statistical detection. Proposed technique has been
tested on various parameters and has shown successful results in terms of efficiency. Experimental
observations reveal that the proposed watermarking algorithm shows robustness and is secure for image
authentication in cloud images.
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