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ABSTRACT

Visual cryptography (VC) is a distinct type of secret sharing scheme which hides secret images in share images
such that, when the shares are superimposed, a hidden secret image is revealed. It does not require the complex
computational method to decode the secret information. The paper proposes a novel Quick Response (QR) code
authentication system using Visual Cryptography. The passwords for authentication are encoded as QR-codes and
later encrypted into share images. Thus, the share images by itself convey no information, but when the layers are
combined, the secret password is revealed. The only necessary is that the user needs to handle a device containing
a QR-code reader, most probably a Smartphone. The experimental result shows that the proposed QAP scheme
provides secure data transmission with less computational complexity.
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INTRODUCTION

Information sharing over the World Wide Web (WWW) increases vastly. It implies the pressure on securing
the information. Visual Cryptography (VC) is the new method to encrypt the image data in a better way.
The basic idea of VC is to divide the original secret image into many partitions which are also called share
images. Naor and Shamir [1] scheme describes the principles of Visual Secret Sharing (VSS), as shown in
Table 1, to generate two share images by the perfect combinations of black and white pixels according to
the secret image. G. Ateniese et al. [2] designed a novel technique to bring k out of n Visual Cryptography
schemes but unable to get any secret information by stacking a less number of favorable shares. Wu et al.
[3] scheme is to share more than one secret image in two random shadows. Ito et al [4] minimized the size
of share images, by invariant visual secret sharing scheme. The schemes [1-4] are applied to binary images,
which uses to carry out the work of generating shares with higher efficiency.

Table 1
Model of Naor and Shamir [1] scheme

Images White Pixel Black Pixel

Share 1   
Share 2   

Share 1 × Share 2   
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MATERIALS AND METHODS

The proposed work mainly focuses on making improvement in the authentication ability using VC. The
QAP proposes an introduced system of sharing the QR images for authentication using Visual Cryptography.
The basic idea to authenticate between two devices, the proposed method describes three phases. First,
Share Construction Phase, each connecting device creates the same QR secret image, cover images and
generates the share images. Second is the Service Request Phase, one device sends the service request to
the other device which accepts the request and both devices exchange one of their share images to each
other. Last is Confirmation phase, which reveals the QR secret image from the two share images that
explain, from the one share it already possesses and the one it received from the other device by using XOR
operation and verifies with the secret image. Figure 1 depicts a complete illustration of QAP protocol.

SHARES CONSTRUCTION

Step 1. Consider a m × n secret grayscale image (GI) and two natural grayscale images as cover images (1);
then

� �255,3,2,1,0, ��jiGI (1)

� �255,3,2,1,01 , ��jiCI

� �255,3,2,1,02 , ��jiCI

where i and j are varying from 1 to m × n.

Step 2. Generate a halftone image (HI) by applying the Error Diffusion (ED) [5]on GI (2);

� � )(255,0 ,, jiji GIEDHI �� (2)

Step 3. Construct the shares � �255,3,2,1,01 , ��jiS and � �255,3,2,1,02 , ��jiS from HI by using

SHARE_CONST algorithm; now, shares S1 and S2 will have the pixel expansion of 3 and also assures that
the secret information can be completely restored after stacking from the shares. Shares are delivered to the
receiver [10].

Algorithm 1: Shares Construction

For given matrices CI1, CI2 and HIof size (m × n).

Let shares S1 and S2 be empty as size of m × 3n.

procedureSHARE_CONST (HI, CI1
, 
CI2)

for i = 1 to m do

for j = 1 to n do

PA
i,j
 � AVG (CI1

i,j 
+ CI2

i,j
)

ifHI
i,j
 = = 255 then

Wa � [PA
i,j
, PA

i,j
-1, PA

i,j
, PA

i,j
-1]

Wb � [ PA
i,j
-1, PA

i,j
, PA

i,j
-1, PA

i,j
]

Pi � RANDOM(Wa,Wb)

end if

ifHI
i,j
 = = 0 then
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Ba � [ PA
i,j
, PA

i,j
-1, PA

i,j
-1, PA

i,j
]

Bb � [ PA
i,j
-1, PA

i,j
, PA

i,j
, PA

i,j
-1]

Pi � RANDOM(Ba, Bb)

end if

S1
(i,3*j-2) 

� CI1
i,j

S1
(i,3*j-1) 

� Pi(1)

S1
(i,3*j)

 � Pi(2)

Figure 1: Block diagram of QAP protocol
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S2
(i,3*j-2) 

� CI2
i,j

S2
(i,3*j-1) 

� Pi(3)

S2
(i,3*j)

 � Pi(4)

end for

end for

end procedure

Revealing Secret Image

Step 1. Let the share images � �255,3,2,1,01 , ��jiS and � �255,3,2,1,02 , ��jiS

Step 2. The share images � �255,3,2,1,01 , ��jiSH  and � �255,3,2,1,02 , ��jiSH  can be derived from

jiji SS ,, 2,1  using SHARE_REVEAL algorithm. Now, SH1 and SH2 have the pixel expansion of 2 as of GI.

Step 3. To generate the reconstructed Halftone Image HI’, digitally stacking the share images SH1,
SH2 by XOR operation [9].

Step 4. The inverse half-toning technique is applied to HI’ to generate the reconstructed Gray scale
Image GI’ [11].

However, HI extracted during the revealingphase could be either an original image or a noise-like
image depending on whether the received shared images are original or fake.

Let d is the difference between the GI and GI’, d=GI-GI’. If the value of d is equal to zero, it implies that
the GI is completely restored from HI’ by inverse half-toning technique [11].

Algorithm 2: Revealing Secret Image

For given matrices S1, S2 of size (m × n).

Let shares SH1 and SH2 be empty as size of m × n/3.

procedureIMAGE_REVEAL (S1
, 
S2)

for i = 1 to m do

for j = 1 to n do

R1=S1
(i,3*j-1) 

- S1
(i,3*j)

R2=S2
(i,3*j-1) 

- S2
(i,3*j)

If (R1==1and R2==1)

SH1
i,(2*j-1)

=255

SH1
i,(2*j)

=0

SH2
i,(2*j-1)

=255

SH2
i,(2*j)

=0

else if(R1==-1and R2==-1)

SH1
i,(2*j-1)

=0

SH1
i,(2*j)

=255

SH2
i,(2*j-1)

=0

SH2
i,(2*j)

=255

else if(R1==1and R2==-1)
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SH1
i,(2*j-1)

=255

SH1
i,(2*j)

=0

SH2
i,(2*j-1)

=0

SH2
i,(2*j)

=255

else if(R1==-1and R2==1)

SH1
i,(2*j-1)

=0

SH1
i,(2*j)

=255

SH2
i,(2*j-1)

=255

SH2
i,(2*j)

=0

end for

end for

RI=BITXOR(SH1, SH2)

end procedure

EXPERIMENTAL RESULTS

Experimental results demonstrate on three objectives. First, robustness of the algorithm; secondly, construct
the original secret image with high quality and lastly, less computational time. The proposed QAP allows
no limitation on the size of the secret images. The set of QR test images and data are shown in Fig. 2
illustrates that QAPcan perform well on grayscale images. The efficiency of the proposed method outlined
in this paper is tested by coding and running the algorithm in MATLAB 7.10 Tool. The image quality
measures [6] such as Peak Signal to Noise Ratio (PSNR)and Normalized Correlation (NC) are evaluated
between reconstructed images and original secret images using following equations;

Table 2
Statistical analysis

Image PSNR NC

QR1 +32.50 0.98

QR2 +30.23 0.97

QR3 +31.23 0.91

QR4 +31.01 0.92

QR5 +32.52 0.92

QR6 +31.63 0.94

Peak Signal to Noise Ratio (PSNR): It is the ratio between the maximum possible power of a signal
and the power of corrupting noise that affects the fidelity of its representation [8]. PSNR is expressed in
terms of the logarithmic decibel is given by (3),

MSE
PSNR

n 2)12(
log

�
� (3)

Normalized Correlation (NC): It measures the similarity representation between the original image
and decrypted image (4).

2
11

11

]),[(

]),[],[(

jiI

jiIjiI
NC

N
j

M
i

N
j

M
i

��

��

��

���
� (4)
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Where I(i, j) is original image and I‘(i, j) is decrypted image, M is height of image and N is width of the
image [7].

Fig. 3(a), 3(b), 3(c), 3(d), 3(e) and 3(f) shows secret image QR1, cover images Lena and Baboon,
Share1, Share2 and reconstructed secret image QR1. Table 2 shows the Statistical analysis between original
secret images and reconstructed secret images.

The graph representation of the various reconstructed QR image quality measures are shown in Fig. 4.
The PSNR values of the reconstructed secret QR images and the original QR images range from 30.23 to
32.52dB.From the obtained PSNR and NC values [6], the quality of the reconstructed QR image is maintained
as original secret image.

TABLE 3
Computational analysis

Images Execution time (Seconds)

QR1 8

QR2 9
QR3 7
QR4 10

QR5 11
QR6 9

Fig 2. Eight 512×512 images

(a) QR1 (b) QR2 (c) QR3 (d) QR4 (e) QR5 (f) QR6
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Figure 4: Graph representation of reconstructed image quality measures (a) PSNR (b) NC

Figure 3: (a) Secret image, Q1 (b) Cover image, Lena (c) Cover image, Baboon (d) Share1 (e) Share2
(f) Reconstructed secret image, Q1

Table 3 shows the time taken to execute the algorithm on different images and the result shows that the
method is less computational and efficient.

CONCLUSION

Data transmission among digital devices always needs additional security concerns. Most of the existing
protocols rely on Numeric comparison for authentication that gives a gateway for man-in-the-middle attacks.
The proposed QAP protocol is using QR codes to achieve image based comparison in a secured manner.
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This protocol uses convenient method for generating same QR codes on both connecting devices for the
given user password.Visual cryptography technique increases the level of security in an efficient manner.
Many advanced applications where there are demands for high-level security can use the proposed QAP
protocol.
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