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Abstract: RSA is one of the popular public key cryptography algorithms, whose security is based on factorization of
RSA modulus, however, this may be vulnerable or invulnerable depends on the value of the modulus. In this paper,
large RSA modulus is generated using a matrix. This paper exhibits very small order of the matrix, i.e. the matrix is
of order four is sufficient to generate key (private key) and the modulus of more than 256 digits, hence instead of
storing a large key, proposed method stores small order matrix and three random numbers of 10 digits, thus, in terms
of space requirement, this algorithm is better than the conventional / standard RSA. In this paper small public keys are
used during encryption to reduce the encryption time while Chinese Remainder Theorem (CRT) is used during
decryption to reduce the decryption time. Hence, the proposed model is more secure and efficient in terms of space
requirement and time complexity.
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1. INTRODUCTION

Cryptography is an art and science of secure communication, in which mathematical concepts are applied to
encode messages (i.e., plain text) into unintelligible form, known as cipher text. In the RSA cryptosystem there
are two types of problem — hard problems and easy problems. Hard problems are those in which operations take
time in the O(2/") where “||a||” is the bit length (or number of digits present in the input) of the input “a”.
Examples of hard problems are based on factorization of numbers, based on discrete logarithm problems. Easy
problems are those in which time taken by the operations are in the O(||a||) where “||al|” is the bit length (or
number of digits present in the input) of the input “a” . Example of easy problems based on multiplication
operations, modular arithmetic operations.

As we know the security of the RSA cryptosystem depends on the factorization of the modulus “n” (which
falls into hard problems category in cryptosystem) used in the RSA. But the computational power of the hardware
has increased drastically and still increasing, so for secure RSA cryptosystem the “n” should be at least 100
digits. Hence, its two prime factors should be at least 50 digits.
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RSA is popular public-key cryptosystem, because it has very simple algorithms to do operations like key
generation, encryption and decryption. However, as per today’s industry needs of better communication security,
a large value of modulus of RSA is used; which in turn requires high computational cost. The other main
disadvantage of RSA is the large space occupied by the key pairs. In addition, as the security level is increased
the RSA key size grows at a much faster rate. For a detailed discussion about key sizes, see Lenstra [13]. In order
to overcome these drawbacks, many researchers have proposed variants of RSA which either reduce the
computational costs [8], [11], [14], [17], [18], [19], or reduce the (key) storage requirements [12], [30]. Hence,
this paper focus in reducing the (key) storage requirement as well as computational cost of RSA by using small
value of public key for fast encryption and CRT for fast decryption. Hence, this proposed model is more efficient
in terms of time complexity and space requirement.

The remaining part of this paper is organized as follows Section 2 provides detailed of the proposed model
with operations like key generation, encryption and decryption. Section 3 analyses the proposed model and
compares it with the standard RSA. Section 4 concludes the paper.

2.  PROPOSED MODEL

This proposed efficient RSA public cryptosystem is an enhanced version standard RSA cryptosystem. As it is an
asymmetric cryptosystem, it uses pair of keys; one key is used to encrypt the data in such a way that it can only
be decrypted with the other key. In this model, the key pairs are generated using matrix while to generate keys
pair in standard RSA, random numbers is used. As per the Table 1, in order to provide highest level of security,
the key size should be greater than or equal to 100 digits.

Table 1
Modulus size with their secured life period [2]

Digits Number of operations Time Require
50 1.4 * 10 3.9 hours
75 9.0 * 102 104 days
100 2.3 %105 74 years
200 1.2 *10% 3.8 * 10° years
300 1.5*10% 4.9 * 10" years
500 1.3 *10% 4.2 * 10% years

2.1. Key Generation Algorithm:
This algorithm comprises of two sub algorithm:
(i) Create a square matrix of random number (i.e., 5*5).

(i1) Generation of public-key and private-key of proposed model: In this sub — algorithm we obtain public
and private key using special matrix obtained from the first sub algorithm.

(1) Generation of Square Matrix of Random Number

(a) Declare a matrix of size 5*5(or we take 8*8 or 16*16 i.e. square matrix of small order) , the purpose
of'using matrix of small size ,as we see later that the small matrix of size 2*2, can capable of generating
large key size.

(i) Generation of Public and Private Key
(A) In order to generate “N”, proposed model does following steps:

(a) Takes the matrix which obtained from Algorithm (i) i.e. mat[5][5].
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(b) Generates a random number

(c) Add this random number to each element of the given matrix. (Because in the subsequent steps use
multiplication operation with matrix element, it prevents from vanish of result because matrix may
contain element with zero value.

(d) Do multiplication operation within matrix elements.
(e) Generate a random number and add it with the resultant value.

() It is not necessary that it would be a prime number, so use next prime function to generate prime
number which is greater than the above value.

This value is nothing but the value of the first prime i.e., P.

(g) Inthe similar manner we generate second prime number i.e., Q. We use same matrix for “P” and “Q”,
so to distinguish “P”” and “Q” we use other random number which is different from those which was
used in generation of “P”.

(h) Now we calculate N=P*Q [4].
Generation of “Public Key” and “Private Key™:

Select small value of public key i.e., “E” so that it is co-prime with phi(N),it means GCD(E, phi(N))=1 .
Now we have a partial public key and we have to generate partial private key “D” for this we have to use inverse
function.

2.2. RSA Encryption
C =ME mod N (where M is plain text and C is cipher text) [4]

2.3. RSA Decryption[15]

. Let C,= C(mod P)

. Let C,=C(mod Q)

. Let D, =D (mod (P-1))

. Let D,= D (mod (Q-1))

. Let M = C "!(mod P)

. Let M= C,”*(mod Q)

. So, M = [((M,+Q-M )A)(mod Q)]P + M

. Where P < Q and 0<A<Q-1 and A, = I(mod Q).

3. ANALYSIS OF PROPOSED MODEL

3.1. Comparison between simple key generation and modified key
generation algorithm

From the Figure 1 and Figure 2 we can compare the key length generated by the standard RSA and the proposed
model. From the Figure 1 it can be observed that using 10 digits random numbers proposed model generate key
of size 78 digits and the standard RSA generates 20 digits. Hence, the proposed model can generate the desired
key size very efficiently than standard RSA.

_ International Journal of Control Theory and Applications I



Prerna Verma, Dindayal Mabhto, Sudhanshu Kumar Jha and Dilip Kumar Yadav

The Given Matrix of order "2" is
23 37
18 91

= 339950199726608303445790996517521815847
= 33995019972660830©3445790996517588664337

= 115566138294 160876230857696593473109868865414616126315951127048693506761©348439
ize of n in characters = 78

ocess returned 1 (©x1) execution time
ess any key to continue.

Figure 1: Snapshot of output of proposed model

4293918749
3221225479

= 13831680479034605771
Size of n in chars = 20

Process returned 1 (©x1) execution time : ©.056 s
Press any key to continue.

Figure 2: Snapshot of output of standard RSA

3.2. Key length comparison within modified key generation algorithm
of matrix of same order with elements of different magnitude

From the Figure 3 and Figure 4 we can see that the key length does not depend on the values stored in the matrix.
It means how large value (till the value less than 10 digits) we store in the matrix the key length is same until
order of the matrix is same.

The Given Matrix of order 27 is
23 27
a8

- 3399501997 2660830344579099651 7521815847
— 2399501997 2660830344579099651 7588664337

- AA1SS6613829416087623085769659347310986886541461612631595112704869350761e348439
Size of N in characters - 78

Process returned 1 (©x1) execution time
Press any key to continue.

Figure 3: Snapshot of output of proposed model of order 2 with low values martix elements

The Given Matrix of order 2" is
189 237
s1S ses

23I99SO3II2STALIBB673418S02980960594349519
33I909SOIISTALIBBE6T7 341 8O2980960661198357

11SS6622861 7267621463535 200704838622926032176100S62169020355189423885446540283

in characters - 78

returned 1 (©x1) execution time
any key to continue.

Figure 4: Snapshot of output of proposed model of order 2 with high values martix elements

3.3. Key length comparison within modified key generation algorithm
with different matrix orders

From the Figures 5-7 we can compare the key length generated by the proposed model with different matrix
orders. From the pictures we can see that the key length does depend on the order of the matrix. From the
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The Given Matrix of order '3°' is
1 2

4
6 s 1e
21 25 75

p = 496231584510898860838283362084312936448698515524361042480467691913750555428179039465603
q = 496231584510898860838283362084312936448698515524361042480467691913750555428179106314213

n = 24624578546619735821617148722174392880566239957136888918584759679067730096457678142140924356798198973526890575101020
8537057146687561728845447344093271096258740030818523515439

Size of n in characters = 174

phin = 24624578546619735821617148722174392880566239957136888918584759679067730096457678142140825110481296793754722918428]
6©39911184249290530680123362383157887268757629174460377735624

Size of phin in characters « 174
time taken by this program = ©.016000

Process returned 38 (©x26) execution time : ©.090 s
Press any key to continue.

Figure 5: Snapshot for key generation of key length 174 digits using matrix of order 3

The Given Matrix of order '4' is
189076 237567 549065 919
518765 919065 9190 455
919455 9065 91965 55
195 919 ] 5

p = 13366251165836745211054404631189468587184071310623674740846197405082430285486079532834113568287579104189166918549654
184869456626373648000000000003221226109
qQ = 13366251165836745211054404631189468587184071310623674740846197405082430285486079532834113568287579104189166918549654
184869456626373648000000000003288074521

n = 17865667022823215052982835610825773982857097246195081615030640463124932782092149722363642423563061539097463553880558
103937597408528030090203982802463937288570570939946870883988503500655549762099938083838547620070722241585377268904605295
4441170250304889197013331499756890485811661541798240010591631495382868789

Size of n in characters = 309
time taken by this program = ©.103000

Process returned 38 (©x26) execution time : ©.166 s
Press any key to continue.

Figure 6: Snapshot for key generation of key length 309 digits using matrix of order 4

The Given Matrix of order 'S5° is
189076 237567 549065 919
518765 919865 9190 455
919455 9065 91965 BE
195 919 =
115 521 1523 1543

p = 21365624369489478715936013613945403343411414343188781929839023371164139916744780017388890080076957452778883117554692

09723068845064246153121027579707672694328468411885271965628474536978951221183459195799333198892943717027840000000000000
00000000000007 3

N = 46596324706213719060378680735283507993135191178450103732843061303636771395596224517231526812865246979430883097728297
679373750927643845929472566872257907979802928013078265670664399272277750719651313664744482129943448322560228636042117834
926779953124098901944013333441314848948888438127740318822698233851086287128954860698419847705767083473435770545137471341
39181644507316047736792392238615441158109724595810973008196779253283852188956162706095081064119568438449134442350720000
2000000000000000000053509

Size of n in characters = 501

time taken by this program = ©.271000
Proc returned 38 (©x26) execution time : ©.348
Pr y key to continue.

Figure 7: Snapshot for key generation of key length 501 digits using matrix of order 5

“Figure 5 we can see that matrix of order 3 is sufficient for generating required key length (i.e.,>100 digits as
mentioned in the Table 1 the modulus of size more than 100 digits are more secure).

3.4. Average key generation running time of proposed model and standard RSA

From the Table 2 and Figure 8, we can observe that the proposed model has the same time complexity as the
standard RSA.
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Table 2
Time complexity of key
generation algorithms

Execution Time (in milliseconds)

Modulus Length (in digits) Proposed Model Standard RSA
78 5.701 4.117
174 20.233 20.108
309 175.638 142.149
501 1054.094 1250.346

Proposed Model -vs- Standard RSA

1400 (Execution Time Requirements)

1200 /l
21000 //’
300

600 —4—Proposed Model
~{—Standard RSA

)

secon

(in nulli

=
(e
o

200

0 E

78 174 309 501
Modulus Length (in digits)

Execution Time Required

Figure 8: Time complexity of key generation algorithms

3.5. Space requirement of proposed algorithm

Instead of storing the key of 2048 bits length we store matrix of order 4 and three random numbers of 80 bits.
But in standard RSA of 2048 bits length key, one needs storage of 2048 bits. Hence the proposed model is better
in terms of space requirement than standard RSA. From the Table 3 and Figure 9, we can observe that the
proposed model is more efficient in term of space requirement.

Table 3
Space requirements of proposed
model and standard RSA

Space Required (in digits)

Modulus Length (in digits) Proposed Model Standard RSA
78 38 79
174 48 174
309 62 309
501 80 501
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Proposed Model -vs- Standard RSA

600 (SpaceRequirements)

500 /j
400
300 /

Space Required (in digits)

200 —&—Proposed Model
) /'— ——Standard RSA
100
0 ‘D‘i
78 174 309 501

Modulus Length (in digits)

Figure 9: Space requirement of proposed model and standard RSA

4. CONCLUSION

The Security of the RSA solely depends on the key size i.e., “key generation algorithm”, In RSA algorithm key
generation depends on platform, i.e. if the platform (i.e. computer system) generates a strong key then the our
cryptosystem is strong but in the RSA algorithm they don’t focus on intelligent method to generate a big prime
number “P” and “Q” so that “N” would be large (i.e. at least of size 100 digits). The proposed model ensures
high security than RSA because it guarantees to generate large key. Hence, from the above observation we can
see that the time complexity of key generation part of proposed model is same as standard RSA, but in proposed
model decryption is done using Chinese Remainder Theorem hence decryption time of this is less than standard
RSA. From previous sub-section we can observe that the proposed model is better in terms of space requirement
than standard RSA.
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