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ABSTRACT

Steganography is the process of concealing data within another data. The data may be in any form such as file,
image, audio or video. The data to be concealed into another data is called secret data. The original data is called as
cover data that hides the secret data. In this paper, an efficient steganography technique is presented which combine
the visual cryptography with Least Significant Bit (LSB) embedding approach. The secret data is divided into two
data called as shares by random grid techniques. The LSB process inserts one of the shares into the cover image.
The remaining share is used by the receiver to recover the secret data. MATLAB is used to implement the proposed
system, and the results show the effectiveness of the proposed system.
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1. INTRODUCTION

Security is critical in many application areas such as communication and information technology. Different
types of methods used to hide the secret data within the original data. The secret information is hidden in
random pixels in [1]. The selection of random pixels is based on location, shape, and colour of the pixels in
the cover image. After selecting the random pixels, LSB approach is used to hide the secret information. An
approach to hide more information with acceptable embedded rate is discussed in [2]. The information
hiding problem is solved by applying modern algebra.

Pixel Value Differencing (PVD) method is discussed in [3] for secret data embedding in each of the
component of a pixel in a colour image. The pixel values in the embedded image may exceed the range
0~255. This issue can be eliminated by using a different number of bits in various pixel components. Four-
pixel differencing and modified LSB substitution based steganographic method is described in [4]. The edge
features are considered as they can tolerate more changes without making any distortion than smooth regions.

An audio steganography approach is discussed in [5]. Audio signals have an inherent redundancy and
unpredictable nature which make them ideal for secret data embedding. At first, an audio signal is converted
into bits, and then the secret data is embedded by using LSB. In [6], a letter-based visual cryptography
scheme is described to create meaningful shares for sharing many secrets utilized for both binary and gray
scale images. Text files with natural language letters are generated instead of shares in visual cryptography.
A detailed literature on steganography and visual cryptography are given in [7].

Genetic algorithm and visual cryptography based algorithm is designed in [8] to transmit over networks.
At first, LSB approach is used for hiding secret into cover. The security of the secret data is increased by
modifying the location of pixels based on genetic algorithm. This data is split by visual cryptography into
two shares. In order to retrieve the secret data, the receiver has to apply the reverse process using the secret
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key. A simple LSB substitution algorithm using an optimal pixel adjustment process is discussed in [9].
The size of the secret data is rearranged as same as the cover data. Then, a subset of pixels is selected, and
k LSB of the cover image is replaced.

A modified LSB image steganography technique is described in [10]. Braille method is used for representing
secret data by six bits only. Among the six bits, three bits are hidden in the red layer; two bits are on the green
layer and one bit in the blue. An approach for securing image by steganographic and cryptographic techniques
is implemented in [11]. The key used for the encryption is obtained from the pixels. For colour pixels, there
are 24 bits are available. The encryption of red, green and blue pixels are used the first, middle, and last 10 bits
respectively. Then, LSB approach is used to hide the encrypted image into a cover image.

An addition security is offered in the form of symmetric key based encryption is described in [12]. At
first, the secret data is encrypted by the symmetric key and then secret sharing algorithm is applied to the
encrypted image to generate meaningful shares. An approach for multiple secret sharing schemes is discussed
in [13]. From the two secret data, only two shares are created by XOR operations and then, they are encrypted.
While decoding, the secret data can not be validated if decryption is not possible.

In this paper, an efficient approach is presented for hiding data using visual cryptography and LSB
embedding process. The paper is arranged in the following order. In section 2, the methods and materials
used by the proposed approach are discussed. The results obtained by the proposed system are discussed in
section 3, and finally, the conclusion is given in section 4.

2. METHODS AND MATERIALS

A very simple steganography approach is the LSB. In LSB, the secret data is embedded directly into the
cover image in a pixel by pixel manner. In the embedding process, the LSB of each pixel is replaced by the
permuted bits of the secret data. Hence, the complexity of the LSB manipulation is very less. However, the
security of such method is very low as the recovery approach is very simple. The proposed system uses
visual cryptography to strengthen the LSB based approach. In LSB, the secret data is hidden directly. In the
proposed approach visual cryptography is used to protect the secret data. To create shares from the secret
data random grid technique is applied. At first, a binary share is created by randomly which consists of 1’s
and 0’s. The size of the created share is same as original data. Then, a second share is created using secret
data and randomly created share. Table 1 shows the process of share creation.

After creating the 2nd share, it must be supplied with the receiver to extract the secret data. The LSB
process uses the randomly created share and the cover image to create the embedded image. Table 2 shows

Table 1
Share creation using secret data and randomly created share

Secret data Randomly created share Another share

0 0 0
0 1 1
1 0 1
1 1 0

Table 2
LSB Process to hide the data

Share 1 Cover Image Hided data

0 0 0
0 1 0
1 0 1
1 1 1
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the LSB method to hide the secret data. Figure 1 shows the proposed steganography system using LSB and
visual cryptography.

It is clearly observed from table 1 that the secret data is recovered by simply stake the two shares. If the
receiver has the knowledge of the 2nd share, then the recovery of secret data is possible. The algorithm for
embedding and retrieving secret information is as follows:

Algorithm 1: Hiding Secret data into cover image

Step 1: Read the Input cover image

Step 2: Read the secret binary image.

Step 4: Generate Share 1 randomly.

Step 5: Generate Share 2 by using Share 1 and secret binary image (Table 1).

Step 6: Replace the LSB of cover image with the LSB of Share1 in a pixel by pixel manner. (Table 2)

Figure 1: Block Diagram of Proposed Architecture

LSB Embedding
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Algorithm 2: Retrieve the secret data

Step 1: Read the received image.

Step 2: Retrieve the Share 1 from the LSB of the received image.

Step 3: Stake (logical XOR operation) the retrieved Share 1 and Share 2

3. RESULTS AND DISCUSSIONS

The performance of the proposed steganography algorithm is discussed in this section. The proposed system
is successfully implemented in MATLAB. In order to analyze the performance of the system in terms of
Peak Signal to Noise Ratio (PSNR) and Self-Similarity Matrix (SSIM), the same secret data is hidden into
different types of cover images. The definition of PSNR and SSIM are given below:

The PSNR is a quality measure used to observe the quality of the data after its modification. In this case, the
cover image is considered as input data and the embedded image is the noisy version of the input data. The mean
squared error is the cumulative squared error between the compressed and the original image. It is defined as:
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For gray scale images, the peak to peak value is 255. The PSNR is calculated from the error using the
above formula. SSIM is considered to assess the similarity between the embedded data and the cover data.
Generally, SSIM is a full reference metric, which measures the image quality based on the original image
as reference image [14].
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Figure 2: Cover images used in the proposed steganography algorithm
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dynamic range of the pixel values. k
1
 and k

2 
are 0.01 and 0.03. Figure 2 shows the cover images used in the

proposed steganography algorithm for performance evaluation. Figure 3 shows the secret image and its
shares created by the random grid

The proposed system uses the share 1 created by the random grid technique and the share 2 is given to
the receiver to validate the secret image. The performance measures computed by using the cover image
and the embedded image are shown in table 3.

Table 3
PSNR and SSIM values obtained by the proposed system

Image PSNR (in dB) SSIM

Masuda 54.48 0.9956
Airplane 54.17 0.9985
Barbara 54.18 0.9972
Boats 54.20 0.9991

Goldhill 54.29 0.9977
House 54.21 0.9986
Lenna 54.13 0.9964

Peppers 54.23 0.9982
Sailboat 54.21 0.9975
Zelda24 54.24 0.9985

From the table 3, it is observed that the proposed steganography algorithm yields higher PSNR and
SSIM. This means that the embedded image is more similar to the cover image. Hence, it is impossible to
identify whether any secret is embedded into the cover image or not.

4. CONCLUSION

In this paper, an efficient steganography technique which combines visual cryptography and LSB is presented.
The main advantage of the proposed system is that the knowledge of share is required to recover the secret
data. Hence, the security of the proposed system is higher than other techniques in the literature. This
technique provides an imperceptible image for human vision. The performance of the presented
steganographic algorithm is studied, and experimental results also were shown. The proposed system can
be extended to colour images also.
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Figure 3: Secret image and its shares
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