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Abstract : The systems of radio monitoring are often used in the broad bands for the analysis of a radio
environment by realizing the panoramic viewing of the analyzed frequencies range. When performing analysis
a single-channel radio recaver is consistently tuned to the adjacent frequencies bands, gradually covering all
range of frequencies which are subject to the analysis. In modern systems of radio monitoring, scanning speed
can reach several gigahertzes per second, which makes it possible to track most of the nuances of the radio
environment changes. Panoramic viewing mode of the frequency range allows to successfully separatefragments
of the signals using frequency hopping (FH); however, it is not so simple to establish a fact of beonging of
many registered fragments to the same FH-signal. The algorithm of the FH-signals determination, suitable for
the use by radio monitoring systems at the panoramic analysis of a radio environment within the broad bands,
is offered in the current research. The algorithm does not require any parameter information given a priory
about theradio signals, provides an estimate of the number of jointly operating radio emission sources (RES),
and also allows determining the transmitters' hop rate. It takes into account the effect of clocking, implying that
emergence or disappearance of radiation at different frequencies form a regular grid on the time axis, which
step is determined by the hop rate of FH-transmitter. The work also shows the simulation data of the proposed
algorithm briefly describing its effectiveness.

Keywords : Radio monitoring, frequency hopping signals, detection and estimation, narrowband interference.

1. INTRODUCTION

1.1. Featuresof theresearch related to thedetection and parameter sesimation of sgnalswith frequency
hopping

Datatransmisson usng the frequency hopping requirestheuse of rather complicated transmitter and receiver,
but it provides a number of advantages that are unattainable or difficult to achieve when using traditional
transmission modes, so theinterest to the signalswith frequency hopping has been steadily increasing with the
development of the capahilities of thereceiving and transmitting equipment. Thisis proved by the extensive flow
of publicationson this subject. Thefrequency hopping signals are used to counteract fading (Sergeev, 2010;
Skib, 2012; Makarenko et al ., 2013), and to increase the secrecy of information transmission (Korchinskiy,
2012). Considerable attentionis paid to frequency hopping signalsin the study of Cognitive Radio systems
(Farrukh, & Asad, 2010; Kaur et al., 2016).

It should be noted, however, that not all studiesare suitablefor practica applicationintheradio monitoring
systems. Thus, in particular, an extensive set of general publications (Kapil, 2008; Angelosante et al., 2010;
Sirotiya, & Banerjee, 2010; Hu et al., 2015; Vargauzin, 2015) isdevoted to the evaluation of the parameters of
frequency hopping signals, assuming not only that the frequency hopping sgnd inthe analyzed frequency rangeis
observed there, but on the condition that it is observed on the background of additive Gaussianwhite noise, i.e.,
there are no other signalsinthisrange, that not dways correspondsto practice. Other publicationsdiscussthe
problem of detecting signalswith frequency hopping in the presence or absence of apriori information about the
parameters of detected signals (Chung, C.-D., 1994; L ehtoméaki, 2003; Tokarev et al., 2006; Borisov et al.,
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2007; Cheng, 2008; Liu, 2013), but inmost cases, theaimof theresearchisonly the estimation of the probability
of occurrence of the receiver reaction in presence of frequency hopping signals, and not recognizing that the
detected signal refersto aclassof frequency hopping signal. Eveninthework of Wu (2012) wherethetext says
that “this paper providesanove method for theidentification of wideband FH signal” it isincorrectly actually to
speak about classidentification of the signal, because the two compared hypotheses are only accepting white
Gaussian noise or the same noise inthe mix precisely with frequency hopping signdl.

Among the morecloseto practice, wecan mentionthe work (Rzhanikh, 2011), whichtakesinto account the
possible presence inthe analyzed frequency range of the narrowband interference, however, assumesapriori
information about the frequency hopping signd; therefore, theaim of that study isto optimize the choice of the
detectionthreshold for ardatively standard structural design of the multichannel energy detector of the sgnd. Of
great interest isthe monograph (Osipov, 2013), which contains many technica solutions focused onthe practical
use, but these solutions often require moretechnical equipment thanthat whichistypical for the systems of radio
monitoring. In particular, for effective detectionin the monographit is proposed to implement parallel search
elements of thefrequency hopping signals of multiple radios, aswell asto identify theidentity of the different
fragments of the frequency hopping signa to one and the same source of matching directions, registered by the
multi-channd radio direction finders. Thework taking into consideration the specific character of the systems of
radio monitoring isthe thesis (Borodich, 2008), which not only takesinto account the existence of interferencein
the analyzed range, but offers areal means of compensation. However, the identification of frequency hopping
signalsis based here on the possibility of continuous control of the frequency band that is unattainable with a
panoramic andysisof the wide band, where the typical datasamples, obtained without frequency tuning, have by
the order of magnitude amillisecond duration.

Thus, it isof interest to develop data processng algorithm, dlowing for thetotality of samplesof short duration
not only to register the occurrence of short burstsof activity to some, apriori unknown grid frequency, but dso to
establish theidentity of the combination of these eements of the activity of the samefrequency hopping signdl.
Development and research of probabilistic properties of such procedure of the“identification” of the frequency
hopping signdls, carried out during theanalysis of aradio environment in broad band of frequencies, istheaim of
the present study.

1.2. Features of frequency hopping signals observation during the panoramic analysis of a radio
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\ F, MHz
Gmt&eqm L frequency bands, which are
of the FH-signal scanned by the radio control system
= M l_t
2 3 LN
“\ ' ' ' [
= P I-th control band : N
2 o [ o
] H H ] ' '
2 A= o~ R P
[] [ [ ! ] [ )
3 ol : S
3 I : : v !
8 Vo i : I ' 4
£a b oA AN [
3 - v \ i Ve 3 o h
g b N =
= A L i ou
Tchange TgetData
|
fo tO+rgetData t0+rstep1 t0+rq'cle Ls

Fig. 1. The time chart of the combined work of the transmitter of frequency hopping signal and the RM system.
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The purpose of the panoramic spectrum anaysis— one of the slandard modes of the sysemsof radio monitoring
(RM) —isto identify of the set of theradio Sgnadsintheair (Rembovsky et al., 2009). A typicd performancetime
chart of theRM systemispresented in Figure 1. The RM system cyclically scansthe L frequency bands, fixing for
each band acomplex sample datawith length TetDatar and thenthereceiver istuning to anew frequency spending
thetimeinterval t |.e., thetimeinterval for processing each of L bands of theanaysisis
+71

change’
T:stepl = Tget Data change’ (1)

Thesignastakenfromtheair aredigitized ascomplex broadband time domain samplesthat are storedinthe
databuffer of theradio monitoring (Figure 2) needed to compensatefor the lack of computational resourcesof a
separate post of the RM systemat time intervalswherethereisan increased number of radio signalsinreationto
the average (Alekseev, 2015).

Note that thetime required for tuning thereceiver from frequency to frequency, asarule, isnot constant,
but determined by the characteristics of the circuit design of the oscillators. However, each sample may be
accompanied by ahigh-precision time mark, marking the beginning of the sampleonthe time axiswhen datais
recorded to the buffer of theradio monitoring. During further processing, these marksallow to define emergence
or disappearance of the recorded radio-signal elements with a precision of not worse than 1% of smallest
possible length of the hop time.
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Fig. 2. Generalized diagram of the functioning of the detector for frequency hopping spread spectrum signals (FHSS).

The high stedlthiness of the FH-sgnasisensured by theuse of alarge number of frequency postionsinawide
range of frequencies, between which the radio-emisson source (RES) isdternately rearranged randomly. Thus,
theaveragepower onalongtimeinterval, falling on each amilar postion, turnsout to be comparablewith natural
additive noise. However, instantaneous power, accompanying thetransmisson of information onagiven frequency,
asarule, islarge enough, and in case of the coincidence of theintervas of the datacollection of the sysemof radio
monitoring withtimeinterval of usage of frequency, not only thefact of theradio emisson onthisfrequency canbe
registered, but also the moment of the start (end) of the observation of thiselement of radiation can be assessed.
The analyss of such moments makesit possible to estimate the number of RES using frequency hopping signals
withinthe analyzed frequency ranges.

2.METHOD

2.1. Featuresof data collection procedures

It ispossibleto offer at least afew signsin some measure suitableto identify the elements of theradio emisson

observed at different frequencies, but belonging to one and the same frequency hopping signd:

(a) thesimilarity of the observed bandwidth, modulationtype and parameters (these are very informative
indicators, but their practical receiving and comparing may require very substantial time and computing
resources);

(b) comparahility of amplitude (moire can significantly strengthen or weaken the observed signdl intensity at
the point of reception, but in practiceacase of the observationof dightly different intengty valuesismore
probable);

(¢) thesameduration of the dementsof the radiation (can be accurately determined at thelength of recorded
samples, significantly exceeding the duration of individua frequency jump);

(d) binding momentsof appearance and disappearanceof signalsfromtheether asingle regular timegrid.
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Asaconsequence, the analysis of datafromthe buffer of the RM withthe aim of detecting elements of the
frequency hopping signal and estimating the grid of frequencies used, startswith the formation of sub-groups of
itemswiththesameor quitesmilar characteristic features. Then, each group of radiation eementswith comparable
intengty and duration of their registrationintheair (that can potentially be generated by FHSS RES) issubjected
to special ingpections, based onthe*binding” to asingletiming grid set of points of emergence or disappearance of
sgnasfromthearr.

2.2. Formation of the histograms of phasing of the beginning (end) moments of the radio emission
elements

Let thej-th group of radiation be generated by the same frequency hopping transmitter, retuning onthe
frequency at arate of S,. Thenal moments of emergence of signas belonging to thisgroup onair t* (and, similarly,
the moments of lossof signalsfromair t~ inrelationto aregular time grid with astep of 7, = 1/S, will have
identical “phase” (i.e. identica “shifts” of themoments of emergence on air inrelationto knotsof thetimegrid).
Let us(calculate...) cdculate for the elements of the sequence t" thevaues

AtT = fmod(t, 1,) )

and thenfor theobtained values At;" build ahisogramwith atotal widthof 0 ...z, containing K >>-1 bins. Inthe

absenceinsequence t;” of FH-sgnalsdementsthevalues At" areuniformly distributed along binsof the histogram.
If the FH-sgnal presentsin the analyzed frequency rangesthaninsome of thebins (or, inthe presence of fluctuations
intwo adjacent wells), aclear spikeinthehistogramwill be observed, whichindicatesthefact of observationinthe
analyzed frequency range of the signal with frequency hopping. For two or more FH-transmitterswith equal
parameters the number of spikesinthe hissogramwith K > 1 will comply with the number of frequency hopping

signal sourceswith fairly high probability (for two sources P~1-4/ ).

Serial number of the histogram of the bin , into which the“shift” At," fals, can be calculated according to
therule

k' = fix(K-At'/t,), 3)
wherefix () —function returnsanintegra vauewithtruncation of thefractiona part of theargument. Let usagree
to denote thetotal number of samplesin the k-th bin of the histogramin thefuture through cnt* (k), 0<k < K.
2.3. Theset of hypothesesabout the hop rateon thetransmitter of frequency hopping signals

Thetruerae S, of the retuning of thefrequency hopping transmitter is unknown for RM system; therefore,
inspection is subject to an extendve set of hypotheses, characterized by the vaue of thetest hop rate. If the hop

rate appropriateto the hypothesisunder test isequal toS== S, then applied to frequency hopping signal duration
T, of the maximum deviation of the estimated moments of the signal fromthe true amounts

11
S §

Tosavebinding of “phases’ of theelements of the frequency hopping sgnd to one (or maximumtwo adjacent)
bin of the histogram, it is necessary to satisfy theratio |At, — Aty| < 1,/ K, whichimpliesthe requirement

_ + |AS]
= Ts'?. 4)

At —A| = TS

1.5 .
1881 < T ©

i.e. whenforming thelist of the validated hypothesisunder test the interval between check ratesof theretuning on
the frequency should be taken approximately equal to (T_K) *. Theresulting requirement meansthe need for a
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rechecking of avery large number of hypotheses, but the procedurefor verifying asingle hypothesisis sufficiently
smple, which makesthe computational complexity of the algorithm generally acceptablefor practice.

2.4. Selection of critical statisticsand frequency hopping signalsdetection threshold

Whentesting the hypothesis of the presence of FH-signal withthehoprate S~ S, itispossibleto count on
appearance of the clear spikes both in histogram moments appearance signals t." and histogram moments

disappearancesgnasfromtheair t- . Dueto S= S, and errors of the estimatesat the time axisof the moments

t",and t , these pikescan be*smeared” ontwo neighboring bins, so thefollowing value should beused asthe
roleof statisticsdescribing the probability of observing asignal withrate S

SUM4 = mlgx(cnt* (k) +cent™(k+12) + mkax(cnt’ (K)+cent (K +12) (6)
wherecnt™(K) isthe number of valuesin the histogrambin of the phasing the moments of the appearance of Sgnals,

cnt™ (k' ) —asimilar number of “phases’ in relation to the moments of the disappearance of sgnalsfromtheair. In

thiscase, asfollowsfrom (6), the maximum seeking inthe histograms should be independent, and thevaluesof k
and k', asarule, differ markedly from each other, because the duration of the phase of active radiationisonly a
fraction of thelength of thehop ..

When choosing athreshold of detecting frequency hopping sgnals, appliedto statistics (6), weshdl usethe
Neumann-Pearson criterion. To definetherulesfor calculating the corresponding threshold, let usanalyze properties
of components SUM 4 in the presence and absence of frequency hopping sgnals.

Confident triggering of identification algorithm of the frequency hopping onthe base of severa registered hops
of frequency ishardly possible, and besidesthemoments t.* and t., generated by frequency hopping signalsin
any j-th test group, in despite of afiltration on characteristic signs, there will be moments of emergence and

disappearance of the signals generated by other RES. Accordingly, let us assumethat thetotal number J;, of the

fix

distributed by K binsof the histogrammoments t." and, similarly, the number J;, dispersed onthebinsof the

fix
histogrammoments t.~ isquitelarge (estimated at least as several dozen). Inthe absence of frequency hopping

sgnals, the elementst; can equiprobably belong to every bin of the histogram, i.e. the probability that aparticular
binwill be equal /K. Then, in accordance with the de Moivre-L aplace asymptotic, the distribution of sum of

valuesinadjacent bins (cnt(k) + cnt(k +1)) canbe considered as asymptotically normal with parameters
m{ cnt(k)+cnt(k+1) } = 23, /K,

of ent(k)+cnt(k+1) } = J2(K—-2)J,, /K 7

Correlation of these, subject to maximizing, elements considerably complicates direct calculation of the

probabilistic propertiescomposed, included in SUM4 ; therefore, inthe analysisof properties of statisticsof we
will proceed fromthe following approximate reasoning:

(a) Select oneof the maximum among K correlated values will be accompanied by alowering of the root-

mean-sgquare deviation (r.m.s.) result, and the summeation of two uncorrelated highsby risingr.m.s. As

aresult, r.m.s. statisticsshould be commensurate with /2(K —2)J... / K ,and incaseof discrepancy

fix
of values J;, and J;, —withvalue /(35 +J,,)/ K.

(b) Inthe absence of the maximizing subject to (7), the population mean of the sum of any 4 bins of the
histogramwould amount to 2(J; + J;..) / K ; however, the maximum seeking will be accompanied by

fix

increase of the population mean, whichwill bethe grester, the larger number of elementswill participate
inthe maximization.
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Additiond studiesshow that for 30 < J,, <300 and histogramswith quantity of bins 30 < K < 50 of the
modifying factorsto the mathematical expectation and r.m.s. can be approximately presented by expressions

m{Sum4} 1.2.JK
K= 20, 13, )/K (2043, +3.)°5 ®)
Ke = n = = |1+ ——| e 9
Jix +Ja) [ K J5y +J5x

Then, to providetherequirements P{ SUM4 > Tresh } < ¢ thethreshold of detection of frequency hopping

sgnascan be selected fromratio
2(‘];x + ‘]Ex) ('J:x + \];IX) —1
Tresh = Km-T—i— K., - T-Fsm (1.0—8). (10)

where F g (p) isafunction of theinverse of the standard normal distribution, & —maximumtolerance probability
of false dlarmin expectation of per hypothessunder test onthe hop rate of thefrequency hopping transmitter.

If thereisapriori information about the possible hop rate of the frequency hopping transmitter, allowing
narrowing down the hypotheses under test, the probability £ can be of the order of 103...104. If therecan be
frequency hopping transmitter within afrequency range with markedly different hop rates, which createsthe
necessity to recheck the enormous number of hypotheses, thenthe value € shall be of reduced significantly,
roughly tothevaue

P

fa

&= (Smx - Smin)TsK (:Ll)
where P, —tota maximumtolerance probability of thefalse detection (falsealarms), T —time of thedatacollection
to construct the histogram (in seconds), K isthe number of bins of the histogram, S ; .and S —border of range

of the checked hop rates of the frequency hopping transmitter on frequency (hopsper second).

The possiblevauesfor thethreshold Tresh for the case of apriori known gpproximate possible hop rateof the
frequency hopping sgnasfor frequenciesare shownin Figure 3.
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Fromacomparison of thevaue J,, with aheight of thethreshold (10), it isobviousthat the presenceinthe
test of j-th of “outsiders’, not screened out by indirect indicators of the beginning (end) momentsof the radiation,

isnot dangerousif the number of such“disturbing” eementsisnot morethan 2J7">° at 18 < J7'>° < 28 and no

fix fix
more 337" a J7'%° > 35(for K = 50). Thus, theproposed algorithm s resistant to the presenceinthe analyzed
frequency rangealarge number of evenrdatively fast Sgnals, different from the frequency hopping classes. (Note:
long-acting sgnasfor the analyzed algorithm are bascally harmless, asthey should screen out on characteristics

even at thestage of datacollection).
3.RESULTSAND DISCUSSION

3.1. Final algorithm toidentify the presenceof sgnalswith frequency hoppingintheanalyzed frequency
range

If thetotdity of the momentsof occurrence (disappearance) of sgnasof different frequenciesgivesriseto
someof the statistics of the hypothesisunder test

H,(S)
SUM4 = max(ent” (k) ot (k+1) + max(ent (K ) +ont (K +1) Z Thresh (12)

H,(S)
exceeding the threshold , defined by (10), it means that in the analyzed frequency range there is at least one
frequency hopping signal (fair hypothesisH, for hop rate S). If for al hypothesesthethreshold isnot achieved,
either there are no frequency hopping signals (hypothesis H, istrue) or duration of observation isnot sufficient to
register therequired number of moment of occurrence (disappearance) of thesignal.

To assessthe possibility of monitoring severd frequency hopping signds, operating smultaneoudy; it isnecessary
to exclude the greatest maximums from consideration, already accounted for in statistics (12), and check the
availahility of the same histograms of other maximumslocated in binswith other numbersof kand k”. If the excess
of the threshold is recorded for these subordinate maximums, then it indicatesfor the observation of another
frequency hopping Signal, operating at the same hop rate onthe frequency. Opportunity (however, unwarranted) to
Separate severd sources of the same and even synchronized frequency hopping signalsis caused by acasual delay
of arrival of dgnalsto apoint of an arrangement of system of radio monitoring here. Because of thistimegrid of the
moments of the appearance (disappearance) of sgnalsonair to each of the sourceswill haveitsownrandom offset
vaue. And if the difference between such offsets will prove greater than the width of two binshistogramof the
phasing, thespikes of the histogram, corresponding to different sources, will be distinguishable.

It should be borne in mind that at low rates AS between the tested hop rates of the frequency hopping
transmittersfor various hypotheses of the exceeding the threshold in (12) can be occurred for several related
hypothesisunder test. If the assessment of hop rateisn’'t necessary inthis case, thisfact doesn't generatethe need
for any additiond actions. If, however, the precise evaluation of the true hop rateon the frequency isimportant, it
can be specified by theminimum of thedispersion of values At." , generating the maximum spikesin two binsof the
histograms of the phasing.

3.2. Probabilistic assessment of the successdetection of the frequency hopping signal

Let usrestrict ourselvesto the case of high relationship of the signal-to-noiseratio, when detection of the
elements of the frequency hopping signal preventsthe asynchronous of the retuning on the frequency hopping-
transmitter and systems of radio monitoring. When the hop rate of the frequency hopping transmitter equa S,
during the T timewill beformed

A=T.S (13)
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of the elementsof radiation. Thelocation of theemergence and disappearance of radiation of individua elementsof
thefrequency hopping signd is equiprobable withinthe analysisloop of the system of radio monitoring making on
duration (seeFigure 1)

Tcycle =L. T:stepl’ (14)
whereL isthe number of bandsin the scope of view, Taept™ processing timeof theindividua band anaysis defined
by (1). Therefore, the probahility of fixation the emergence (disappearance) of a specific element of radiationwill
be determined by theratio of

_ Tget Data
Pix = Toge (15)
where Tet Data isthe duration of the data collection of radio monitoring system on thefrequency of detectable

element, and the cumulative quantity of beginnings and endings of elementsof frequency hopping signal J.™" isa

randomvariablewiththe binomid digtribution. Incaseswhere A s 1 it ispossbleto usetheasymptotic form of
the de Moivre-Laplace with parameters

M{ ‘]?T } = 2A. Tget Data / Teycler

of I} ~ ym{ 3} (16)

Here, thefactor “2” reflectsthefact that each element of radiation has 2 fronts.
When not too significant numberscaught inthej-th test group “outsiders’ momentsof the beginning (end) of
the signals, and alarge number of bins of the histogram K « 1 amount of samplesin two adjacent binswill be

SUM4 ~ J.. Consequently, the probability of the exceedance probability of the statistics SUM 4 of the

fix

threshold (8) will beinfirst approximation equd to
Tresh—T,- ZSo'TgetData [t

\/Ts ' 280 " Tget Data / Toycle
where F(-) isadigtribution function of the standard norma randomvariable.

Let usanayzethe relationship (17) for the case when the system of radio monitoring controlsthefrequency
band of the width L = 20 of the stripes, the condition Ty paa = Taange 1S Satisfied and for the observation
interval thetestablej-th group has accumulated no more than 100 momentsof beginning (ending) moments of
thesignals, i.e. J;, <100 . Then, when using histograms with K = 50 binsin accordance with (10) or with
Figure 3, let usconsider the case of the thresholding of theidertification of frequency hopping signalsequal to
Tresh = 30. Corresponding to thisthreshold the probabilities of detection of frequency hopping signalsare
presented on Figure 4.
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Fig. 4. The dependence of the probability of successful identification of frequency hopping signal from the session
duration communication and hop rate of the frequency hopping transmitter at the Tresh = 30.



Thefreguency hopping signal s determination 225

Ascanbe seen fromthe graph, the proposed agorithmeffectively identifiesthe frequency hopping signals
with ahigh hop rate on thefrequency; in particular, at highsignal-to-noiseratio it with near 100% probability
guarantees the detection of frequency hopping signalswith duration of morethan’5 seconds at hop ratesonthe
frequency of morethan 80 hopsper second.

4. CONCLUS ON

The proposed adgorithm of detection of frequency hopping signalsis based on thefact of binding the moments
of the appearance (disappearance) of sgnal elementsto theregiular time grid with astep determined by the hop
rate of the sgnal on thefrequency. The paper presentsanumber of other features characteristic of the presencein
thefrequency range of the frequency hopping sgnd. To improvethe efficiency of theagorithmit would bewell to
use all these signsin a balanced manner, but thisis atask of later, extended investigation. The current work
demonstrates acceptable performance evenfor current non-optimumversion of the algorithm. The probability of
successful identification of frequency hopping signalssignificantly depends on thelength of the observationand the
hop rate of the frequency hopping transmitter. When the durations of frequency hops grestly exceedsthe sampling
interval, the more the number of hops per second, the greater the number of moments of the appearance
(disappearance) of ementsof the sgna will be availablefor creating ahistogram of the phasing and the higher the
probability of correct detection of frequency hopping sgndl.

For the practice of radio monitoring, it isimportant that the proposed algorithm does not require apriori
information about the frequencies used for information transmission, nor onthe hop rate of the frequency hopping
transmitter aswell asit canalso detect simultaneous observation of multiple identica frequency hopping Sgnals,
retuning in the same frequency band with the same speed. It is aso important that the algorithm has alower
computational complexity and it can be effectively implemented either by firmware or by hardwarewithin FPLD.
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