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Abstract: Encoding of the network will be a new era of communication networks, where the packets are algebraically
summed rather than routed and stored in a centralized network. Based on the digital technology of the electricity
distribution network called smart grid that is used to provide electricity to consumers via the digital communication
bidirectional. Wireless multi-hop communications are primarily used to collect information of dosing in Smart
Grids. It exchange data messages and control between the smart meters and the supplier of electricity. Any system
of communication used in the smart grid should support all aspects of the protection of the private life and the
intruder should not have access to the utility companies .We propose new patterns of encryption and the routing of
traffic which benefit from the technology of coding of the improved network. Our analysis shows that our plans to
maintain the privacy of users despite the possibility of detecting count data by an opponent. In addition, our regime
has as favorable features less additional of Calculation Complexity, reliable and robust communication.

Index: Smart Grids, encryption, communication

1. INTRODUCTION

New features of the smart grid systems and networks, such as the Distributed intelligence and broad
bandwidth capabilities can significantly improve the efficiency and reliability, but they can also create
many new vulnerability if it is not deployed with the proper security checks. To ensure the security of
such a large system may seem a task inscrutable, and if it is not done properly, can leave utilities open to
cyber attacks. Based on the knowledge, solutions and standards from other systems and the industries, the
best security solutions can be used for each portion of the network of communications of the smart grid.
Obviously, the protocols based on the Internet, such as [IPv4 and IPv6, which have been developed over the
years and which have a generalized use, will provide a basis the cost-transport. Superposition of the suite of
security protocols developed for IP [such as IPsec and TLS (Transport Layer Security)] on this repository
transport capitalizes on the immense work done in this area by the Protocol and the experts of the industry.
While the system of smart grid is composed of a number of sub-systems “energy” (Figure 1), many of the
components of the communication and security, as indicated below, are common between these sub-systems

Figure 1: Conceptual Model of the smart grid

Electrical and Electronics Engineering Department, SRM University, Kattankulathur. Email: arumugaselvi.m@ktr.srmuniv.ac.in



652 Arumugaselvi Murugan

of the energy. A sub-system which is at the basis of systems for smart grid is the Supervisory Control and
Data Acquisition (SCADA) solution. Several suppliers offer solutions SCADA, who have the capacity and
security mechanisms. Although some standards exist around the SCADA, as distributed network.

The Intelligence of Distribution

“Distribution of intelligence” refers to the part of the smart grid which applies to the utility of the distribution
system, that is to say the son, the switches and the transformers that connect the utility sub-station for you,
the customers. The electrical lines which cross the people is back yards are a part of the power distribution
system. A key element of the distribution The intelligence is a fault detection and response. Today, many
public services rely on the telephone calls of customers to know what areas of their distribution system are
affected by a power failure. With smart meters, the distribution information will help to quickly identify
the source of a power outage so that teams of repair can be immediately dispatched to the area of the
problem. A failure of the utility of response can also improve. Most of the utilities rely on the plans for the
distribution of the power supply and complex manual switching to maintain power arising from most of their
customers, even when the supply lines are damaged and destroyed. However, this approach has its limits,
and in many cases, an automated system could respond more quickly and could retain the current flows up
to more customers. Having sensors capable to indicate when certain parts of the distribution system have
lost the power, and by combining the automatic switching with an intelligent system which determines the
best way to react to a power failure, power can be rerouted to the majority of customers in a few seconds,
or perhaps even in milliseconds. It may even be possible to react quickly enough to power disturbances
so that only those in the immediate vicinity are affected, while other source of power of customers are
redirected fast enough to avoid any interruption of the power. This capacity could be the first example of
the highly-touted “self-healing” aspect of the smart grid in action.

The “Power Distribution System” of Self-healing

Response of failure is an aspect of the distribution of intelligence which is commonly called the automation
of the distribution (DA). DA may actually be the oldest segment of the smart grid, because utilities have
been the automation of their distribution systems since the 1960s. But while da initially focused only on
the remote switches, the Electric Power Research Institute now considers the distribution to mean a fully
intelligence and controllable and the distribution system flexible. Combining DA with a set of components
of intelligent sensors, processors and technologies of communication will lead to the distribution of the
intelligence. When it will be fully deployed, distribution intelligence will allow an electricity undertaking
to monitor and coordinate its distribution assets, their optimal functioning either manual or question using
the automatic commands.

Help the Grid to Operate More Effectively and Reliably

With the detection of failure and response, another potential application of the distribution is the intelligence
capacity in order to optimize the balance between the real and the reactive power. Devices that store and
release of energy, such as capacitors, or that the use of the coils of wire to induce the magnetic fields, such
as electric motors, have the capacity to lead to an increase of the electrical currents without the use of real
power; this is known as the reactive power. A certain amount of reactive power is desirable within a system
of power, but too many reactive power can lead to significant flow of current that do not serve of purpose,
causing losses of efficiency that they heat the wires of the distribution system. A system of intelligent
distribution can use the electronic power to maintain the good level of reactive power in the system.
The distribution of the intelligence can also help to protect and control the lines of input, the electricity
transmission lines that make up the distribution system. Most of the supply lines are now protected by
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circuit breakers or relay that trip when high currents through the line of flow, a situation normally caused
by a flaw somewhere in the system.

Security Requirements

The availability of the electrical energy in North America depends in part on the availability of the power
grid of the control systems. In the framework of the development of the smart grid, these control systems are
more sophisticated, allowing a better control and greater reliability. Smart Grid will require a higher degree
of network connectivity to support the new sophisticated features. This higher degree of connectivity also
has the potential to open new vulnerabilities. In function of the Electric Power Research Institute (EPRI)
[2], one of the greatest challenges facing the development of smart grid is related to cyber security systems.
According to the report, “Cyber EPRI Security is a critical issue because of the potential for increased
cyber-attacks and incidents against this critical sector as it becomes more and more interconnected. The
cyber security must deal not only with deliberate attacks, such as of disgruntled employees, industrial
espionage, and terrorists, but compromises by inadvertence of the infrastructure of the information due to
errors in the user, equipment failures, and natural disasters. Of the vulnerabilities could allow an attacker
to penetrate a network, access the control software.

Convolutional Encoding

To encode the data convolutional, start with £ memory registers, each holding 1 bit of entry. Unless otherwise
indicated, all the memory registers start with a value of 0. The encoder has N additions modulo 2 (2 modulo
adder may be implemented with a single door Boolean XOR, where is the logic: 0 +0=0,0+ 1 =1,
1+0=1,1+1=0)and n — the one for polynomials of generator each adder (see figure below). A bit of
entry m, 1s introduced in the registry the more to the left. Using the generator polynomials and values in the
other registers, the Encoder Outputs N symbols. These symbols can be transmitted or pierced according to
the rate of desired codes. Now the registry values of all bit shift to the right ( M| moves to m,, M, moves
to m_,) and wait for the next bit of entry. If there are no remaining input bits, the encoder continues of the
pass until all records have returned to the zero state (Rinse the ILO termination of employment).

(1.1.1)
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(0.1.1)

(1,0,1)

Figure 2: Convolutional Coding

Turbo Code

There are many different instances of Turbo Codes, using different encoders of component, the input/output
ratios, inserts, and puncture patterns. This example describes an implementation of the Encoder classic turbo
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and demonstrates the encoder general design of Turbo Codes parallel. This encoder application sends three
sub-blocks of bits. The first sub-block is the block bit M- of payload data. The second sub-block is n/2 bits
Parity for the payload data, calculated using a convolutional code recursive systematic (Code RSC). The
third sub-block is n/2 bits Parity for a permutation of the known payload data, once again calculated with
the aid of a code of the RSC. As well, two redundant, but different sub-blocks of parity bits are sent with
the payload file. The complete block has m + n bits of data with a code rate of M/(M + N'). The permutation
of the payload data is carried out by a device called a interleaver . Hardware-wise, this turbo-code encoder
consists of two coders CSR identical, C; and C,, as shown in the figure, which are connected to each other
with the aid of a diagram of concatenation, called Parallel concatenation:

dg Xk

>

Figure 3: Code of Turbo

Coding of the Network

The coding [4] network is often used to illustrate how the coding linear network can be more efficient
than the routing. Two nodes source (at the top of the image) have information A and B which must be
transmitted to the two destination nodes to (bottom), each of which wants to know A and B. Each edge
can carry only a single value (one can think of an edge transmitting a bit in each time interval). If only the
routing were allowed, then the central link would only be able to carry a or b, but not both. Suppose that
we send a Through the Center; and then the left could receive a destination twice and do not know B to all.
The sending B poses a problem similar to the correct destination. We say that the routing is insufficient
because no routing scheme can transmit both A and B simultaneously to two destinations. Using a simple
code, as shown, A and B can be transmitted to the two destinations simultaneously by sending the sum of

A B

A

Figure 4: Encoding of the network



Network Coding Based Smart Grids for High Level of Security in Grid Communication 655

symbols through the center - in other words, we encode A and B using the formula “A+B”. The destination
of the left receives a AND A + B, and can calculate B by subtracting the two values. Similarly, the good
destination will receive B and A + B, and will also be able to determine the two A and B. A similar concept
has been used to encode stereophonic sound, where there is a signal “left” and “right” of the signal. The two
analog signals are “added” together, and the “sum” is subsequently used to retrieve the signals of origin.

A. The Security Based on Coding of the Network

Application Layer

Configuration

Trusted Computing Support
Figure 5: Trusted Computing Model

The PKI is a powerful tool that can be used to secure the in-Tication and the authorization for a security
association (SA) and the establishment of keys. The ICP can, however, be notoriously difficult to deploy and
operate. This is mainly because the standards of the ICP (such as X.509 and IETF RFC 5280) only provide
a high level framework for the use of digital certificate and for the implementation of a PKI. For example,
they do not specify how a particular organization should approve the certificate signing requests, or how
the organization should protect each CA. They provide a mechanism for defining the naming conventions,
certificate constraints, and certificate policies, but they do not specify how they should be used. These
standards legitimately leave these details to the organizations responsible for implementing the PKI, and
work on all of these details is where a large part of the expenditure is incurred. Some industries (such as
the financial services industry) have standardized a political model of PKI. The objective of a political
model is to define the naming conventions, constraints, policies, and many operational aspects of a PKI
infrastructure for an entire industry. Not only will this have important benefits for the interoperability, but
just as significantly, it will ease the burden of the implementation, because each organization will not have
to independently of the search of the PKI and to identify policies and practices for themselves. They will
have been determined by the industry, and they will be known to have the desired level of security. We
therefore propose the development of standards of PKI for use by the industry of critical infrastructure.
The standards would be used to establish requirements on PKI operations of suppliers of energy services
(e.g., utilities, generators, ISO) as well as the manufacturers of appliances for smart grid. The standards
could include elements such as the strategies of security acceptable (e.g., policies of certification of the ICP
used for the issuance of each type of certificate in the system), the formats of certificate, and the practices
of the PKI.

B. Security Trust Anchor

One of the main components of a compatible system secure PKI is the requirement that each RP (Any
device that uses the certificate of a second part to authenticate the second part) must have secure methods
to load and store the root of trust or anchor of confidence (TA). The TA is generally a CA to the top of a
hierarchy of Certification Authorities. RPs holders of certificates of trust because they have confidence in
the TA, which trusts a CA, which trusts the end certificate holders. This confidence is attested by a chain
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of root certificates on the anchoring of trust. If an opponent could modify the root of trust for any RP, that
RP could easily be compromised. We propose that each operator will support its own PKI hierarchy with
its TA at the top. The challenge for the operator is to ensure that each secure device obtains the information
on ta correct. A method to do this without having to manually the preload of the TA Certificate in each
device is as follows. Each factory production should accredited the preload of the device using a certificate,
to identify the manufactures the brand, model and Serial number of the device, as well as a preprovisioned
TA certificate. After a smart grid operator buys a smart grid terminal, Manufacturer Makes the operator
a TA certificate, transfer which would instruct the device to accept the root CA certificate of the operator
as the new trust anchor, and only the operator’s root CA certificate. The TA certificate of transfer would
be limited to specific devices (from serial number). The tools automate the entire process of transfer, to
reduce ta the EF-fort to potentially be as simple as putting the unit under tension in the network of the
operator, of the send the address of the TA repository of transfer of [possibly by the intermediary of a
domain name server (DNS)], and al-bellowing it to automatically request the certificate of transfer and
new TA certificate. For devices to be very critical it is recommended that the device must have a HSM
fips to safely store the TA certificate. The model is used to format your paper and the style of the text.
All the margins, the width of the columns, Spacing, and text fonts are prescribed; please do not modify.
You can note peculiarities. For example, the margin of head in this model measures proportionately more
than ‘habit. This measure and other are deliberately, using the specifications that anticipate your paper as
a part of the whole of the procedure, and not as a document independent. Please do not revise the current
designations.

3. THE PROPOSED SOLUTION -TRUSTED COMPUTING

The North American electrical grid is currently the subject of a major transformation. By adding new
functions, of a distributed intelligence, and state-of-the-art software capabilities of communication to
broadband, the grid can be rendered more effective, more resilient and more affordable to manage and
operate. Unfortunately these same capabilities will greatly increase the number and the type of threats to
which the grid will be exposed. Given the large size of the scope and the breath of the smart grid, it is
reasonable to expect that the cumulative effects of the vulnerability of the system can also be very broad.
Virtually all of the Parties agree that the consequences of a Smart Grid cyber security. New functions such
as the answer to the request to introduce significant new vectors of attack such that a malicious software
that launches a huge coordinated and decline in the instant application, poten-potentially causing substantial
damage to the distribution, transmission, and even the facilities of generation.

In the light of the incredible importance of the threat and vast potential consequences of cyberattacks, the
smart grid cybersecurity protection requirements must be extreme. The grid will require a comprehensive
security plan that encompasses virtually all the aspects of the operation of the grid. An element of this plan
includes trusted computing platforms. Figure 3 shows a computer model of confidence of base [1]. Such
platforms and associated mechanisms are used to ensure that malware is not introduced in a treatment
software for the devices.

There are two categories of devices for which the malware protection problems should be studied:
embedded computing systems and computer systems in general use. Embedded systems are computer
systems that are designed to perform a specific task or a set of tasks. They are designed to operate only a
software which is provided by the manufacturer. By contrast, the purpose general systems are intended
to support third-party software pure chased by consumers who have purchased the system. A PC is an
excellent example of a system for general use. A microwave oven, television by cable or set-top box,
are examples of integrated systems. The problem of the protection against malicious software should be
considered separately for each category.
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For embedded systems the problem of protecting the system against the installation of malicious software
can be resolved with a high creek of insurance. First and foremost the manufacturer must implement software
development process secure; many standard models for these processes are defined in [8]. Secondly, if
the device is the intention to be upgraded on site, the manufacturer must provide a solution to upgrade the
secure software. The main method to do this is to manufacture equipment integrated systems with a secure
storage containing the hardware encryption for a validation of the software. In general, the hardware is
configured with the public key of a Secure Signing Server operated by the manu-invoicing. With this key,
the device can validate any newly downloaded the software before the run. Such a proactive approach can
provide higher levels of assurance that can be obtained with a reactive approach such as a antivirus.

Additional security can be obtained by validating the software each time that the device starts up. These
techniques are referred to as high assurance boot (HAB). HAB techniques typically rely on core software
in the secure hardware to validate code of boot block. The Code of start lock then validates the operating
system (OS), and the OS to its valid tower higher-level applications. Each step of validation is performed
using the public key or keys preinstalled in the secure hardware.

For devices which are designed to operate for long periods of time (e.g., years) without starting, it is
useful to have a method to perform a secure software validation on the execution of code. It is possible to
have background tasks that can run periodically these functions without disrupting the operations of the
device. In addition, it is possible to couple such as the steps of validation of substance with other operational
aspects of the device, such that if the Of- vice is found to be compromised, the secure hardware on the
device (necessary to put in place and maintain security associations with Re-mote entities) will prevent the
local device of the establishment and maintenance of security associations with the remote entities. Many
documents, such as [9], are available on the ways to provide the attestation of remote device.

Attestation of device is necessary to ensure, for the devices on the network, their true identity, before
any manual or auto-provisioning connected to the site.

With the device, accredited manufacturers technical certification can factory install Certificates of
attestation of device in each device of the smart grid. These device security certificate is only used for the
certification of affirm the device manufacturer, model, serial number, and that the device has not been
tampered with. These certificates neck with the pled-authentication protocol can be used by the supplier
of energy services in order to ensure that the device is exactly what it claims to be. In order to support
device certification, the device will need a hardware security module FIPS 140 (HSM), and will need the
functionality of the HAB.

For computer peripherals for general use, such mechanisms allowing only the software approved by
the manufacture of run have not been popular. The consumers of PCs in general believe that they should
not be limited by the manufacture of load software they want, even if it means having to put in place with
malicious software attacks. The principal means of protecting net-worked PCs has been to use the detection
of malicious programs and removing soft-ware typically designated as antivirus software. One of the most
effective tools that uses the antivirus software to detect malicious software is a “signature” dictionary. The
term “signature” is used here to designate a model code recognizable, as known op-posed to the cryptographic
signature used above. With the signature dictionary, only known viruses can be discovered and re-moved.
Such methods are not useful in the protection against new, unknown viruses. Obviously with the Poles if
high, the smart grid needs a better solution than the reagent dictionary approach antivirus.

To make things worse, the rapid adoption of cloud computing and applications based on sophisticated
Internet has resulted in the widespread deployment of a number of “mobile code” technologies. Mobile
Code is a code that is downloaded and executed on your computer, usually by your browser, without the
authorization of the user knowledge. Examples of mobile code include Active X, Flash, ANIMA-tion,



658 Arumugaselvi Murugan

Java, JavaScript, PDF, Postscript, and Shockwave. The Department of Homeland Security (DHS) program
of the security of the system of control [10] recommends strict controls on the mobile code in the control
systems-ical Crit for the essential infrastructure of our country and the main resources (CIKR).

To respond to this concern, we propose the adoption of”, and adherence standards of signature of strict
code by the operators and suppliers of smart grid. Mechanisms to apply these standards on computers to
general use, such as PC, have been put forward by the Trusted Computing Group and are well documented
[11]. These standards should cover all the devices in critical state, including units deployed on the ground,
such as the licensing of use and of FDI, network devices, such as routers, switches, and firewalls, and
the control center of the equipment, such as servers and user consoles. The standards should focus on the
embedded systems, as well as general purpose computers, their operating systems, drivers, and applications,
as well as all the Mo-bile code. It is, not of mobile code should be allowed to run on a PC or a critical server
that has not been signed by an authority that is able to determine the reliability of the Code. Considering
that it is certain that the hardware and software for the critical components of the GRID will come from
many different suppliers, it is likely that a framework for the management of the confidence will need to
be established for the smart grid. This framework will probably require the establishment of a set of criteria
which are to be respected by the suppliers who wish to sell of the elements critical to the operators of the
smart grid. In addition, it is likely that one or several organizations of station of accredi will need to be
established for audit suppliers to determine that they meet the criteria specified.

4. CONCLUSION

As a critical infrastructure element, smart grid requires the highest levels of security. A comprehensive
architecture with security built in from the beginning is necessary. The smart grid security solution requires
a holistic approach including PKI technology elements based on industry standards, and trusted computing
elements. PKI technical elements, such as certificate lifecycle management tools, trust anchor security,
and attribute certificates, are known technologies that can be tailored specifically to smart grid networks,
resulting in an efficient and effective solution. The PKI solution supports the trusted computing elements,
including device attestation.

To achieve the vision put forth in this paper, there are many steps which need to be taken. Primary
among them is the need for a cohesive set of requirements and standards for smart grid security.
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