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Abstract: Mobile Ad Hoc Networks (MANETs) is an emerging type of wireless networking, in which mobile 
nodes combine on-the-spot or ad hoc basis. MANETs are self-organizing and self-healing, enabling peer-level 
communications between movable nodes without dependence on centralized resources or fi xed communications. 
MANET doesn’t have a central infrastructure which leads to vulnerable to attacks. Several routing protocols and 
trust models are used in MANET to achieve security. Various trust models are used to determine the reliability of 
the key management scheme to provide confi dentiality, integrity, access control and availability. In this paper we 
present the study on various key management schemes in MANETs.
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1. INTRODUCTION
The different components present in a network communicate with each other by means of wireless channels. 
With modernisation, use of wireless networks has rapidly become more popular. Wireless communication 
can be divided into two major types, based on network infrastructure: networks and infrastructure-less 
networks [1]. The most popular form of infrastructure-less network is the Mobile Ad-Hoc Networks 
(MANETs) which are essentially wireless networks belonging to mobile devices, which lack any well-
defi ned infrastructure. The nodes directly communicate with each other, acting as both the host and the 
router. The major advantage of this form of network communication comes from its inexpensiveness, 
as it does not require expensive fi xed infrastructures. Examples of popularly used MANETs are- Sensor 
networks, vehicular ad-hoc networks (VANET), among others [2]. The MANET is present on the mobile 
and they use wireless networks like a standard WiFi connection, cellular or satellite transmission.  However, 
their dynamic topology makes them susceptible to various security threats. Another disadvantage of this 
network is that it needs to have optimised operations to provide better battery life, because these networks 
function on mobile battery power. 

The major characteristic that makes this network so vulnerable to attacks is that a single node is 
responsible for the security of the entire network, especially in centralised networks. Hence, adequate 
security mechanisms have to be employed in MANETs, like advanced cryptographic technique. 
Cryptography ensures the scalability, confi dentiality, integrity and availability of the network services, but 
gives rise to key management issues. Key management can be defi ned as the set of necessary techniques 
and procedures associated with the establishment and maintenance of keying relationship between the 
entities [3]. Key agreement and transport lead to key management schemes. Keying relationship is highly 
signifi cant because it denotes the manner in which the nodes share information, including public and 
private keys. 

Cryptographic techniques involve the usage of various different keys like symmetric, asymmetric/
public, hybrid (symmetric + asymmetric) and group key. This paper presents the major key management 
schemes used in MANETs, based on the types of keys used.        
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2. SECURITY THREATS IN MANETS
The MANET is susceptible to many different forms of attack. Although, wired and other wireless 
networks may face the same security threats, they can be fi xed easily due to the existence of a well-defi ned 
infrastructure. Attacks on MANETs can occur easily because the attacker only needs to communicate 
with one node, to gain access to the entire network communication system. Attacks can be categorised 
into- active and passive attacks. Active attacks in MANETs refer to those attacks where the misbehaving 
nodes have to bear some energy costs in order to perform the threat.  Passive attacks are the security 
attacks, which arise due to the lack of cooperation with the purpose of saving energy selfi shly [4]. The 
mobile ad hoc network is most susceptible to eavesdropping, impersonation and Denial of Service attacks. 
The most common form of DoS attack occurs when the attacker generates a large traffi c to a specifi c 
node, consuming the device’s battery and denying service to the owner. Moreover, owing to the dynamic 
topology of the network, nodes periodically join and leave the network, making the detection malicious 
nodes extremely hard. This issue is fuelled by the absence of a central control facility to monitor network 
traffi c [5]. Hence, we have to rely on the cryptographic techniques to enhance security in MANETs, which 
brings us to the problems arising from key management schemes. The various key management schemes 
include:

3. SYMMETRIC KEY MANAGEMENT SCHEMES
In symmetric key cryptography, for both encryption of plain text and decryption of cipher text a common 
shared secret key is used. This shared secret key may be identical or there may be a simple transformation 
to go between the two keys and is shared between the sender and the receiver .every pair of communicating 
parties share a secret key, which means that the number of keys required is K= n*(n-1)/2 for n entities to 
communication.

3.1 Key Infection (INF)

R. Anderson, Chan, Haowen and Perring, Adrian [6] introduce the INF scheme where every mobile node 
participates equally for forming the key establishment process. INF model distributes its own symmetric 
key without any collaborative effort because node acts as a trust entity. It relies on real world attacker 
model but have weak security services. It has low operation, low storage and low encryption. This model 
has good resources, effi cient survivability with low intermediaries and has fair scalability with the problem 
of late entry of mobile node. This model is simpler than other models but more vulnerable to attacks.

3.2 Distributed Key Pre-Distribution Scheme(DKPS)

DKPS is a collection of distributed cryptographic protocols that enables the node to work together as a key 
distributed function. Here node is not required to have a big capacity for huge key algorithm computing. 
It consists of three important phases, 1.Distributed key selection where every node takes a random key 
from the universal set by using exclusion property. For evaluating the exclusion property Cover Free 
Family (CFF) is used. This removes the need of Trusted Third Party(TTP) which makes MANET more 
dynamic.2.Secure Shared- Key Discovery(SSD) Here every node has a shared key with another node. 
It does not provide any security but it is easy to evaluate as eavesdropping occur here.3.Key Exclusion 
Property Testing (KEPT) For presenting the relationship between mobile nodes and shared keys Incidence 
matrix is used and for constructing this matrix binary values are used. It is used to test whether all the 
mobile nodes fulfi l the exclusion property of CFF.DKPS needs less storage than pair-wise key agreement 
and is more effi cient [7].
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3.3 Peer Intermediateries for Key Establishments (PIKE)

This model uses trusted sensors nodes to establish the shared key and is a symmetric key agreement 
process using unique secret key in a set of nodes. The main idea of their approach is that it uses the concept 
of random key pre-distribution where each node shares a unique key with a set of nodes in 2-D , so any 
pair of nodes can rely on at least one intermediate node to establish the common key. [8] This scheme can 
be extended to 3D or other dimensions. PIKE has good security services and fair scalability.  

Discussion
The PIKE model provides good security services with a good scalability but INF provides weak security 
for low storage cost and operations with fair scalability. DKPS model is effi cient and needs less storage 
than the other two. There is a trade off between security and complexity so the choice of the scheme in 
MANET depends on the type of application. Like commercial application requires applications with less 
cost ,memory and power consumption and banking applications requires more security.

4. ASYMMETRIC KEY MANAGEMENT SCHEMES

Two keys are required for each node. One is the recipient’s public key, which uses transmitting node for 
encryption, and another is a private key, which uses the receiving node for decryption. Asymmetric key 
cryptography requires lesser number of keys than symmetric key cryptography. For n communicating 
nodes, the number of keys K=2*n, The available asymmetric key cryptography scheme are described 
below. 

4.1 Ubiquitous and Robust Access Control(URSA)

This model uses effi cient threshold cryptography algorithms to broadcast the certifi cate signing keys also 
known as tickets to all the mobile nodes. Each mobile node should have an active ticket which should 
be updated periodically and thus is certifi ed and unexpired . The functionality of centralized authority is 
distributed among all mobile nodes existing in MANET. In order to maintain a mutual trust in network, 
exchanging of tickets within its neighbours takes place by a new node. In the case of single ticket granting 
node to avoid a single point of failure renewal of tickets are performed by the neighbour’s node.[9]

4.2 Secure Routing Protocol(SRP)

SRP is composed of three nodes and an administrative authority working as dealer for providing initial 
certifi cates. 1.Client node which are  the normal user’s mobile nodes in MANET.2. Server node which is 
responsible for generating the partial structures and storing them in directory structure so that the mobile 
nodes can request for the certifi cates of other nodes and is a part of certifi cate authority. 3.Combiner Nodes 
lplays an important role as it combines the partial certifi cates from the servers into valid certifi cates. 

4.3 Secure and Effi cient Key Management (SEKM)

SEKM is a decentralized node based on a set of nodes known as server nodes which provides a detailed and 
safe way for interacting the coordination between secret share holders and are responsible and effi cient. 
This model use mesh structure for server structure which consist of all servers having partial system 
private key to connect the server group .For providing the certifi cate service , the connection of the group 
is maintained and for share update periodic beacons are used. Maintenance cost is high[10].
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4.4 Self- Organized Key Scheme (SOKS)
In this model each node is a CA as the node’s public key and private key is generated by the nodes 
themselves. Each certifi cate has a validity period and should update before its expiration. It is update 
when the keying information is correct. For verifying the certifi cates a chain of public key certifi cates are 
acquired and the user verifi es the fi rst certifi cate then the following certifi cates are verifi ed by using the 
public key from the previous certifi cates and the last certifi cate hols the target’s public key[11].It has low 
scalability and resource effi ciency but has high intermediates encryption operations and storage cost.

4.5 Partially Distributed Threshold CA Scheme
This scheme uses distribution of trust and threshold cryptography and is composd of n special nodes called 
servers. Each server has its own key pair and stores all the public keys of all nodes and of other servers in 
the network thus enabling them to securely communicate with each other . It is similar to SKM as it forms 
a partial signature using its private key but here a combiner combines all the parts of a signature and detect 
a compromised server. The survivability of resource effi ciency is poor .

4.6 Key Distribution Technique  (ID-C)
It uses threshold, ID-based cryptography i.e. a master public key is generated by the nodes in a distributed 
manner, during network formation. This scheme uses a master public key and a master secret key. The 
master public key is accessible to all the nodes in the network, while the master secret key is only available 
to select subset t nodes of the total n nodes in the network. The public key used for encryption is generated 
by the master public key and the node’s ID. Similarly, the node’s private key is generated by combining 
the node’s id and the master private key. Hence, the nodes use their individual IDs as public keys and 
obtain the subset t shares to be combined to form private keys [12].

4.7 Identity Based Asymmetric Key Management Scheme 
This key requires a trusted key generation centre, because the initiation phase involves generation of long-
term public and private key pairs for the user. The generation centre randomly closes a private key for 
each node and its corresponding public key is released. Next, to ensure security through digital signature, 
each user sends his ID to the generation centre, which provides him with his unique signature. In the user 
verifi cation phase, users who wish to communicate, challenge each other before generating the session 
keys in the key exchange phase [3].

4.7 Three Level Key Management Scheme
In order to achieve three level security  this scheme combines ID-based cryptography with threshold 
secret sharing. Elliptic Curve Cryptography (ECC) and Bilinear Pairing Computation . It is highly secure 
and effi cient . ECC provide small keys to mobile nodes and high security level. Key generation and 
Key distribution security services are done by threshold secret sharing algorithm. ECC uses 160 key and 
1024 bits equivalent strength of RSA thus providing a high security level. Pairing technology provides 
confi dentiality and authentication with less computational cost and communication overhead.[13]

Discussion
The choice of  the most suitable scheme depends upon the requirements of the applications .the URSA 
scheme has encrypted local communication providing reliability and availability and is used for applications 
which requires more security like military applications. The ID-C provides scalability and good scalability, 
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encryption , storage cost and resource effi ciency against intermediate operations and thus is more used in 
commercial applications.

5. HYBRID KEY MANAGEMENT SCHEMES
Hybrid keys are the combination of two or more symmetric, asymmetric or symmetric and asymmetric 
keys. Since this scheme uses more than one key, it gives rise to more problems  for MANETs. These keys 
are also referred to as composite keys. 

5.1 Cluster based Composite Key Management
In this scheme, the network is divided into clusters and each cluster has a cluster head, which is chosen by 
the network administrator and is the node that can be most trusted. Public Key Generation (PKG) nodes 
are selected, from each cluster, which has highest trust value. The scheme uses the concept of mobile 
agent, hierarchical clustering and partial distributes key management. The public keys of the nodes are 
stored by the cluster head, which reduces the problem of PKI storage. Each node is assigned a unique 
ID by the CA, before it joins the network and also has a self-assigned public key. The new node which 
joins the network registers its information with the cluster head. The mobile agent then collects the new 
node information and requests certifi cate revocation. The public key of the cluster head is available to all 
the nodes in the cluster. The frequency for communication between cluster members is low and between 
cluster heads is high [14]. 

5.2 Zone Based Key Management 
It uses zone routing protocol (ZRP). Each node has a defi ned zone. A specifi c predefi ned number is set 
to each mobile node, which depends on the hop distance. Each node uses symmetric key inside its zone 
and asymmetric key for communication across various zones. Symmetric keys are generated by Diffi e-
Hellman technique, whereas certifi cate generation takes place through threshold cryptography.

6. GROUP KEY MANAGEMENT SCHEMES
This scheme assigns a single key to a group of nodes. For a group to function on a single key, the group 
needs to be created and the key needs to be distributed among the group nodes [15]. 

6.1 Simple and Effi cient Group Key Management (SEGK): 
The group key is chosen by all the group members and can be changed or refreshed at regular intervals, or 
when the nodes in the group change. This system ensures fault tolerance by using two parallel-multicast 
trees called the red and blue trees. In case of the failure of one link, the other tree replaces it. Then, 
the intermediate keying material is distributed to the members by the group coordinator. However, this 
scheme assumes that all the nodes have a valid certifi cate from an offl ine confi guration before entering 
the network.  

7. CONCLUSION
MANET is one of the most signifi cant and unique applications. Due to the absence of a well-defi ned 
infrastructure, this network lacks security and reliability of data. Thus, cryptographic techniques need to 
be used to secure the network, which leads to the problems of key management. Thus, key management 
protocols play a very important role in the study of MANETs. MANETs are highly fl exible because members 
can join or leave the group dynamically during the whole session, providing node movement. Owing to 
this dynamism, the problem of key generation is further extended because this dynamic topology affects 
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its performance. We studied in detail about the different key management schemes used in MANETs. 
It is found that DKPS is the most secure and effi cient symmetric key management scheme, while ID 
based key management is the most reliable asymmetric key management scheme. Group key management 
scheme was discussed and is the most effi cient manner of broadcasting information in a group. Hybrid key 
management schemes were also presented, which uses hierarchical clustering, for network extendibility 
and for saving network bandwidth and storage space. Following these key management schemes satisfi es 
network security features like scalability, confi dentiality, reliability, integrity and robustness of the data.      
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