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Abstract : Thispaper describes how to create a covert channe using SKY PE application. Unlikethe previously
published methods for creating channels which in someway use SKY PE traffic, only the service characters of
SKYPE are used in this case. Traffic isnot used at all in this method; all manipulations with service symbols
are performed strictly according to the SKY PE rules, with no interference in protocols and regulations.
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1. INTRODUCTION

A number of worksdevoted to the creation of covert channelsbased on SK'Y PE application have appeared
recently [1-3].

Thisapplication alows peopleto communicate with each other almost inevery part of theworld wherethe
Internet isavailable. Besdes, the connectionitsaf isvery inexpengve or evenfree of charge. Morethan 600 million
people use SKY PE now [4].

Clearly, it involvesahuge amount of traffic. The transmitted datastreamsareredundant, i.e. thereisapossbility
to wedgein, and so thereisatempting to use SKY PE toolsfor creating covert channels.

All the approaches described in previously published papers, oneway or another, involve SKY PE traffic, or
illegdly intrudeinit [7-12].

We can mention, as an example, the approach for channelscreating, which the developerscalled “ SkyDe”
(SKYPE Hide) [4]

Thismethod isbased on service features of slenceidentification. During the communication, normally only
one person transmitsinformation over the channel, SK'Y PE sendsacoded signd of silenceinthe opposte direction.
Its codeis much shorter, and it isnot monitored by the system.

If you put the disguised fragments of messagesinto thiscode, they are received in parts, and then rejoined
together, so you can send messages uncontrollably.

Thispaper describesthe dternative method of creating covert channelsusing service charactersof SKY PE —
satusesand avatars.

At thisapproach, trafficisnot used at all, and all manipulationswith special symbolsare performed strictly
according to therules of SKY PE, with no interfering in protocols and regulations.

2. SKYPE STATUSES

Let usremind Skype statuses and their main idea.

Whenlogging in SKY PE, the user seeshis/her profileiconintheupper right corner (thisiconiscalled* avatar”
inSKY PE, itisacirclewithapictureor photo, or without any). Thereisagraphica image of statusunder the
avatar inasmdl circle; thesameiconsare near the SKY PE-usersfromthe contact list.
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When clicking ontheavatar, itslarge image appearsto theright of theicon. When clicking onthe statusicon,
thelist of statuses appearsbelow theicon. Thesedialog boxesare showninFigure 1.

Generally speaking, thereare 10 statusesin SKY PE, but the most convenient are those shownin Figure 1.
Each time your companion logsin SKY PE, he/she definitely seesone of four statusesat his/her icon, and these
statuses can be easly changed.

Thus, we can see the background for transmitting datato your companion by varying statuses, infact —the
creation of acovert channel.
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Fig. 1. Satus options.

To sdlect oneof thefirgt four statuses, you should just click onthe small circleontheicon and choosetheright
gatus. Thisisperformed manually and almost immediately (except for the“ Do Not Disturb” status, asit should be
confirmed).

“Invisible” and “ Offline” statuseslook almost the same, so further we will speak only about four statuses
instead of five.

Before proceeding to the covert channel, congder the designation of statuses. Whenworking with SKY PE
application, different Stuationsoccur when you wart to inform personsfromyour contact list, for example, that you
areonline, offline, or you should not bedisturbed, etc. Network statuses are just for such situations, they alow to
inform about the situation. Here areall these statuses:

4 “Online’. Thisstatusis set automatically for al usersby default; it meansthat personsfromcontact list
can contact inany way. Subscriber immediately receivesanotification about this.

“Away” . Thismeansthe user has moved away fromthe computer, and most likely will not respondinthe

nearest time. However, the user can send him/her amessage or call —the user is notified about that and he/she will
hear that if not far fromthe computer.

° “Donot disturb”. The user isonline but does not wish to be disturbed by anything. If you send a
message or call him/her, these notifications are not accompanied by sound signalsand can be seen only by the
number next to theiconin the notification area of SK'Y PE app, this showsthe user that someoneistrying to
contact.

O “Invigble’. Thissatushasthe sameiconasthe” Offling” status. Therefore, if the user doesnot want to
contact, you cannot know for surewhether he/sheis* Offling” or just “Invisible’. If you send amessageor makea
call, the subscriber receivesthe appropriate notice, but if it isnot answered, you cannot know whether he/she sees
thenotification.
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O “Offline”. It isshown automatically when the user closesthe application or selectsthisstatusmanualy. In
this case, the user cannot receive calls or text messages. He/she receivesthe notification as soon as selecting
“Onling” gatus.

Q “Blocked” . Thosefromtheblacklist get thisstatus. Such usersdo not know you have blocked themand

just seeyour “Offline” status. If they send you amessage or try to call you, you do not get any notifications. It
should be noted that inthe case of unblocking the user, you get dl the messages and notificationsfor the period of
blocking.

“Contact request pending”. Thisuser hasnot added you to the contact list and has not provided you

with hig’her contact information. When you try to cal or send amessageto himvher, the user isnotified only in case
thisisallowed by SKY PE security settings.

“Call forwarded” . This status means that the user is* Offline”, but since he/she has set up call

forwarding, you can call him/her. Depending on set forwarding settings, he/she can respond fromamobile or
landline phone, canreceive messages and/or calsfrom anyone (it isacommon call for the caller and afree call at
SKYPE).

Q “ Answering machine’ . You arenot online; calers canleave the messagesonthe voice mail.

“Phone number”. This statusis shown next to the fixed and mobile phone numbers stored in the
phonebook.

It should be noted that in the recent versionsof SKY PE “ Offline” and“ Invisble’ satuseshavethesame
icon—"“empty whitecircle’, and cannot be distinguished by thisicon, only by text.

3.STATUSCHANGING

You can change your online statusin SKYY PE application in one of the following ways [5]; each of themis
convenient in certain Stuations:

» Whenon SKY PE main window, click on the statusbutton and you see alist of satusesinthedrop-down
ligt (Figurel). Select theone needed —aimamouse cursor onit and pressENTER (left mouse button).
Statustext ischanged to selected one.

* When SKY PE isminimized, click the right mouse button on SKY PE icon in the notification area
(Figure2.)
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Fig. 2. Changing statuses in the notification area.
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* Inother cases, in SKY PE menu bar select «Skype» — «Online status» (Figure 3):
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Fig. 3. Changing status from the menu bar.
* You can change the Skype online with the help of your keyboard (if the application isopen). To do this,

pressthe buttons: +[s]+[=] andusing || or ||| select statusand pressEnter.
» Letusselect “Away” status.
Thethingis, “Away” statusis set automeaticaly when the computer isnot used for acertaintime.
Thisisnot desirablein our case, asthe satuschanging must be performed at request.
To disablethisoption, or to changeit in aset time, select «Tools» — “Options’ in SK'Y PE menu bar, then:
» Select “ General Settings’ groupinthe” General” tab.

» Find the “ Change your status’, “ Away”, “ Show me asAway when |’ ve been inactive for [X]
minutes’ option and adjust as necessary. If you uncheck thisoption or set thevalue of “ 0" — SKY PE
doesnot changethe statusautomatically.

4. CREATINGA CHANNEL

Now let usgo to theissuesrelated to the creation of acovert channel. Asit was noted before, thereare 10
possible statusesin Skype and thefirst four of themarethe most convenient for our goals. They are changed easlly
at our request and at any time. Of course, you can use the other statuses, but they areless convenient and are not
considered inthis paper.

Now creating achannel let usabstract from the semantic sense of status, discussed above. We areinterested
only inagraphicd representation of the status symbol and inthe possibility of changing it at any timeat request.

We definetwo modes of covert channels. Let uscall them:

» Signal mode;
* “Morsecode’” mode.

Theallureof using SKYY PE to createacovert channel can be explained first of all be thefact, that regardiess
of the sender location and thereceiving country, communication ispossible wherever thereisInternet access, at
any time, by changing the skype statuses.

Thisremindsthe classical problemabout Alice and Bob [ 6], where SKYY PE provider actsasa supervisor.
Next, for short, we shal call statuses: green, orange, red and white.

Let usconsider the modes.
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4.1. Signal Mode

Thismodeisnot suitable for transmitting large amountsof information, but it can bevery important; moreover,
it doesnot arouse suspicion at the frequent change of status.

The sender and therecelving parties agreein advance, that it isnecessary to performthefollowing actionsat
acertaintimeif sender hasacertain gatus, for example:

* “Green” —gtart someaction.
* “Orange” —wait.

* “White” —stop action.

* “Red’ —stopimmediately.

It isclear that actions can be very different.

In predetermined time periods, the receiving party just logsin SKY PE and seesthe sender’sstatusin the
contact list.

Thereisno need to call him/her, to contact himvher with audio or video connection. You just need to seethe
statusand react appropriately.

The above list of actions, shown asan example, canvary randomly arbitrarily, for example, the same satuses
at different (pre-arranged) times may represent completely different actions.

It should be noted that the green and orange Statusesare set automatically evenif the sender doesnot change
themhimself/herself. So, hereisapotentia vulnerability of this channd. If something has happened to the sender,
and he/she could not log out and close SK'Y PE application, the receiving party may interpret thegreen or orange
statuses asaguideto action. The consequences can be very serious.

Therefore, if thereare any concernsin thisregard, use only red and white statuses. If two statusesare not
enough to describe the Situations, you can use (predetermined) combination of these two statuses.

4.2. “Morse Code’” Mode.

In thismode, aphabet consisting of acombination of statusesisused to make messagesfor sending. The
nameis conventional, smilar to Morse code. Inthiscase, amessageistransmitted online using the combinations of
satus symbols.

Lotsof optionsare possible. Let usconsider apecific example.

We usefour statuses; “red” statusisused asthe separator between the lettersof the alphabet. So we have
three other statusesfor the letters of the alphabet. It isobviousthat the number of lettersin the alphabet is
determined by the number of 3", wheren is code size of oneletter. Let n = 3. A possible number of lettersin
such alphabet is27.

Thefollowingrestrictionsareintroduced in thecase of the Russan alphabet :

» Theletters“e’,“e”,“ " aredenoted by asinglecharacter.
» Theletters“y”, “m” aredenoted by asingle character.
» Theletters“d”, “d” aredenoted by asingle character.
Each of theselettersis determined when reading amessage, implicitly.
It isobviousthat any letter can correspond to any (predetermined) combination of thethreestatuses, such as
BZZH, ZBB, etc.
Next, the sender typesthe message at the appointed time of the communication session, and the receiving
party tracksof the status of the sender and writesthetext.
For safety reasons, it makes senseto change the alphabet in apredetermined timeintervals.
Now the question arises, how much datacan be sent inthismode, for an hour for example.
Let usmake arough esimate. Thetime of manual statuschangeisabout 1s. Inthecaseof the“ red” separator,
thetimeisabout 2s(to be confirmed). Thus, about 20 lettersaretranamitted in one minute, and 1,200 lettersin one
hour, respectively.
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One can send approximately 28,800 letters per day; thiscorrespondsto approximately 2,000 to 3,000 letters
per pageor 14 pages per day (TimesNew Roman—12).

Clearly, theamount issmall, but in some casesit issufficient. These examplesillustrate the principle

of the proposed method. By changing the connection time and aphabets lots of optionsbecome possible, as
well astheuse of other statuses Thisincreases sgnificantly the volume of transmitted messages.

5. USINGAVATARS

Let usreturnto Figure 1. Thereisadrawing, akind of your representationinthe upper left corner, inacircle.
Thiscan beyour photo, or adrawing, some picture or no pattern at all. You can change picturearbitrarily at any
time; therefore, together with the status, thiscan be used for creating acovert channel.

Changing avatar.

Refer to Figure 4. It showsa screen with theavatar. A large image of avatar appears when clicking onthe
circlewiththeavatar. Thereisasign” ChangeAvatar” below. After clicking onthislink, go to theavatar sdlection
mode (Figureb).

Inthismode, you can changetheavatar to any other in thefollowing way:

» Takeapictureusing the computer camera;

» Takeanimagefromyour pictures,

» Useapicturefromyour computer’smemory;

» Usepicturesfromexternal memory (e.g. flash memory).

S Profile

victor
.o Online
Q Search
#A Home i Call 4 New
CONTACTS RECENT
Skype - Change picture

Public =

Echo / Sound Test Service

Fig. 4. Screen with avatar.

Totakeapicture, put the object infront of the computer cameraand click onthe” Takea picture’ button,
then theimage appears on the small screen.

To usethe previoudly taken pictures, just click onthe gppropriateimageinthe” Your previouspictures’
film, and it appears on the small screen. Therearearrowsto theleft and to theright of the film, withthe help of
whichyou can shift thefilm, searching theimage.
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Set your profile picture ﬁ

Take a picture of yourself with your webcam, or
browse for a picture on your computer

Your previous pictures

Browse... ] I Take a picture l

Fig. 5. Avatar selection mode.
To removetheimagefromtheinterna or external memory, click onthe“Browse” button, select thefileinthe
appropriate sectionand pick it.
Theimage appearson the small screen, then click “ Open” and our image appearsin the avatar selection
mode onthesmall screen (Figure 6).

- T

Set your profile picture "

Take a picture of yourself with vour webcam, or
browse for a picture on vour computer.

Your previous pictures

[ Ty again ] I Use this picture

Fig. 6. electing an image from memory.

Click onthe“Usethispicture” button, no matter which way you selected the image, and anew avatar
appears(Figure 7).

There can be lots of avatars and combined with statuses they can significantly enhance the channel’s
characteristicsbothinsigna modeand in“Morse code” modes.
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Thisis especially true concerning the signal mode. In contrast to four statuses, there can be anumber of
avatars, therefore; it ispossibleto provide agreat number of Stuations.
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Fig. 7. Screen with a new avatar.

Naturally, thereceiving party should havethe meansto automatethe search for correspondence between the
picture and description of necessary actions.

The avatar can be used asan additiona symbol to increase the number of lettersin the alphabet when using
“Morse code’ mode.

But it ssemsmore appropriateto useit asasgnof aparticular aphabet. Thereceiving party seesanew avatar
and understandsit should switchto another predetermined alphabet.

6. CONCLUSION

Thus, theuse of SKY PE service symbolsalows creating acovert communication channd in several ways, not
intruding intraffic and, thus, without breaking al existing protocolsand agreements.

The posshbility to use one SKY PE ontwo computersisof aparticular interest.

Congder thefollowing Situation: there aretwo computerswith I nternet accessintwo different countries, they
run the same SK'Y PE with the same account, login and password. L et it be Moscow and Bulgaria

If the personin Moscow logsin SKY PE, he/she seestheavatar inthe upper left corner. If he/sheclicksonit,
alargeimage of avatar gppearstotheright of it. If the other user enters SK'Y PE in Bulgaria, he/sheseethe same
thing.

But thethingisyou can easily change your avatar, SK'Y PE allowsit (see. Section 5 of thisarticle), and when
your companion in Moscow logsin hisTher SKYY PE account, he/she seesanew avatar.

In other words, inthis case, thereisno need to haveyour own SKY PE account; you can communicate with
each other without any traffic at all asif communicating to yoursdlf, but in different partsof theworld.
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At thesametime, if one of the partieschangesits status, higher companion seesit immediately.

Asfor thetime of appearing of anew avatar onthe other sdefromthe moment of itschanging, thereissome
uncertainty.

We have conducted aseries of experimentsand in some casesthis happened immediately, and in other cases
—infew minutes, sometimesit took several hours, but change always occurred. Inorder to find out what isthe
reason of such variation, it isnecessary to conduct aseparate study.
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