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ABSTRACT

Authentication iscrucial to preserve security during information exchange in the modern world. Unauthenticated
intruders can cause havoc to the security systems by blocking resources, corrupting or stealing information, and
exploit the data. Varieties of Authentication techniques are available today and they are employed in different
instances for identifying and allowing the valid users and thereby preventing the invalid ones. Token based
techniques are used to secure personal details. Knowledge-based authentication is used to prevent the person
access ng the websites unofficialy. Biometric based authentication can be used for variety of identification purposes.
Text based authentication uses a password for validating individuals. Graphical based authentication usesimage
based passwords to access information. This paper analyses several authentication mechanisms available today
and their usefulness in maintaining different aspects of security.
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1. INTRODUCTION

Authentication validates a user. It establishes communication between the sender and the receiver to access
datathrough asecret path. The purpose of an authentication schemeisto allow accessto information by the
valid users. Authentication techniques employed for security systems are of five types namely

(i) Token-based (i)  Knowledge-Based
(iii) Biometric Based (iv) Text Based and
(v) Graphical Based.

Token based technique is an authentication method in which tokens such as key cards, bankcards, smart
cards are used to provide security[ 13] . Token based techniques use password which can be easily stolen by
an unknown party. In token based authentication, user can either forget the password or lose the card.

Knowledge-based authentication methods include [12] two types of passwords. They are alphanumeric
passwords and graphical passwords. Alphanumeric passwords have few demerits. Graphical passwords are
difficult to guess. To overcome the vulnerability of alphanumeric passwords, graphical passwordsintroduced.
The biometric based authentication is more secure than knowledge based authentication. The biometric-based
authentication involves fingerprints, iris recognition and face recognition. Biometric system scrutinizes the
individual person uniqueness by using one of these means for recognizing and it is profitable to the users.
Biometrics system offers several advantages over the conventional security measures. Biometric systems
are more convenient to use when compared with traditional authentication systems such as knowledge
based and token based authentication [5].
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Figure 1. Classification of Authentication M ethods

Text based authentication involves authenticates a person [12] to avail the system in protected manner.
It allows only the person who has provided the user details in the registration phase. It does not alow any
person who has not entered the details in the registration phase. Text based authentication provides low
security featuresbut high usahility features. Graphica based authentication is mainly graphical image oriented.
Graphical based authentication provides both the security and usability for user [12]. Using graphical based

authentication, we can send the datain a hidden way. It cannot be easily captured by an intruder.

2. ANALYSISOFAUTHENTICATION METHODS
There are five types of authentication techniques, they are,
2. Biometric based authentication
4. Text based authentication

1. Token based authentication
3. Knowledge-based authentication
5. Graphical based authentication
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Figure 2: Categories of Token Based Authentication

2.1 Token Based Authentication
Token Based authentication methods are used popularly in smart cards.

2.1.1 Bank card

Bank cards are used to accomplish bank transactions. To protect the user details, bank cards, have the
unique identification number. The bank cards are helpful in maintaining the user details in secured manner.

2.1.2 Smart cards

Smart cards used mainly in the shops to show the identity of the user and protect from misuse by another
person. Token Based have the problemin the password. So, it is easily theft by the other members. To avoid
this method to use the biometric-based authentication.

Celestine Lyn Paul [1] gave the perceptions of the 24 participants in 10 weeks about the smart card
authentication. The drawback in thiswork is that the smart card supported applications are less in number.
Vaibhav Kale [2] proposed the mobile based authentication schemein which aQR codeisusing for the bank
security. The AES algorithm is used for the mobile based authentication. This gives security to the data.
Min-Shiang Hwang [ 3] explained the remote user authentication used for smart cards. Thisschemeisdivided
into the three phases. They are

(a) Registration Phase (b) Login Phase
(c) Authentication Phase.
It ismainly used in with a password file or a verification table.

2.2 Biometric Based Authentication

Biometric Based Authentication is used nowadays. Biometric gives more security. Presently several new
types of biometric devices are used. Biometric authentication provides authorization to the valid users.
Thefts can be controlled by biometric-based authentication. Different Biometric Authentication practices
are given below,

BIOMETRIC BASED AUTHENTICATION
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Figure 3: Types of Biometric Based Authentication
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2.2.1 Thumb impression

The thumb impression is an important personal identity. Every person in the world has a unique thumb
impression. It is prominently used in authentication.

2.2.2Iris Scanning

Theiris scanning is also used in biometric-based authentication. Thistechnique is used in aadhar cards as a
proof for the personal identity. In the aadhar card process there are three stages are follow,

1. Designtheirisrecognition codeinthe MATLAB
2. Obtain the output in the form of string and send it to the COM port of PC.
3. Receive the COM port data from the microcontroller and display in the LCD screen.

2.2.3 Face recognition

The face recognition is also used in biometric authentication. This is used to find the person accurately. It
used in the attendance system in companies.

AnitaRana[4] explained that in upcoming days biometric will play amajor role in everybody'slife. The
biometric devices are used in the Military, Wildlife, and used in many other applications. The biometric
devices arein different sizes. The security schemeisused in trust management. In thisthe trust management
system it checksthe sender node with another node. After receiving feedback, it findsand erasesthe unwanted
packets. Rubal Jain [5] explained a biometrics system that has various attacks on the biometric templates
and it utilizes techniques to protect from the attacks on biometrics. Quratulain et. al. [6] proposed the
biometric system is the emerging field technology. This paper gives the different reviews on the biometric
systems. This survey tells that 95% to 100% results in biometric systems are accurate. Biometric provides
better security. Bhanu Priya Tangja [7] tells about a system to find the signature is the real or fake. This
paper explains the ways to find the real signature of a person. Thisjob was done on the different stages of
testing. Mukesh D. Rinwa [8] explained that face recognition is the growing fast technology in the research
field. It used to check individual’s identification. In this paper, different techniques are used to represent the
face. The commonly used techniques in the face recognition are LBP, ELBP, LTP, LDP, LTrP, and, LDN.
Pooja Chugh [9] proposed a voting system with biometric techniques.

In order to reduce the voting time and manual work, abiometric systemis developed and used. By using
the aadhaar number the government system database attachesto the aadhaar number database. Thisbiometric
system helps in reducing the fake votes. Sunny Shahdadpuri [10] explained about the face and the hand
gesture recognition for personal identity. A new model of the Hidden Markov Model (HMM) proposed and
it yielded about 99% of successintherate of recognition. SV D (Singular ValuesDecomposition) coefficients
feature are also used for hand gesture system and skin segmentation. Neyire Deniz Sarier [11] proposed a
biometric based verification system. The remote authentication based on the server-side functionality is used
to store the data in the biometric system. This paper tells the different storage mechanisms using biometric
techniques. This system is used to save time and the storage cost of the database.

2.3 Knowledge Based Authentication

Knowledge-based authentication is commonly known as KBA, this technique authenticates a person who is
accessing the website unofficialy and gives usage details. The two types of knowledge-based authentication
are Static KBA and Dynamic KBA.
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Figure 4: Types of Knowledege Based Authentication

3.1 Static KBA

Static Knowledge Based Authentication sharesthe secrets. It used inthe banks, I T companies etc. The email
subscriber is to show authentication of the user before the user performs the function or they give the
password to the user if they forget the password.

3.2 Dynamic KBA

The dynamic knowledge is the top-level of authentication. Knowledge based questions are used to check
each single authorization.

According to Manjunath D [12] in the olden days the text-based passwords are used, but now a day’s
biometric systems are used. This paper promotes graphically oriented passwords because they improve the
security aswell asthe authentication. It avoidsthe weak passwords. Nikhil Tarkeshwar Ambade[13] explains
that the text-based passwords are used often, but they are easily attacked by the hackers, and this leads to
loopholes in security. Nikhil Tarkeshwar Ambade [14] also proposed that alphanumeric passwords are easy
to remember therefore, hackers easily find out these passwords. But, strongly coined passwords are tough
to find out and therefore these type of passwords can be used by the user. Persuasive cued click point
technique is a better technigue, which can be adapted in such situations.

3.4 Text Based Authentication

The text-based authentication authorizes the user and gives the permission to the user on entering a valid
text-based password to do the intended function. The usage features of text-based passwords are high, but
they are low in the security features, these passwords can be easlly tracked by the intruders.

3.5 Graphical Based Authentication

Graphical based authentication isthe form of text-based authentication. In Graphical based authentication a
picture is shown, when the user clicks on the regions that are the passwords access is permitted, otherwise
the user is denied access.

There are two types of graphica passwords. They are
(i) Recall Based and (i) Recognition based Authentication techniques.

3.5.1 Recall Based Technique

Recall based technique uses graphics that are created or selected during the registration process. The three
types of recall based techniques include
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Figure 5: Techniques of Graphical Based Authentication
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Figure 6: Types of Recall Based Techniques

(i) Draw a Secret Scheme, (if) Pass Point Scheme,
(iii) Signature Scheme

3.5.1 (a) Draw a — Secret Scheme

Draw-a-Secret Scheme (DAYS), isatechniquewhichispurely arecall based technique, wherethe user hasto
secretly draw animage during the registration phase [1] In order to login the secret image must be selected.

Pass shapes technique is proposed by Weiss and De-L uca. In this method, the graphical passwords are
turned into alphanumeric. It is based on 8 stroke angles and 45-degree intervals. In a different scheme to
DAS, Tao and Adams structured Pass-Go technique where the user hasto choose the intersecting points on
the grid in the same order selected during the registration phase to access the system. Pass faces scheme is
arecognition based technique, the user pre-selectsaset of people facesduring the registration asapassword.
During the login process user faces are shown and the user has to select the correct face to enter into the
system.

3.5.1 (b) Pass points scheme

In the pass points scheme, the password consists of an order of five click pointson the givenimage. The user
hasto chosethe click pointsinthe proper order to logininto the account successfully. Here, the user can use
the built-in images or the other images. The example for thisis the android pattern lock model.

3.5.1 (c¢) Signature scheme

In the signature scheme the user writes the signature and it is matched with the signature with that of the
person stored in the memory. During authentication signature is verified, if it does not match with the
available signature, it eliminates the signature.
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3.5.2 Recognition Based Technique

Recognition based technique is the easiest technique and the user can effortlessly use thistechnique to gain
access to the system. The user is asked to write something on his or her own hands and a PIN number is
alotted to the user for authentication. After submitting the proper pin number the user is asked to find the
drawn image. If the user selects the correct image drawn during the registration process the authentication
process will be completed positively. The pass face scheme isan example of the recognition based technique.

CONCLUSION

The different types of authentication techniques used currently are analyzed in this work. The biometric
authentication isthe latest and it is more reliable than other techniques. Knowledge based Authentication is
helpful in tracking unofficial users of websitesand providing their usage details. Token based authentication
techniques are very much helpful in handling smart card authentications. Graphics based authentications
techniques are reliable and makes the authentication process simple for the users. Even though text based
authentication techniques are not too strong they are widely accepted and used because of their popularity
and simplicity.
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