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A Secure WSN Based Forest
Fire Prediction System
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ABSTRACT

Forest Fireisapredominant natural disaster which requiresmodernization for early detection and prevention. The
technol ogy of Wireless Sensor Networks (WSN’ s) has shown substantial promisein pre-determination of theforest
fires. In this paper,the design of a system based on WSN for predicting and detecting Forest fires has been
discussed. Thefocusistowards security aspects of such systemsas lesswork has been donein that direction. Using
Elliptical Curve Cryptography (ECC) protocolshave been proposed for providing a secure base-to-node and node-
to-base communication. The protocols have been, devel oped using nesC |anguage,simulated on Tossim,and also
tested on MicaZ motes. The security analysis of developed protocols has also been carried out.
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1. INTRODUCTION

Forest fires or wildfires are uncontrolled fires that occur in wild areas and cause substantid natural, monetary,
and human loss. Early exposure and pre-determination of possible firesis the only plausible way to minimize the
damage and casudlties. Thusthe mogt critical issue in aforest fire detection systemis animmediate response. For
this purpose congtant and calibrated surveillance of the forest conditions is required. A recent revolution in the
field of Wireless Sensor Networkq 1] has made it possible to use this technology in Early Forest fire detection.
Based on the various studies that have been conducted towards this end, it can be observed that the adoption of
WSN for Forest Fire detection and prevention is more prudentthan traditional techniques.

Kechar et al [2] presented the usage of WSN for reliable forest fire detection. They studied the Canadian
and Korean Fire detection techniques for Energy and data efficiency, and using real-time simulations
concluded that the Canadian Fire Weather Index was more plausiblein WSN systemsfor Forest Fire detection.
Lloret et a [3] suggested usage of Wireless Sensor Network of fire detectors connected to Cameraswithl.P's.
Hafeeda et al [4], in 2008 proposed the use of Canadian Fire Weather Index to measurethe rate of spread of
the forest fire. Adlan [5] discussed in detail a plausible network Framework of WSN used in Forests for
Fire detection and proposed Energy efficient inter-cluster and intra-cluster protocols.

Forest fire prediction systems are data-centric applications. Security primitives which include
authentication,integrity, and freshness are of paramount importance in such systems. Based on the data sent
by various sensor nodes, alarms and actuators are employed, thus it becomes imperative to address the
critical security primitives.Although many designs for such systems have been proposed, the security of
the midess addressed. Asthese systems involve low power devices, traditional security mechanisms cannot
be employed.

This paper proposes a secure forest fire detection system based on WSN, enabled with a light weight
security framework. The Security solution leverages the low computational overheads associated with
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Elliptical Curve Cryptography (ECC).The proposed framework has been simulated on Tossim and tested
on MicaZ motes. The security analysis has also been carried out.

The rest of the paper is organized as follows: Section 2 presents the proposed Forest Fire prediction
system. Section 3 highlights the security requirements of the proposed system. Section 4 presents the
security framework using ECC. Section 5 provides the implementation details. Section 6 gives the security
analysis of the proposed scheme. Section 7 concludes the paper.

2. PROPOSED FOREST FIRE PREDICTION SYSTEM

The basic schematics of the proposed systemisshown infigure 1. The sysem divides aLarge Forest areainto
various cluster regions. All these clusters are interconnected through a multi-hop routing protocol. The sensors
deployed in a cluster will send the collected datato their respective cluster heads using a M ulti-Hop network.
The Sensors primarily used in the forest fire detection system include Temperature, Humidity, Rainfall, and
Wind Speed. In generd, the output of al the sensorsis between 4-20 mA. These Sensors are to be integrated
with a data acquisition board like MDA300[ 6].MDAZ300 is a multi-function direct user interface and flexible
data acquistion board. The board in itsdlf acts as a sensor and detects temperature and humidity changes in
the environment. MDA 300 has 7 single-ended or 3 differential ADC channels, 4 precise differentia ADC
channels, 6 digital 1/0 channels with event detection interrupt, 2.5, 3.3, 5V sensor excitation and alow-power
mode. The MDA300 data acquisition board is sandwiched with MicaZ Motes through 12C bus(51-pin
connector).These motes are programmed using TinyOS [7] Operating System. The cluster heads shall be
placed at strategic locations in the large forest areawithin their respective clusters such that they too connect
to each other through multi-hop routing. The closest of these cluster heads to the base station (BS) shall relay
the received data to the BS. This data will finally be collected at the Database server in large amounts. As an
enormous amount of data is being generated over certain periods of time, an effective data management
technique for well-organized data storage and retrieval using Big Data concept can be employed.

Based on the conclusion drawn by Kechar et al[2] that the Canadian Fire Weather Index (FWI) was
more plausible in WSN systems for Forest Fire detection, the proposed system would make use of the
Canadian Fire detection method.
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Figure 1: Basic Schematics of the Proposed System
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The Canadian method is based on Fire Weather Index (FWI). The FWI takes into consideration the
temperature, relative humidity, wind speed and rain readings. These observations help us in predicting the
highest burning conditions at about 1600hrs LST (Loca Standard Time) during the day. The FWI is made
up of six components. The first three components may be classified as primary components which in fact
are fuel moisture codes and monitor the moisture content of three types of forest fuels based on their drying
speeds. These FMC are — Fine Fuel Moisture Code(FFMC), Duff Moisture Code(DMC), and Drought
Code(DC). Fromthe primary components, wederive two intermediate components (Fire Behaviour | ndexes)
that monitor the rate of spread of forest fire, the amount of fuel available for the fire to spread, and the
intensity of the fire. These are — Initial Spread Index(1Sl) and Buildup Index (BUI). The combination of
these intermediate indexes gives us the fire weather index(FWI1)[8][9]. The block diagram in figure 2
summarizes the FWI.

All of these six components have their unique scale of values and in each of them, a higher value
indicates amore severe fireg[2]. The FWI scale and the danger of fire for each range of valuesisindicated in
Table 1.
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Figure 2: Block Diagram of FWI1 [8]
Tablel
Potential Fire Danger based on FWI Index [2]
FW Range Indicator
Low 0-5
High 10-20
Very High 20-30
Extreme 20+ —
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3. SECURITY REQUIREMENT IN WSN BASED FOREST FIRE PREDICTION SYSTEM

Security is one of the most imperative aspects of any system. Thesecurity requirements of the proposed
system can be understood by considering the following 2 communications patterns.

1. Base to Node Communication
2. Node to Base Communication

Base to Node communication primarily involves broadcast from the base station to al the nodesin the
network. Asthe most commoncommunication paradigm, the network users are expectedto issue the queries
to the network before obtaining theinformation of their interest. Furthermore, inwireless sensorand actuator
networks (WSANS), the network users mayeven need to issue their commandsto the network.The broadcast
communication can be employed inthe proposed systemfor over the air programming (OTAP) to reprogram
the network remotely.

Node to Base communication principally broadcasts datafrom nodesin the network to the base station.
The data transmitted involves the sensed parameters like rainfall, precipitation etc.Because of sensitivity, it
becomes quite imperative to handle entity authentication,integrity, and freshness of the received data. The
implementation of these security parameters is important so as to subvert any false aarms which may be
generated.

The security requirements (SR) for both types of communication patternsaredefined as follows:

» SR1:Node Authentication -Node Authentication is used to establish that the communication from
the sensor node to the base station is legitimate. An adversary may inject false alarms into the
network. This can result in disruption of the system by raising false alarms or subverting a genuine
alarm.

* SR2:Broadcast Authentication -Broadcast Authentication isused to validate abroadcast fromaBS
to all nodes in the network.

» SR3: Data Integrity -With dataintegrity, the transmission of sensor datafrom the sensor nodeto the
Base Station cannot be modified or altered by any external or unauthorized source. The integrity is
also paramount for broadcasted data.

* SR4: Low Computational Cost - WSN networks are characterized by severe resource constraintsin
terms of energy, computational power, bandwidth, and storage. The typica characteristics of a
MicaZ mote are 8-Bit micro-controller,ATmegal28L with 4 KB of RAM, 128 KB of ROM,
thebandwidth of 250kbps, and is powered by two AA lithium cellswith 2000mAH of energy [6].The
security protocols must adhere to these constraints.

4. SECURITY FRAMEWORK

The proposed Security framework has been designed to achieve SR1 to SR4.The framework uses ECC to
realize these security requirements for the 2 predominant communication patterns of the proposed system.
The Notations used in the framework are tabulated in Table 2.

4.1. Nodeto Base Communication

Node N. senses the respective parameters and encapsulates themin D . The sensed data is transmitted from
the N, to the Base station as given in (1):

N.— BS K .H(id).PU
Onreceiving (1), BS storesK .H(id).PU,__

IDIIS,[IH(D,) @

basel
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Table?2

Notations Used
Symbol Description
D, Sensor Data
B, Broadcast Data
N, Node i
BS Base Station
Id Nodeid of N,
G Generator Point of Elliptical Curve
K, Private Key of Node
K, Private Key of Base
PU,_=K,.G Public Key of Base
PUnode:Kn'('; Public KQ/ of Node

Q= K_.H(id).PU,__ ®)
BS multiplies (2) with K.
Q=K_H(id).PU,__ K*
Q=K H(id)k.G.K*

Q=K H(id).G

Q=PU__ H(id) (3)
BS calculates:

P=PU__ H(id) 4

Fromits own storage BS verifies P==Q, if true N, isauthenticated by BS and the packet is accepted. For
data integrity, BS recalculates the hash of D_and verifiesit with the received hash.

4.2. Baseto Node Communication
The BS broadcasts B, as givenin (5)

BS* — K..(1+H(D )).G||B, (5)
On receiving the broadcast the nodes store K, .(1+H(D,)).G
Q=K..(1+H(D)).G (6)

Nodes compute P = PU,__(1+H(D,)) fromtheir own storage. Nodes verify P==Q),if truethen the Base
broadcast is authenticated. For data integrity nodes recalculates the hash of B_ and verifies it with the
received hash.

5. IMPLEMENTATION

The programs for proposed system were implemented in TinyOS operating system using nesC Language and
smulated on TOSSIM [10]. TinyECC [11] library has been used for performing ECC operations. The programs

Figure 3: MIB520 System Programmer [16]
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iling Alice to a micaz bina

u1ld/m1caz/mam exe -Os -flnYlne-lmlt 10%00_-14311 -Hshadow -DDEF

1"d-'A11ce_to bui ‘d/mxcaz/'mam-exe .
16334 bytes in ROM

hvr-ob jcopy --output target =srec build/micaz/main.exe build/micaz/main.srec
wr-ob jcopy --output-target=ihex build/micaz/main.exe build/micaz/main. ihex

Figure 4: TinyOS Snapshot of writing TOS image on MicaZ
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Figure 5: Component graph of Base Station program Figure 6: Component graph of Sensor Node Program

were burnt on MicaZ motes using a MIB520[6] programmer shown in figure 3. The TinyOS snapshot of
MicaZ mote being programmed with MIB520 programmer isshown in figure 4. The component graph for the
Base Station program and Sensor node program is shown in figure 5 and figure 6.

6. SECURITY ANALYSIS

The security schemeisbased on ECC, thusthe strength of this scheme is based on Elliptical Curve Discreet

Log Problem(ECDLP).Some of the definitions pertaining to this discussion are listed as below:
Definition 1: An élliptic curve consists of a set of numbers (X, y), also known as points on that curve

that satisfies the equation:
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yY=x+ax+Db
The set of al of the solutions to the equation forms the elliptic curve.We generally see elliptic curves
used over finite fieldsin cryptographic applications where the points (x, y) form an additive group[12][ 13].

Definition 2: Inthe elliptic curve group (E,+) defined over afinite field F for someprimeno ‘P, let ‘G’
be a generator point which gives every other point in the group. When thispoint ‘G’ isadded ‘n" number of
timesto itself, the point addition yields another point ‘Q’ belonging to the same Elliptical curve. Given the
fact that ‘G’ and ‘Q’ are known, finding ‘n’ becomes infeasible. This problem of finding ‘n’ is called as
Elliptical Curve Discreet Log Problem[12][13].

Definition 3:A secure hash function h() : x — y isone way; if given x , it is easy to compute h(x) =;
however, givenyy, it is difficult to compute h'(y) = x [14].

6.1. SR1-Entity Authentication

Proof: Entity Authentication involves verification of the identity of the node by BS. The node sends
K, .H(id).PU__ tothe B.S. Inthisexpression, K isthe private key of the Node N, thus only Ni can generate
K .H(id).PU__ . TheexpressionK .H(id).PU,__ isECDLPproblem,thusK cannot beextracted fromit. On
receiving K .H(id).PU,__ , BS evaluates it and after series of steps arrives at the expression PU___ H(id),
where PU___isthe public key of thenode N.. PU___ H(id) can be arrived at,if and only if K isused in the
expression sent by N, thus verifying that K .H(id).PU,__ hasbeen actually generated by N. Thisleadsto the
entity authentication of N. by BS.

6.2. SR2-Broadcast Authentication

Proof: Broadcast authentication involves authentication of the base broadcast by al the nodesin the network.
BS broadcasts K, .(1+H(D,).G |[B. . Inthis scalar multiplication expression K, used isthe private key of the
BS. K, is only known to BS thus the expression K,.(1+H(D,).G [|B, can only be generated by B.S. K,
cannot be extracted fromK .(1+H(D,).G asit isan ECDLPprobIem Authentication of the broadcast by the
nodes is done by calculatlng PU (1+ HB, ). If PU__(1+H(B))== K_.(1+H(D,)).G , then the base is
authenticated by the nodes in the network,

6.3. SR3-Data Integrity:

Proof: Each Node N, has a preloaded one-way hash function h(). h() can be used for Data Integrity asshown
in figure 7.

- Recomputed
Received

Integrity
Validated

Figure 7: Hash for Data Integrity
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6.4. SR4-Low Computational Cost

Proof: An ECC protocol needs 160-bit keysto provide security equivalent to 1024-bit RSA[15]. Lesser key
Size brings in other significant advantages in terms of smaller memory (both ROM as well as RAM), faster
execution and efficient storage. The comparison[12][13] is shown in table 3.

Table3
Key comparison between RSA and ECC in ter ms of security equivalence
Key length of RSA Key length of ECC Ratio of RSAJECC
512 106 5:1
768 132 6:1
1024 160 7:1
2048 210 10:1

7. CONCLUSION

This paper firstly highlights the less explored yet essential security component of the existing WSN based
Fire Detection Systems. Secondly, alight weight security framework has been presented to achieve basic
primitives like node authentication, broadcast authentication, and data integrity. An Implementation of the
framework has been performed on the TinyOS Platform using MicaZ motes.A comprehensive security
analysis of the proposed system has also been presented. Organisation of the enormous data received from
the motes, spread across a large forest areausing Big Data concepts like Hadoop for fast retrieval and easy
management is yet to be explored.
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