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Securing Password for Website using
Blowfish Encryption and Decryption
Technique with Struts2 Framework

Ankur Saxena* Neeraj Kaushik** Nidhi Kaushik*** and Ankur Chaurasia****

Abstract : This exploration paper introduces a procedural way to deal with create Encryption and Decryption
mechanism of Blowfish for securing secret word classification over the sites utilizing Struts2 system. The
struts2 structure is utilized to create MV C based web application. A strut is an exquisite, extensible structure
for making venture Java applications. Encryption may be characterized as the encoding of datain such a way,
to thepoint that just a man with the correct information may decipher it. Thisapplication isexceptionally helpful
and stringent and can be best used by the software experts and utilizes a basic system for key Era component.
Final Encryption and decryption with Blowfish is finished by 2-tier framework. The coded information as | etter
sets, numbers, unique characters, legitimate administrators. We actualize our procedure in struts2 system.
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1. INTRODUCTION

Every person store huge amounts of datalike emails, contacts, calendars, documents, photosand on the net.
To cover and protect the privacy of online delicate datais another system. Thisrequiresthat you know which
computerswill be attached to each other so that thekey can be present on each one. It issame asasecret code
that each of the computers must know in order to translatethe information[1],[ 2].

Framework : Theframework isintended to streamlinethefull improvement cycle, frombuilding, to sending,
to looking after applications.it can be considered as an arrangement of capacitieshelping thedesignersinmaking
the applicationd 3], [4].

Sruts2: Struts2 isthe propelled rendition of Struts system. Thisnew structure hasre-invented the MV C
system by incorporating to another structure knownasWebwork. Few new dementsareinthe Struts2 release. At
the point whenthe Struts 1.0 wasintroduced, Strutswas considered asthe most famousweb structures utilized by
the Javadesgnersand it greamlined the utilization of Modd — Perspective— Controller (MV C) desgn by presenting
theActivity classesand Actionforms[5].

InthisFigurel user send therequest (user name and password) to server through web browser and

controller of struts2 encoded and decoded (Blowfish techniques) information and back to server through browser
asaresponse.

Encryption: A practice of changing simpletext into secret messagetext iscalled asEncryption. Encryption
technique is used by cryptography to send secret messages through at mid channel. The encryption process
requirestwo partskey and algorithm. [6]
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Fig. 1. Request and response scenario of login page with cryptography code in struts2.

Encryption =clear text + secret key +AES or DESalgorithm = cipher text (encrypted text)[ 7]
Decryption: It isjust an anti-pole process of encryption of Text [8].
Decryption = cipher text + secret key +AES or DES agorithm = clear text[9]

Hereinfigure 2 we ded with encrypting and decrypt ing of text string using cryptography API. The Encryption
and Decryptionis key and password basedthat iswhy it isreferred as Password Based Encryption (PBE).

Plain-text input Cipher-text Plain-text output
Hello Ankur Saxen “AxCv:5SbmEseThid3) Hello Ankur Saxen
How are you IGasmWe#d4” sdgfMwi How are you

r3:dkJeTsYBR\s@1g3

w3
‘ Encryption Decryption ’-

Same key i
‘/(s hared secret)\‘

Fig. 2. Encryption and Decryption M echanism with key.

2. BLOWFISH

Blowfish[10] is64-bit encryption and decryption based technique for cryptography. It could bevariable
length of thekey, it isbased on symmetric block cipher mechanismand dgorithmmainly hastwo parts. namely key
expangon and adata- encryption. Thekey expansion can beused to convert akey of at most 448 bitsinto severa
sub key of array type, giving the result as 4168 bytes. The dataencryption occurs by usage of Feistel network,
which has 16 rounds based and each round is having three components: key dependent permutation, key and
data-dependent substitution.

The measure of performanceof Blow Fishcryptography schemesarebased on several factors suchas
changeindatatypes—such as. jpeg or .docx or .txt file, power consumption, increased or decreased packet Sze
and changein key szefor the selected cryptographic dgorithmsand techniques.

The Blowfish having considerably good performance compared to other algorithms. Order of performance
could beshownlike Blowfish> AES> DES.
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This section of paper we have to discussthe time consumption of AES and Blowfish cryptography with the
help of below table and chart and show better result with Blowfish.

Table 1. TimeConsumption for Image (Encryption)

Image(JPEG) Time (Millisecond)
Blowfish AES
Imagel 85 100
Image2 96 120
Image3 124 224
Imaged 146 257
Image5 187 267
Image6 337 449
AvgTime 162.5 236.16
Throughput 17.71 12.18

Table 2. TimeConsumption for Image (Decryption)

Image(JPEG) Time (Millisecond)
Blowfish AES
Imagel 74 90
Image2 92 108
Image3 110 126
Imaged 136 152
Image5 157 173
Image6 259 276
AvgTime 138 154.16
Throughput 20.85 18.66

Blowfish

20.85

Blowfish

Fig. 3. Time consumption for image (Encryption). Fig. 4. Time consumption for image (Decryption).
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Figure 3 shows the comparative time taken in millisecondsfor encryption, Averagetime and throughput
for respectiveimagesfor boththeagorithm. FIGURE 4 shows the comparative time taken in millisscondsfor
decryption, Averagetime and throughput for respectiveimagesfor both the algorithm

3.REVIEWOFLITERATURE

Thetechnical outcome from other quality research article to put more detailed view of the performance of
comparison of AES, DESwithfamousBlowfishtechniquesand identified from[11],[12] that AES issgnificantly
faster and efficient than their other symmetric techniques. Withthetransfer of data, symmetric key schemeshave
least differencein performance and most resourcesareused indatatransfer than calculations. The Datatransfer
will surely benefit by AES usageif the encrypted dataisstored at the other end and decrypted with multiple phases.
So that theincreasein key Sze by 64 bitsof AESisdirectly proportiona to energy consumption approximetely 8%
without any datatransfer. The differenceis negligible. Reduction in number of roundsisdirectly proportional to
power savings but it makesAES insecure and hence should be avoided. Seven or moreroundsarefairly secure
and could beused to save energy efforts. The study [ 13] isconducted for different popular secret key adgorithms
suchasDES, AES.

The post implementation of their performancewas compared by encryptinginput filesof differing datatypes,
contents and itssizes. The algorithmtesting was done ontwo different hardware platforms, for comparing the
performancestatus. P-11 266 MHz and P-4 2.4 GHz machineswere used for thispurpose. It isnoticed that 3DES
has almost 1/3 throughput of DES. In[14], [15] astudy of security measurelevel hasbeen proposedfor ajava
programming language to analyze four popular Web browsers. This study consider of measuring the performances
of encryption processat the programming language s script with theWeb browsers. Thisisfollowed by conducting
testsssmulationin order to obtainthe best encryption algorithmversusWeb browser. Table 3 showskey sizeand
block sizeof theAES and Blowfish Algorithm.

Default length = 210
Table 3. Key and Block Size

S.No. Algorithm Key Size Block Size
1 Blowfish 426 42
2 AES 84 84
3 AES 126 84
4 AES 168 84
5 AES 210* 84
Table4. Timeconsuption (Different key size)

I nput Time (Millisecond)
Size(Kb) AES 128 AES 192 AES 256
55 48 56 67

86 91 104 12
12 102 115 131
600 133 157 168

1000 202 248 271
1025 310 311 330
AvgTime 147.66 165.16 179.83

Throughput 19.49 17.42 16.004
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Fig. 5. Analysis with different key size of aes.

Figure 5 shows the comparative time taken in millisecondsfor different key Szeinthree variantsof AES,

Averagetime and throughput .

Table5. Time Consumption (Base 64 Encoding)

Packet Packet Time(Millisecond)
Size Blowfish AES
Pl 1024.00 Kb 516 Ms 655 Ms
P2 1600.04 Kb 629 Ms 720 Ms
P3 2200.50 Kb 862 Ms 910 Ms
P4 2624.57 Kb 986 Ms 1020 Ms
P5 3225.31 Kb 1029 Ms 1286 Ms
P6 5200.50 Kb 1528 Ms 1598 Ms
P7 5665.25 Kb 1714 Ms 1643 Ms
P8 6144.00 Kb 1865 Ms 1868 Ms
Table 6. Time Consumption Hexa decimal encoding.
Packet Packet Time(Millisecond)
Size Blowfish AES
Pl 1024.00 Kb 516 Ms 655 Ms
P2 1600.04 Kb 629 Ms 720 Ms
P3 2200.50 Kb 862 Ms 910 Ms
P4 2624.57 Kb 986 Ms 1020 Ms
P5 3225.31 Kb 1029 Ms 1286 Ms
P6 5200.50 Kb 1528 Ms 1598 Ms
P7 5665.25 Kb 1714 Ms 1643 Ms
P8 6144.00 Kb 1865 Ms 1868 Ms
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BASE64 ENCODING Hexadecimal Encoding
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Fig. 6. Time consumption (Base 64 Encoding) Fig. 7. Time consumption hexadecimal encoding.

Results of Base 64 and Hexadecimal encoding techniques employed for algorithms namely Blowfish and
AESaregiveninFigure 6 and Figure?. It isidentified that two methods almost givesthe same result and hence no
sgnificant differenceisthere dueto changein encoding methods.

4. METHODOLOGY

Encryption and Decryption model of Blowfish is executed with Tomcat 6 Server map by URL.:
http:\\localhost:8080. Tomcat isan open source tool deveoped by the Apache Softwaregroup. Tomeat implements
and execute the Java Servlet and the JavaServerPages from Sun microsystems, and provides a
“pure Java’ HTTP server environment for Java programto run[16]. Thisinturn executesthe Encrypt filewhich
eventudly runsEncrypt password which encryptsthe user information, matchesit with the stored dataand hence
validatesthe username and password inthe Database.

Thisresult of Blowfish cryptography canrun on any webserver or application server like Tomcat 6 server
.Figure8 showsthe database interaction phase. If auser dready registered with the websiteinto hisaccount, his
password is encrypted and matched to the password stored in the any database (oracle, sl). If the information
givenby the user end iscorrect, then theuser ispermitted to movethe next phase. If auser registershimfor thefirst
timeinthispage, then hispassword isencrypted and stored inthe database (oracle,sql). Figure 9 show the normal
text with database. Figure 10, 11 givesglimpse of how encrypted passwordsare kept in databasefirst tier and
second tier. Figure 12, 13 givesglimpse of how decrypted passwords are kept in database. Figure 14 show the
actual text in browser. In caseauser forgetshisPassword then his password is decrypted and sent him back after
getting aserial publication of security checks.
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5.RESULTAND DISCUSSION

Now we haveto find out the advantage of Blowfish cryptography technique with Struts2 over thetraditiona
cryptography AES. Theaverage datarateiscaculated for Blowfish and AES based on therecorded data. The
Formulaused for calculating average datarateis

Nb H
AvgTime = izm(Kb/s)
Nblzl
Where

AvgTime =Average Data Rate (Kb/s), Nb= Number of Messages,Mi = Message Size (Kb), Ti = Timetaken
to Encrypt Message Mi

With the help of below table and chart and show why Blowfishwith struts2 resultsisbetter than AES.
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Table7. Timeconsumption (Encryption)

I nput Time (Millisecond)
Size(Kb) Blowfish AES
55 48 56
86 91 104
12 102 115
600 133 157
1000 202 248
1025 310 311
AvgTime 147.66 165.16
Throughput 19.49 17.42
Table8. Time consumption (Decryption)
I nput Time (Millisecond)
Size(Kb) Blowfish AES
55 50 58
86 82 96
12 100 127
600 131 144
1000 220 257
1025 320 375
AvgTime 150.5 176.16
Throughput 19.12 16.33

FIGURE 15 shows the comparative time taken in milliseconds for encryption, Average time and
throughput for respective input sizesfor both theagorithm. FIGURE 16 shows the comparative time taken in
millisecondsfor decryption ,Averagetime and throughput for respectiveinput sizesfor boththealgorithm.
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Fig. 15. Time consumption (Encryption) Fig. 16. Time consumption (Decryption)
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6. CONCLUS ONAND FUTURE WORK

This paper has proposed to take care of the password security issuein sites. The advanced architecture
design of Struts2 with Blowfish techniquescan effectively ssfeguard thebusinessinformetion. Thisisagtraightforward
web applicationwhich can be very useful for programming Experts. Theencryption application crested and depicted
inthis pgper won't not be equivaent to other popular encryption agorithms however itsaccessibility demondrates
that devices can be produced that could satisfy the needs of an industry without depending on obtaining costly
techniques fromthe business and development sector. A considerable measure of extensionwork canbedonein
thisfield withnumerous other frameworksto augment the cryptography structura planning. Someindustry experts
also work Blowfishwith integration of spring, strutsand hibernatein future.
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