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Effective Management of Security of Risk
in Cloud Computing Environment
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Abstract : The different risks of security related with each and every modd of cloud delivery may differ and
are based on a number of factors such as the importance of information, structure of clouds, security controls
used in a specific cloud system. As the times passes on, different organizations give some relaxation in ther
security. To counter this relaxation, the various security providers perform regular security checkups. This
security checkup is an important tool for reducing the threats, overcoming the weaknesses of the system and
easing security risks. This paper is used to manage the security risk in the cloud computing environment and
also identify various risks and susceptibility. It coversall the models of cloud service and deployment. Thenthe
provider of cloud can apply it to various organizations to perform mitigation of risk.
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1. INTRODUCTION

The advantages of cloud computing are well known and there is necessity to build suitable and efficient
security systemfor implementation of cloud. In spite of thenormal challenges of developing secured information
technology systems, sometimescloud computing systems providesan extralevel of risk because itsimportant
services areoutsourced by third party. These outsourcing sometimes makesit difficult for maintaining integrity and
privacy of data, supporting availability of variousdataand services and reved variousagreements[1]. A survey is
conducted by IDC to measure the opinions and the enterprise use of information technology services by the
variousinformation technology executives and their business oriented coworkers, showninfigure 1. Intoday’s
environment security hasbecome abiggest challengeand sensitiveissuefor cloud computing[2].

Thevariousrisksrelated to the cloud computing are quite old today and it can be obtained from various
organizations. The properly planned variousrisk management activitieswill beimportant to indicatethat information
issmultaneoudy available aswell asprotected [ 3]. If methodologiesof risk management isplanned and organized
properly thenit helpsthe management to control and provide the essential security measures.

Theatmosphereof Cloud computing whichisavailableinthevariousformatsand modelshave different ways
tojudtify the various susceptibility and threststo an organization. This paper providesanimportant environment for
better understanding of the organizationa security. Theservices of Cloud can be useful to thisenvironment inthe
organizationsfor mitigation of risk.
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Security -50%
Availability 83.30%
Performance 82.00%
On demand payment model cost more 81.00%
Lack of Interoperability 80.20%
bringing back is difficult 79.80%
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Not enough ability to customize %6%
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Fig. 1. Cloud Servey Mode couducted by IDC.

2. DIFFERENT ISSUESOF SECURITY INCLOUD COMPUTING ENVIRONMENT

Cloud computing utilizethe threetypes of delivery model to provideservicesto the different end users. These
modelsinclude PaaS, SaaS and |aaS respectively, providing resourcesfor infrastructure, softwarefor servicesand
platform based application to the users. These models provide various level of security requirement in cloud
computing. Thearchitecture of cloud computing haslaaS at it lower level upon which PaaSis placed and thetop
level containing SaaS. Practicaly asthe capacitiesare acquired, so arethe security issuesrelated to dataand the
diverse dangers. There are numerous noteworthy exchange offsto every model in the terms of coordinated
components, tensility versusintricacy and security. Onthe off chancethat the cloud administration supplier deals
withjug the security at the baselevel of the security design, then the purchasersturn out to be morerespongblefor
executing and dealing with the security capacities. According to thereview [4] conducted by the Cloud Security
Alliance (CSA) and | EEE that the customersacrossvarious sectorsare ready to adopt the cloud based computing
but major concernisrelated to its security. Hence the provider needs to ensurethe rapid increaseinits cloud
security and itsrelated drivers. Theincreasing demand of cloud computing not only shows how cloud computing is
garting anew trend in computing and reshaping the I T sector, but also showshow lack of aconsstencedomainis
having adverse effect onitsgrowth.

2.1. SaaS Related Security Issues

In cloud computing models such as SaaS, the user using the cloud platform are dependent onthe provider for
providing themwithreliable security measures. The provider of cloud servicesmust be fully awareto ensureand
prevent different usersacrossthe cloud to accesseach other’sdata. Henceit isdifficult for user to beaware of as
security measuresare setup properly. Furthermore, it’sdifficult to assurethe application used will be availablein
futurewhen needed [5].The cloud user in SaaS by default will bereplacing the old application software' swith new
ones. Inthisway theattentionisnot on versatility of utilization, but rather to stabilize or improvethe pre-existing
security given by thelegacy application and accomplishing an effective way to ensurethe migration of data[6]. The
SaaS software developer and merchant can host these application onitsown personal serversor on adistributed
cloud computing infrastructure maintained by an outside supplierssuch asthird-party like google, IBM etc. Using
the pay-as-you go approach in cloud computing enables the provider to concentrate and focus on providing
reliable servicestoitsuser.
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During thelast few years, computing deviceshave integrated into variousventuresasaresult I T servicesand
computing resourceshasturned into abadc and important asset. Today'sEnterprises view informationand busness
methods like evaluating data, records, exchanges, and so on asitscrucia and important to protect such datawith
control to itsaccess and various policies. However in SaaS, the data of one enterpriseisstored inthe server of
provider with dataof other businessenterprise. If SaaSProvider isutilizing the maximum of public cloud rather
than private cloud computing servicesthenthereisthe probability of enterprise databeing stored with other data
that isunrelated to the enterprise such as databelonging to SaaS application. Likewisethe provider usesmultiple
cloud serversacrosstheworld to store data of enterprise onit to ensure accessbility of dataat any moment of
time. Sinceenterprises are aware of SaaS model, however thedata still remains accessible within itsboundaries
with respect to their policies. But there are mgor concernsregarding the dataavailability, application threatsand
threats of datatheft which can lead to lossesin terms of liabilitiesand finance.

2.2. Security Issues Related To PaaS

TheProvider of PaaS may give some benefit to the general populationto construct afew applicationsonits
platform. Still the security provided benegth the level of gpplicationwill be under thecontrol of provider andit'sthe
responghility of the provider to ensurethat dataremains blocked between applications. PaaSmodelsare used to
provide the developersto develop their own applications using thetop layer of PaaSmodel architecture. This
exchange spreadsto security highlightsand limits, where there islessflexibility in theintringc capacitiesand there
ismoreversatility inthelayer on additiona security.

Application which aretrying to impact ESB also known as Enterprise Service Bus must provide security to
ESB specifically, controlling convention such asWSi.e Web service security [ 7]. The PaaS modelslack the ability
to divide the ESB, to ensurethe efficiency of programsrelated to security application Metrics must be used,
enumerating and measuring the efficiency of codefor gpplication. Congderation must aso be givento these malignant
programmersrespond to latest architecture of PaaS cloud modelsthat stops variouscomponents of application
from scrutinizing. Sometimesit may happenthat hackersmight atack onthevisble codeswhichare running during
gpplication execution. Thereisadditionally achancethat they may attack the architecture and undergo performing
protracted black box testing. Thecloud isnot vulnerable only dueto itsrelation with variousweb applications but
also dueto the SOA application also known as Service -Oriented Architecture that run from systemto system,
whicharecontinuoudy set up at increasing rate onthe cloud.

2.3. Security Issues Related To laaS

Using thelaaS model of cloud architecturedeveloper can have great control over the security ascompareto
SaaS and PaaSmodd of cloud architecture, until their exist no loop holeinvirtudizationmanager security. Howsoever,
hypotheticaly virtua machines can addresstheseissuesyet inredlity there are various security problems[8][9].The
other element that affectsisthereliability of datawhichis stored insde the hardware of cloud service provider.
Withincreaseinvirtudization, the mainissuefaced isto ensurethat the owner of datahasfull control and access
over hisdataregardlesswhere ever the datais stored among the cloud serversacross any geographical location.
So to maintain and achieve the ultimate security of data stored on the cloud and develop trust among usersfor
cloud resourcesvarious methods must be applied [10]. Theresponsibilitiesfor security of both provider and the
user contrast in cloud services models. For instance EC2 model of Amazon popularly known asthe “Elastic
Compute Cloud” [11] architecture, Incorporate responshbility of the cloud service provider to ensure updated
level of security for VMM i.e. Virtua Machine monitor, suggesting that the provider can only relate and solve
security issueslike virtualization security and environmental security etc, whereasthe client user isin chargefor
various controlsof security that pertain to information technology systemsincorporating application, sorage of
data and aso operating systems.[ 6]
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3. ANALYZINGTHERISK FACTORWITH DIFFERENT SECURITY SENSITIVITY ISSUE

Thevariousrisk types (such asintegrity, security, performance and availability) are similar with those cloud
systemswhich do not have proper cloud security solutions. Therisk level of an organization generally changesiif
cloud solutions are adopted (depending on for what purpose and how the cloud solutions are accepted and
utilised). Thisis mainly dueto the changesin probability and impact with respect to the events (residua and
inherent) of risk associated with the Content security policy (CSP) that has been used for various services.

Therearevariouscharacteristicrisksassociated with cloud computing systems. They are:
3.1. Force Of Disruption

According to someorganizationsinnovation facilitation and cost saving through cloud computing, isconsidered
asrisk events. Cloud computing could interrupt some of the business modelsby letting down theentry barriersfor
new competitorsand even makethemoutdated in the coming future. For example, thereisdeclineinthe sale of
DVDs (Digitd Versatile Discs), CDs(Compact Discs) at different physical stores dueto I nternet Technology.
Currently available competitorswho are fully embraced by cloud may bring some new innovationsandideasinthe
markets quickly to sustain themselves. Sincethe cloud computing solutions reducesthe capital expenditure by
yielding the short term shaving, so some organization adopting the cloud might make good margin over itsnon-
cloud competitors. Thus when members of an industry implements acloud computing solutions, then other
organizations could also beforced to follow the same ruleand implement the same [12].

3.2. LivingIn TheEcosysem Of SameRisk AsThe Content Security Policy(CSP) And Other Residents
Of TheCloud

When an enterprisesimplements cloud computing solutionsmanaged by third party then sometrust rlationship
in coordination with CSPare formed with respect to therisk universe, legd liability, incident response, incident
escalation and someother areas. These activities of the CSP and their cloud residents caninfluence thebusinessin
variousways. Let usconsder the below mentioned points:

Generdly, providersof thethird party cloud serviceand their client organizationsaredifferent enterprisesbut
if the CSP unableto fulfill itsresponsibilitiesthen it may have some authorized liability implicationsfor different
CSP'sclient organizations. But if aclient of cloud organization unable to fulfill it responsibilitiesthenthereisless
chance of any legal implicationsto the CSP.

Providers of cloud service with their client groups have different programs of ERM (Enterprise Risk
management) to defineall the areas of supposed risk. Infew casesthat involve many highdollar yielding contracts,
CSPswill try to integrate their ERM programs with their associated clients. The bunch of risks opposing an
organization that usescloud computing of third party containsapart risksthat isfaced by CSPsand risksfaced by
anindividual [13].

3.3. Lack Of Transparency

A CSP hardly disclosethe detailed information about it operations, processes, methodologiesand controls.
For example, clients of cloud haveto look into the datastorage locations, agorithmsused by the CSPto dlocate
different computing resources, how client datais separated within cloud and the specific controlsused to protect
componentsof the cloud computing architecture.

3.4. Issue Of PerformanceAnd Reliability

System failurethat can occur inacomputing environment isarisk event but it offersunique challengeinthe
environment of cloud computing. Although aservicelevel agreement isdefined to meet specific requirements but
CSP solutions sometimes not ableto fulfill these performance metrics dueto some un-expected demands.
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3.5. Absence Of I nteroperability Or Portability Of Application Among Users

Content Security policies provide sometoolsof software development aong withtheir cloud solutions. If
these development tools are exclusive, thenthey may create someapplicationsthat work only withinthe solution
boundaries of different CSPs. Subsequently these new applications, which are created exclusively, may not work
well withsystemsthat do not liein the boundary of the cloud solutions. Furthermore, the more number of applications
developed with these exclusvetools and themore organizationa datastored inthe cloud solutions of the CSPs, it
will become moredifficult to changeproviders.

3.6. Issues Of Security And Compliance

Based on what different processes supported by cloud computing, some security and retention issues may
come up to comply withthelaws and regulations such asthe Health I nsurance Portahility and Accountability Act of
1996 and the Acts of Sarbanes-Oxley of 2002 and the different data privacy and protection lawsendorsed in
various countries. Examplesof these data privacy and protection regulations would include I T Amendments of
India, Persond DataProtection Act 2010 of Maaysia, the Patriot Act of USA and the Data Protection Directive
of EU. Depending onthe different cloud solutions used (PaaS, |aaS and SaaS), an organization of cloud client may
not obtainand review security incident or operations on network asthey areinthe control of CSP. The Content
security policy might not disclosethisinformationor might not do anything without ignoring the privacy of other
clientsusing the cloud infrastructure.

3.7.MoreNumber Of Cyber-Attack

The Association of anumber of administrations operating on infrastructure of a CSP presents more attractive
targetsthan asingle organization, thusincreasing the chances of attacks. Furthermoretherisk levels of CSP
solutionsarehigher compared to dataintegrity and confidentiality.

3.8. Data L eakage Risk

In multi-client cloud environment where resources are shared between enterprises and gpplications, presents
dataleakage risksthat may not exigt if resourcesand dedicated serversare used exclusively by asingle organization.
Thisdataleakage risk presentsan extra point of consideration with respect to meeting confidentiaity and data
privacy requirements.

3.9. Organizational Changesln Information Technology

If cloud computing isimplemented at a higher scale then an organization require less number of internal
informeationtechnology personnd intheareasof development of gpplication, deployment of technology , management
of infrastructure and maintenance. The result of thiswould be therisk of losing dedication and morale of the
remaining I T gaff.

3.10. Sustainability Of Cloud Service Provider

Intoday’sworld many companiesarenew in providing cloud servicesor even for existing companiesalso
business of cloud computing isanew one. So the projected profitability and longevity of cloud serviceisnot
known. Hence some CSPsare reducing the offering of cloud service becausethey are not much profitable from
business point of view. Result of thiswould be facing the operational disruptionsor loss of time and expenses of
searching and adopting some dternate solutions, for example returning back to in house presented solutions.

3.11.

Apart fromtheserisks, there are some other features of cloud computing that may generate some lesser
known challengesthat warrant evaluation. Management teamsmay be interested to accept therisksof running the
whole organizationin apublic cloud given the smdll direct capital investment requirements. Start-up and venture
investors may sometimes prefer to focus their investments on the business modelsirrespective of the technology
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infrastructure that would be of very limited vaueif the venture wereabout to fail. Start-upscan organize their
business modelswith the help of cloud solutionsmore easily and economically as compared to last generation
technology options. All therisks of cloud computing discussed above should undergo arisk assessment test and
should be given mindful considerationto prevent from some undesirable consequences. Many risksdiscussed
above arenot likely to be modified by clausesof contractua witha CSP. Furthermore somemodified and upgraded
solutions may be required to beimplemented beyond theinstant cloud solutions provided with the help of CSP.

4.RISK MANAGEMENTAND SECURITY SENSTIVITY | SSUE

Risk canbe broadly classified into four categoriessuch asAccepting Risk, Transferring Risk, Avoiding Risk
and Mitigating Risk. Theresult of risk analysisisshowninfigure 2.

4.1. Accepting Risk

Here Risk isaccepted unconditiondly. Risk here depends on external factorslikelaws. Althoughtheactions
taken hereto counteract with thesethreatsare indirect thingswhich depend on same external factors, so it isupto
the system to accept the given condition or change the constraint.

4.2. Transferring Risk

Hereriskistransferred to third party. Although the problems here are supposed to comefromaCloud service
provider, so therisksare generally transferred. Theaction taken againgt such threats are under observation of third
party but it isguaranteed by the service provider itsalf.

4.3. Avoiding Risk

Hereriksareavoided and somealternativesare shown. Theriskshere are generdly identified by the cloud
service providersand cloud users. So theactionstakento tacklethesethreatsare grouped into two categories: the
situation where the user required to be adjusted or the situation when the Cloud service provider takes some
actionsto tacklesuch problems. So an extreme and difficult countermeasureisrequired.

4.4. Mitigating Risk

HereRisk isdecreased to thelevel at whichit isaccepted. Riskswhich aregrouped into Mitigation of Risk are
likely to includeregulatory agreement of the different Cloud service provider, itsdescription, verification, etc. It
wasthen checked whether the standard of the Cloud service provider isadjusted, or it developsaccording to the
standard of the Cloud service provider to handle therisk generated in the system.
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Fig. 2. Reault of Risk Analysis
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5. RESULT AND DISCUSSION

Transfer of computing load gives achanceto easethevariousdifficulties, cost and capital expenditureinthe
system. So the real advantages of cloud computing are cost cutting and balance through volume of operations,
charging according to the usage of data, ahhigher and more speed in the market by introducing data components
and outsourcing lessimportant activitieslike capacity planning and scalability

Forming aself-service information technology and cost cutting may be very effective but it may sometimes
worth nothing.

However servicelevel agreements (SLAS) can sort out some problemsthat ariseinthe system, but thereal
problems can befindly sorted out only when the clientsactualy switch between the providers of their choiceinthe
red world. Although thishappensin many organizationsand thisswitching created acompetitive environment inthe
market place. Until that kind of markets established completely, organizationsmay usetheir homemade solutions
becausethey haveinvested huge amount of capital inthe market which is spread acrossthe product world.

Although the proper marketing of thefunctionsof the cloud and its servicesarenot done, il it isbelieved that
cloud will capturethe market because of itslow cost, low maintenance, quality of its services and hasse-free
switching between providers. Inthese situations, problemsrelated to supply of services may also beremoved.

Althoughthe usesand advantages of cloud computing iswell known but there are some problemsrelated to
the outsourcing of some activities and other risks appears because of temporary changes[14] madein the system.

So before moving to the cloud the most important factor that we should keep in our mind to know our group,
know thevarious solutions of thecloud and itsprovider. The decision of moving to the cloud should comprise of
minimum number of organizationa designer, I T leadership, product vendors, developers,, and hiring teams for
outsourcing. Thismay cause sometimeslack of fundsin the organizations. While exploring new development in
cloud computing it needs adventurous approach and technical intelligence and if group membersarenot interested
tolearn new thingsthenit will be discouraging for the organization. Sometimes some group membersmay think that
implementing new approach and developments may losetheir job, S0 it should be dedlt properly inthe organization.

It may be possible that some managersafraid of shifting towardscloud solutionsfor jobinsecurity. Thoughthis
reasonisvalid but it cannot beignored. Solutions are getting superior day by day and anumber of examplesare
availablefor itssuccessful implementations[15].

6. CONCLUSION AND FUTURE SCOPE

Inthispaper Cloud computing security problems have been analyzed in details on the basis of the method of
risk breakdown structure and the methods of risk. Furthermoreto satisfy extracted risks countermeasureswere
developed individualy. We have also tried delicate the balance between advantages of using cloud computing and
variousrisk factorsassociated with it. That means, it is supposed that the cloud services provider canimprovethe
vague insecurity of the user by the proposed countermeasure of this paper. Effectiveness of the proposed
countermeasure will be evaluated quantitatively inthefuture. Furthermoretheaimof thispaper isto improvethe
objectivity and develop thoseideasinto specific proposals.
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