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USER AUTHENTICATION USING ONE-TIME
PIN CODES AND KEYSTROKE DYNAMICS:
A REVIEW

Amarjeet Badhani* and Baljit Singh Saini**

Abstract: Computer is the main source of information in today’s world in every field of technology or
study. With increase in the need of computer to store and process the sensitive information the threat of
intruders also increases day by day. Keystroke dynamics is one of the methods to increase the security of
your system as it is cheap and effective. Keystroke dynamics make use of typing pattern of every
individual to identify him. One of the technique can be used is one time pin codes which changes
randomly every time a user use it.
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1. INTRODUCTION

Keystroke dynamics is biometric ways which identify the user on the basis of its typing pattern [1].
In the 21° century everything is related to computers to store the data and forward the data. As the
use increases the security risk of theft of data also increases, to protect data we use password but
which are easily cracked by the hackers in today’s world [2]. It is very essential to protect the
computer network and data to build a new system [6]. There are two types of authentication in
keystroke dynamics. Continuous authentication (structure and value are not fixed) and Static
authentication (structure and value which is to be entered as in the text form are fixed) [10]. Two
terms which are generally used in biometric are Authentication (here the user is verified whether it
is who he poses himself) and Identification (a user having id is processed) [13]. As in current time
people mostly use mouse to interact with computer so there is use of mouse dynamics (make use of
pointing device (mouse) or touch pad) [15]. Keystroke dynamics is cheap solution to the problem
of security threat in this user has not to worry about remembering of password or loss of password
as it is different from one user to another and very hard to be used by someone else [7]. Keystroke
dynamics can also help to find the malware in a user personal computer or laptop [4].

2. DATA ACQUISITION

Firstly a user is given a paragraph to see their timing pattern and key rhythm which is stored along
with the paragraph of user, then during the authentication time when the user enters his id and
password then it is typing rhythm is matched with stored one from the database if it verifies or
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match the user is allowed to proceed further and if not match then access is denied for that user [9],
[13]. There are different ways to get data from the users.

(a) Text entry: Text can be classified into two types. Static or structured (which is fixed or
common for all) and dynamic or free type (text according to the user choice or different for
everyone). For example a static text can be like a pin code of length size of 6 digits varying
values from 000000 to 999999 and dynamic can be of any size length and any value of user
choice as it is not fixed [10]. In our experiment we will take about 50 users of different age and
different profession like students, teachers etc. We will provide the same keyboard to the entire
users and ask them to type the one time password and their typing pattern will be stored and
will be matched during the authentication time.

(b) Environment: It is the important part of the experiment as it affects the typing pattern of the
user. Environment can be categories in two types. Firstly controlled environment in which the
machine, room light and other features are design or used according to the need of the
researchers and secondly is the uncontrolled environment in which researchers have only partial
control over the information entered by the users [13], [15].

(c) Features: Latency is the most common feature used in the keystroke dynamics. Latency can be
categories in three different types that are press-to-press, release-to-release and release-to-press
[3]. Flight time (release-to-press) can be defined as releasing of one key and pressing of another
key. Dwell time is define as pressing of one key and releasing of same key [8].

(d) Errors: There are three types of error among which the first one is False acceptance rate(FAR)
is define as the numbers of invalid user which do not have authentication are allowed in the
system to use as the valid user in system [8]. Second is False rejection rate (FRR) is define as
the number of valid user rejected to use the system posing them as invalid or impostor users.
Thirdly is Equal error rate (EER) is define as the mean taken of both FAR and FRR. The less
EER obtained in the experiment better the result is to be consider of the research. FRR is also
said to be the type 1 error and FAR is also said to be type 2errors. . If we have high type 1 error
then type 2 errors it is considered to be good result because there is less number of impostors in
the system which will be helpful and beneficial for the system.

3. APPROACHES

Approaches are used for the classification of users of different algorithms used by the researchers
in their research. Different type of algorithm are used for the same experiment as to compare the
result of the experiments and find out which one gives us the better result[10], [13], [7].

(a) Statistical Algorithms: These types of algorithms are used for computing the mean and
standard deviation in the experiment for the different values taken by the researcher. It is used
for the comparison using assumption testing, t-tests and distance events such as absolute
distance, weighted absolute distance, Euclidean distance, Manhattan distance etc. Statistical
algorithms has disadvantage of lack of training which is very essential part of identifying the
patterns of user in the keystroke dynamics which result into the poor result of the experiment
[10], [13].

(b) Neural Networks: It is non-linear statistical data modeling tools which make the use of
neurons interconnection for the result of the experiment. In this we have two types of learning
that are supervised learning and unsupervised learning. Supervised learning makes the use of
back propagation technique of its other different techniques while unsupervised learning makes
the use of Hopfield neural networks [13]. Neural networks have the advantage of using multiple
parameters in their algorithms but it make them slowly processing in the training and
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application phase of research. It also have the disadvantage of selecting features for experiment
in the classification as it is cannot be seen from inside. It can make problem when it is use in
real time for continuous keystroke authentication.

(c) Pattern Recognition and Learning based algorithms: The way of using the pattern or objects
in different algorithms to classifying them in different categories. It makes the use of simple
machine learning algorithms such as nearest neighbor algorithms and clustering [5]. Support
vector machine (SVM) one of the supervised learning technique which can be used for both
identification and authentication purpose in the research [9]. Probabilistic learning provides us
confidence value by ignoring the outputs of low confidence values in the experiment whereas
unsupervised learning techniques identify the patterns in the data automatically [7].

4. FACTORS AFFECTING THE PERFORMANCE

There can be multiple factors affecting the performance such as the type of text used by the
researcher in his research is structured text or unstructured text. Another factor can be overloading
of the system due to more amount of data to be processed which can affect the timing inaccuracy
problem for this the system should be made in robustness form. The length of the text can be one of
the factors as longer text make easy to identify the User while short text make difficult for
identifying the user. Number of samples taken for the experiment will also result in the error rate of
the system which can be recognized one more factor for affecting the performance. One of the main
factors can be the state of a user, algorithm used and the position of the user while he or she is
typing the text [11].

4.1 Proposed theory

In my research | am going to use the one time pin codes (OTP) of 8 digits where the length size is
fixed but value will vary from 00000000 to 99999999. As it is was there in paper of one time pin
code that with increase in length the equal error rate decreases [10]. There will be about 50
participants from which the data will be collected for the research in which there will be some
common OTPs to all participant and some personal OTPs to all participants. Distance metrics
algorithms will be used such as Scaled Manhattan Distance (SMD), Scaled Euclidean Distance
(SED) and Adapted Scaled Euclidean Distance (ASED). Data collection tool software will be built
for the collection of data from the users which will include an external keyboard for the typing of
numbers from (0, 0) to (9, 9) from 10 to 20 times on both sides from number pad and number row
which will be taken as the training data and the timing of user for pressing each key and releasing
each key every time will be recorded. In phase two of this tool a testing phase will be taken where
the 20 fix eight digits one time pin code will be ask from user to enter and it will be matched from
the training data of that user. Later the weka toll will be used for analyzing the data of data
collection software to find the error percentage.

4.2 Security issues which can be resolved by keystroke dynamics

(a) Shoulder surfing and user mimicking: It is an attack in which the invalid user tries to use
typing pattern of a valid user behavior [3].

(b) Spyware: It is software which is use to record the accurate timing pattern of user when he
pressed the key and when he release it [3].

(c) Social engineering: It is the way to get the private information of the user by manipulating and
tricking him or her [3].
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(d) Guessing: It is not very easy to guess anyone typing especially in the free text or the dynamic
text used for authentication [3].

5. CONCLUSION

As keystroke dynamics does not depend on what the user is writing but how he or she is writing so
it make more easy to find the invalid users in the system trying to authenticate as the valid users. It
is one of advance feature or a way to increase the security in the modern world to prevent the
hackers from their ways to enter in a system. From the earlier research papers we can see that some
of the features are more important and useful to us in comparison of other features. Future work
with the combination of features can increase the accuracies of or research and provide us better
result than we have seen from the existing literature.
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