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Abstract: Mobile communication area has become very advanced with the technical advances in the field of wireless

technology. The revolutionary changes of wireless technology made it possible for people to use mobile networks

while on move. This has created demand for infrastructure less networks. Such networks are known as Mobile Ad

Hoc Networks (MANET). MANETs are self-configuring temporary networks created with the help of neighbouring

nodes. An intermediate mobile node can acts as router to forward packet to its next node and this process will repeat

until the destination has reach. MANETs are well suited for use in rescue operations and disaster monitoring situations

where an immediate communication network was needed. As the MANET is created with the available nodes and

these nodes are mobile nodes which has a continuous movement causes frequent changes in network topology.

Sometimes these nodes are not trusted nodes too. So there is no security to the data to be transmitted. In this research

work, we are defining security as protecting the data from the hands unauthorized persons. Being an open networks

appropriate security measures must be applied such as cryptography to ensure the security of data. The latest survey

conducted in 2014 the Open Web Applications Security Project (OWASP) placed the lack of encryption in data

transmissions as number four among the top ten security issues [1]. To solve this problem we are proposing a new

encryption algorithm for security. This work focuses on securing data by exchanging letters of the data by masonic

cipher algorithm. To reduce the encryption time further we are using data compression technic. By using the RSA

algorithm further enhancement in security is possible. The performance of the solution is measured by timing the

security process takes to encrypt and decrypt the data. Heavier security mechanisms were applied for data

communication to the final destination. Deep packet inspection was used to verify data was secured at both stages of

transfer.
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I. INTRODUCTION

Many individual advantages made MANETs to be stand as one of the best over wired networks, to say its self-

organizing characteristics and ease of deployment finds wide spectrum of applications. Historically, Mobile Ad

Hoc Networks (MANETs) have been primarily used in military battle field communications [2]. Since the ease

deployment of MANETs and its support for more advanced functions makes them to be useful in many serious

applications. In MANET mobile node itself works as source, destination and also as a router. MANETs are self-
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organizing and a collection of mobile nodes were connected with wireless links to form a temporary network for

a specific application, hence they are named as mobile (nodes are mobile) ad hoc (for the particular purpose)

networks. MANETs are normally a decentralized network. MANETs are named as ad hoc because network is

created temporarily for specific purpose by the mobile nodes. These networks are dynamic since nodes which

are formed network are not permanent. MANETs are self–forming, they forms the network with the available

nodes. MANETs supports two types of architectures namely: flat and hierarchical [3, 4]. Every node of MANET

is equipped with an antenna, a power source and a transceiver. The nodes are characterised by their size, battery

power, transmission range and processing ability. Some nodes have the ability to acts as servers, others as clients

and some of them have the ability to acts as both. Some other nodes can also acts as router to carry the information

from one node to another [5]. Some applications cannot rely on the centralised management, for those applications

MANETs are well suited. Ad hoc networks can also incorporate with the existing wired network which increases

the scope of their applications [4, 6]. Besides of useful advantages there are many issues in MANET. Since the

nodes of MANET are mobile, there will be frequent changes in network topology and these nodes has the

freedom to move anywhere it is not possible to predict the changes of network topology. The available bandwidth

of MANET is limited and it is less than that of wired networks. The operation of network nodes depends on

power and those are restricted by battery size. The communication of MANET uses the intermediate available

nodes and those nodes are may or may not be trusted nodes, so security of the data is the considerable factor.

One of the solutions to the problem of MANET security is encrypting the information into secret form or

unreadable form before transmission. At the destination end the encrypted information can get back by doing

the reverse process of encryption known as decryption. There are two types encryption namely symmetric and

asymmetric key encryptions. Symmetric key encryption uses same key for both encryption and decryption and

asymmetric key encryption uses two different keys known as public and private keys separately for encryption

and decryption. Because of single key for encryption and decryption the delay in the process of symmetric-key

encryption is very less. In symmetric-key encryption secret key is shared to the only trusted nodes so more

security can possible. Authentication is also possible in symmetric as only one key is used and cannot be decrypted

with any other key. Thus, high security is possible in symmetric key encryption as long as the symmetric key is

kept secret by the two parties using it to encrypt communications. Asymmetric key encryption is also called as

Public Key algorithms and it uses two keys separately for encryption and decryption. Key used for Encryption is

known as public key and it is shared to all the nodes in the network. Private Key is used by the destination alone

and it is to decrypt the message. Asymmetric cryptography wires authentication so it can be used for providing

digital signature. Two separate keys for used for encryption and decryption. Ciphered information can be

deciphered with a key that is differing from ciphered key. Moreover, there will be no clue provided to calculate

the decryption key from the encryption key.

As today we are dealing with large amount of data, so for any further step proceeding requires that the data

has to be compressed by reducing the redundancy in the data. Compression has two steps namely encoding and

decoding. Encoding generates a compressed form of data and decoding reconstructs the original message. There

are two forms of compression namely lossy and lossless algorithms. A lossless algorithm decodes the data

exactly and a lossy algorithm generates an approximated form of the data. Text messages are compressed by

lossless algorithm as original message cannot be predictable from approximate text message whereas images

and sounds can be compressed by lossy algorithm because it is possible to reconstruct the original image from

the approximated version. Better compression is possible by reducing the redundancy of the data or by replacing

the words by its synonyms. Compression is therefore all about probability. For better understanding of compression

first it is better to distinct between model and coder. Model component models the probability distribution of the

message by observing the chances of occurrence of the message. Then coder component assigns codes to the

message based on their probability of occurrence. Coder works on assigning short length codes to high probability

message and high length codes to low probability messages. For example high probability message like “sun

rises in the east” is coded with less number of bits and low probability messages like “natural disaster” are coded
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with the more number of bits. Coder uses Huffman coding and Shanon- Fano coding technics. One can characterise

this compression by amount of time required for compression and reconstruction, Size of message to be

compressed, the amount of compression, the runtime, and the quality of the reconstruction.. In the case of lossy

compression the judgment is further complicated since we also have to worry about how good the lossy

approximation is. The Archive Comparison Test (ACT) given by Jeff Gilchrist is a systematic method used to

compare lossless compression algorithms. It compares compression times and compression ratios of compression

algorithms. It gives the output as in the form of a score based on average of amount of time taken for compression

and the compression ratio.

2. LITERATURE REVIEW

A system which deals with all possible plain texts, cipher texts and keys is known as a crypto system [7,8,9].

Rapid change in the digital world increases the importance of security of information. Recently a new

cryptographic algorithm is proposed [10]. It is based on generating multiple keys randomly for each block of

data. This method guarantees security by using separate keys for each block. Another type of cryptographic

technic based on permutations in matrix is proposed in [11]. Here the data is first converted into binary bit

form, and then finite numbers of bits are considered as blocks. These bits are further fit diagonally in a matrix

from left to right. The proposed encryption scheme is considering the bits from the matrix from right to left.

Data transmission by selecting optimum path is proposed in [12]. Here the path selection is based on some

distribution models. For a session a secret key is shared. To solve the problem of key distribution quantum

channel solution is used. The DES algorithm is enhanced further by including some random bits in the particular

places of the plain text. This method is called homophonic DES [12]. Adding of random bits to the plain text

increases the probability between a pair of texts and also increases the complexity of guessing of the message.

As compared to DES in Decryption of homophonic the added random bits are removed. Homophonic DES

adds probabilistic features to DES algorithm to make it more secure than linear and differential crypto systems.

Dynamic substitution mechanism was proposed in [13]. It is also similar to simple substitution; additionally

it has one more input that will re-arrange the contents of substitution table. Dynamic substitution combines

two data to produce a complex result; later a reverse mechanism will be performed to extract the actual data.

This method will replace the exclusive-OR combiner used in Vernam stream ciphers. All the techniques used

in Vernam ciphers can also be supported by dynamic substitution; A nonce [14] is a bit string that satisfies

Uniqueness, that it has not occurred before in a given run of a protocol. Nonces use pseudo randomness so

that next nonce cannot be predictable. There are several common sources of nonces like counters, time slots

and so on. Another security method by encryption mechanism is proposed was one time pad [15] encryption.

In this method a random number k will be chosen randomly. Then the data was exclusive ORed with k. So that

security is provided. It has several limitations. As every time a new key is used for encryption, this new key

has to be shared to participating parties every time. Stream ciphers [16] use a pseudorandom sequence of bits

which are combined with the message to form an encrypted message. The combining operation is nothing but

the XOR and implementations of these schemes are prone to bit-flipping attacks. There are two types of

stream ciphers namely: synchronous and self-synchronizing. In the former, separate encryption algorithm is

used but it is not correlated with the plaintext or cipher text and in the self-synchronizing, a part of information

is used to inform the operation of encryption. A probabilistic encryption algorithms [17,18], uses multiple

cipher texts were developed for single plain text, even a crypto analyst decrypts the message he is unable the

exact sequence of the message correctly. In this scheme multiple encrypted message are formed for single

message and the length of the encrypted message is larger than the plain text. This concept makes crypto

analysis difficult to apply on plain text and cipher text pairs.

3. PROPOSED METHOD

Here is the proposed data compression algorithm which compresses the message:
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Step 1: For every letter of the given data prepare a table with its range of probability of occurrence.

For ex: probability of occurrence of letter ‘a’ is 40% and its range is (0.00, 0.40). Similarly

probability of occurrence of letter ‘p’ is 20% and its range is (0.40, 0.60).

Step 2: For every letter define two levels as higher limit and lower limit and assign initially values as 1

and 0 respectively.

Step 3: Find new values for current range, upper limit and lower limit with the following formulas:

Current range = Higher limit - lower limit

Higher limit = lower limit + (current range * Higher limit of new symbol)

Lower limit = lower limit + (current range * lower limit of new symbol)

Step 4: Now encode the string with any value within the range of probability and convert the output

decimal number into its binary format.

Step 5: The number of bits can be reduced by using the formula.

No of bits=log [2/Higher limit of last encoded symbol - lower limit of last encoded symbol]

Step 6: Now for encryption proposed TIC-TOC-TOE encryption discussed below can be used.

First letters in the grid is encrypted with shape of lines around the letter. Second letter in the grid

is encrypted with shape of the lines around the letter followed with a dot. For ex: letter A is

encrypted as _| and the letter B is encrypted as ._| as shown in fig.2.

Step 7: Change the positions of letters in the shapes and try other combination by left and right shifts,

Horizontal and vertical shifts and diagonal shifts. Approximately 146 combinations were possible.

For each combination assign prime number combination and apply RSA algorithm to calculate

public and private keys.

Step 8: For decompression and decryption the above steps in reverse order.

Figure 1: Letter-Shape Encryption

4. SIMULATION SETUP AND NETWORK SCENARIO

Of course various tools are available for simulating the mobile ad-hoc networks, our study have simulated the

network in NS-2.35. Initial parameters were considered as follows: For simulation IEEE 802.11 protocol is used

at the MAC layer. Node mobility is represented by Random waypoint model.

5. EXPERIMENT AND RESULT

Table 2 shows a clear cut analysis of comparison of encryption and decryption times required for various standard

cryptography methods DES, AES, RSA and proposed technique for different packet sizes up to 868KB. Table 2

shows that proposed technique takes less time for encryption and decryption than RSA.
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Table 2

Results Comparison Table

Encryption Time(sec) Decryption Time (sec)

Packet Size DES AES RSA PROPOSED DES AES RSA PROPOSED

(KB)

153 3.0 1.6 7.3 6.4 1.1 1 4.9 3.8

196 2.0 1.7 8.5 7.1 1.24 1.4 5.9 4.7

312 3.0 1.8 7.8 7.6 1.3 1.6 5.1 4.6

868 4.0 2.0 8.2 8.0 1.2 1.8 5.1 4.9

6. CONCLUSION

Our work concentrates on representing the significance of Encoding and Encryption of data for secure transmission

over wireless networks like MANETs. As technology is improving in positive direction hacking is also improving

in the same proportion so there is a serious need of encoding and encryption algorithms for securing the tactical

communication from the hands of hackers. The advantage of encrypting data provides security and confidentiality

in real time applications like email, mobile banking transactions where high security is necessary. The conclusions

confirm that the encoding and encryption improves the efficiency of transmitting data. The methodology proposes

new encryption algorithm in terms of multiple patterns foe letters of the data being transmitted. Further, the

quantitative data compression reduces the encryption time further. The strength and security of the algorithms is

very high. The security of the proposed models has more flexibility regarding computing power because it is

free from key length. One more conclusion made from that the above study is free from public key attacks. With

symbol encryption algorithm, a crypto analyst can no longer encrypt the plain text. Since key selection follows

RSA algorithm guessing the prime numbers from the product is a complex process, so decryption is difficult.

Thus the proposed work guarantees more security. In our study analysis has been done to introduce a new

encryption technic called Letter to Shape Encryption suggested for secure communication through MANET.

Some existing approaches in this regards have been compared with the proposed technic. In the future work for

this paper includes reducing the encryption time with data compression technics. Proposed Letter to Shape

encryption uses asymmetric keys for encryption and decryption. The encrypted keys are shared between the

Table 1

Simulation parameters

Parameter Value

set val(chan) Channel/ Wireless Channel

set val(prop) Propagation / Two Ray Ground

set val(netif) Phy / Wireless Phy

set val(mac) Mac/802_11

set val(ifq) Queue/ Drop Tail / Pri Queue

set val(ll) LL

set val(ant) Antenna/Omni Antenna

set val(ifqlen) 50

set val(nn) 30

set val(rp) DSDV

set val(x) 500

set val(y) 500
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parties by including within the cipher text. This algorithm uses simple operations. Comparing with other encrypted

algorithms, this method will reduce man in middle attacks. Since the proposed approach uses different shapes,

it guarantees secure data transmission.
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