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Abstract: Cryptography isthe art of disguising datain order to shareit through
the in secure channel. In this paper, a novel encryption technique has been
proposed and a comparative study of the proposed encryption scheme and
the existing Hill cipher scheme is made. The output encrypted reveal that the
proposed technique is quite reliable and robust.
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1. Introduction

Hill Cipher is a symmetric cryptosystem that splits the plain text into a block of
letters of a fixed size and then each block is converted into a disparate blocks of
letters. Hill cipher is a block cipher that has several advantages such as disguising
letter frequencies of the plaintext, its simplicity because of using matrix multiplication
and inversion for enciphering and deciphering, its high speed and high throughput
(seel1,2,3,4,5,6]).

An enciphering transformation isafunction f that converts any plaintext message
into acipher text message and deciphering transformationisafunction f ~*, which
reverse the process. Such a set-up is called a cryptosystem. In the process of
developing a cryptosystem, first labd all possible plaintext and cipher text message
units by mathematical objects from which functions can be easily constructed. To
facilitate rapid enciphering and deciphering, it is convenient to have a rule for
performing a rearrangement of N integers 0,1,2,...,N -1 as enciphering
transformation and use the operations addition and multiplicationmoduloN. Z/NZ
isaring, but it isnot afiddunlessN is prime.

Thereareseveral cryptosystems in which matrix techniques areinvolved. Here
we discuss some new techniques for enciphering and deciphering using matrices,
which is more secure. In these methods also, the sender and receiver must agree
with the matrix used for enciphering and deciphering before sending the message
asintheexisting techniques. In this paper, we discuss some systemsfor enciphering
and deciphering using matrices with new techniques. The advantage of these systems
iS to maintain more security of the system.
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IMPROVED HILL CIPHER TECHNIQUES
Most of the notations, definitions and results we mentioned here are standard and
can be found in [7] and [8].
First Method
Suppose we have to send a message consists of N alphabets. First, consider a
matrix AeM, (Z/ N. Z) , n €N such that the determinant has no common factor
with N.

a, 4a, . . . Qq,
Ay Ay, . . . 4y,
Let A= =~ | and D=det4€(Z/NZ) .
_Clnl a, . . . 4, |

Let D' denote the multiplicative inverse of D in Z/NZ.

In order to enciphering the message, we use the following techniques. Since
the matrix under our consideration is an zXxn matrix, group the letter occurring
in the plaintext as n blocks with equal block length. Let it be k. If the length of
the last block is less than &, we can add sufficient special characters to make the
length of this block is also as £.

Then label each letter in the blocks by their numerical equivalents. i.e., each
block corresponds to its numerical equivalents [x“ X, - .. xlk] where
each x; represents the additive inverse modulo N of each letter’s numerical
equivalent.

Then the plaintext can be expressed as the form

X X - - Xy
Xoy Xy o oo Xy
P=
_xnl Xon o o Xy ]
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This can be converted in to a ciphertext by using the relation C = AP, where

!

X

nl

!

xn2

!

xnk

For deciphering, first we have to find out 4~ and then

relation P=A"'C.

X X
X1 Xy
_‘xnl ‘xn2

X

!

nl

where ¢ i 1s the cofactor of a.

M -1
D ¢,
-1
D ¢,

n2

Example

-1
D ¢,
-1
D ¢,

xnk

Suppose, ‘A’ wants to send the following message to, ‘B’.
“HAND OVER THE DIAMONDS TOMORROW ”

substitute A~' in the
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03 01 05
For, consider N'=26 and choose 4—|07 03 02 |eM, (2/26Z) arbitrarily.

04 09 01
Clearly, D=det 4 =3 and (D, 26) = (3,26) =1.

Also, D' =37 =9 (w.r.to modulo 26).

Now, group the letters in the message into 3 blocks of equal length, then the
plaintext becomes

HANDOVERT HEDIAMOND STOMORROW
and the corresponding matrix of P as per our rule (additive inverse modulo N) is
19 00 13 23 12 05 22 09 07
P=/19 22 23 18 00 14 12 13 23
08 07 12 14 12 09 09 12 04

Now, C = AP becomes

03 01 05((19 00 13 23 12 05 22 09 07
07 03 02|19 22 23 18 00 14 12 13 23
04 09 01(j08 07 12 14 12 09 09 12 04

12 05 18 01 18 22 19 22 12
=124 02 02 09 04 17 00 22 22
21 23 11 08 08 25 23 09 05

The corresponding ciphertext is
OVIZIEHEO CYYRWIJAEE FDPSSBDRV

Then send this to B. After receiving this message by B, B have to calculate 4~
and use the relation P = A4™'C for deciphering.

21 06 13
Since A'=[09 03 01|,P=A4"C becomes

17 01 18
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21 06 13|12 05 18 01 18 22 19 22 12
09 03 01|24 02 02 09 04 17 00 22 22
17 01 18|21 23 11 08 08 25 23 09 05

19 00 13 23 12 05 22 09 07
=19 22 23 18 00 14 12 13 23
08 07 12 14 12 09 09 12 04

i.e., P =HAND OVER THE DIAMONDS TOMORROW, that is what is the
plaintext.

Second Method

Next, we give a more secured technique for enciphering and deciphering, which
differs from the technique we applied in the previous method.

Suppose we have to send a message consists of NV alphabets. First, consider a
matrix AeM, (Z/ NZ) , n € || such that the determinant has no common factor
with V.

a, a, . . . a,
a, a, . . . a4,
Suppose A=| ' . " | and D=detAe (Z/NZ)*.
la, a, . . . a,|

Let D' denote the multiplicative inverse of D in Z/NZ .

In order to enciphering the message, we use the following techniques. Since the
matrix under our consideration is an 7x# matrix, group the letter occurring in
the plaintext as n blocks with equal block length. Let it be k. If the length of the
last block is less than &, we can add sufficient special characters to make the
length of this block &. Then regroup the blocks into £ new blocks each of length
n in which each block is formed by the letters in the corresponding position in the
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existing blocks. Then label each letter in the blocks by their numerical
X

X1

equivalents. i.e., each block corresponds to its numerical equivalents

xnl

where each x; considered additive inverse modulo N of each letter’s

numerical equivalent. Then the plaintext can be expressed as the form

X X X1k
X1 Xy X2k
P=
_xnl X o Xnk_

This can be converted in to a ciphertext by using the relation C = AP, where

B 1 1 ! T
X X X1k
’ ’ ’
Xo1 Xy X
C=
[ ! [
_xnl ‘an c N ‘xnk a
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B ’ ’ ’ ] — —_
X X Xk a, a, a,
’ ! /
Xy X Xy, ay Ay ay,
1.e.,
’ a a a
nl n2 nn
_xnl xn2 ‘xnk ] B "
X X X1k
X1 Xy X2k
_xnl xn2 xnk n

For deciphering, first we have to calculate 4~ and then substitute 4~ in the

relation P=A7'C.

1.e.,

X

nl

!

xn2

!

nl

‘xnk

!

where c¢; is the cofactor of a; .

[ ~-1
D ¢,
-1
D ¢,

nk _|

D¢

nl

-1

D ¢,
-1

D ¢,

1 T
D Cln

-1
D¢,
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Then regroup the text to get the original message.

Example
Suppose, ‘A’ wants to send the following message to, ‘B’.
“ HAND OVER THE DIAMONDS TOMORROW ”

03 01 05
For, consider N = 26 and choose A=|07 03 02|eM,(Z/26Z),
04 09 01

arbitrarily.

Clearly, D=det A=3 and (D, 26) = (3,26) =1.

Also, D™ =37 =9 (w.r.to modulo 26).

Now, group the letters in the message into 3 blocks of equal length, then the
plaintext becomes

HANDOVERT HEDIAMOND STOMORROW

Then regroup these blocks as follows
HHS AET NDO DIM OAO VMR EOR RNO TDW
and the corresponding matrix of P as per our rule is
19 00 13 23 12 05 22 09 07
P=/19 22 23 18 00 14 12 13 23
08 07 12 14 12 09 09 12 04

Now, C = AP becomes
03 01 05([19 00 13 23 12 05 22 09 07
07 03 02({19 22 23 18 00 14 12 13 23
04 09 01|08 07 12 14 12 09 09 12 04

12 05 18 01 18 22 19 22 12
=124 02 02 09 04 17 00 22 22
21 23 11 08 08 25 23 09 05
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The corresponding ciphertext is
OCF VYD 1IYP ZRS IWS EJB HAD EER OEV

Then send this to B. After receiving this message by B, B have to calculate A"
and use the relation P = A™'C for deciphering.

21 06 13
Since 4'=[09 03 01|, P=A"C becomes
17 01 18

21 06 13|12 05 18 01 18 22 19 22 12
09 03 01|24 02 02 09 04 17 00 22 22
17 01 18|21 23 11 08 08 25 23 09 05

19 00 13 23 12 05 22 09 07
=19 22 23 18 00 14 12 13 23
08 07 12 14 12 09 09 12 04

ie, P = HHS AET NDO DIM OAO VMR EOR RNO TDW

Then regroup these blocks, we get

P = HAND OVER THE DIAMONDS TOMORROW, that is what is the
plaintext.

Third Method
In the previous two methods we considered an arbitrary matrix 4. But, in this

section, we insert a new technique that instead of 4, we take A’ (the transpose
of A) which will strengthen the security more.

Suppose we have to send a message consists of N alphabets. First, consider a
matrix A€M, (Z/NZ), n < such that the determinant has no common factor
with V.

a, a, . . . q

y, Gy . . . G

Let o . . | and D=det 4 €(Z/NZ)

*

n cT nn
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Let D' denote the multiplicative inverse of D in Z/NZ.

In order to enciphering the message, we use the following techniques. Since
the matrix under our consideration is an 7 X7 matrix, group the letter occurring
in the plaintext as n blocks with equal block length. Let it be k. If the length of
the last block is less than k, we can add sufficient special characters (punctuation
marks, symbols etc.) to make the length of this block is also as k. Then label
each letter in the blocks by their numerical equivalents. i.e., each block

corresponds to its numerical equivalents [x” X, - . . 0X k] where each

x; considered additive inverse modulo N of each letter’s numerical equivalent.

Then the plaintext can be expressed as the form

xl 1 xlz ce x,k
x21 x22 Ce x2k
P=
_‘xnl ‘xn2 xnk a

This can be converted in to a ciphertext by using the relation C = A"P, where

' ' !
X X Xk
' i 4
X5 Xy Yok
C=| - : ‘ : (since detd=detd”, A" satisfies the
' ' 4
_'xnl an ot x”’k .

necessary conditions of the matrix which is needed for enciphering and
deciphering).
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B ’ ’ 1A —
X X Xk a, 4a, a,,
! ! ’
Xy X Xy, ay Ay ay,
1.e., =
' ' ' a a ... a
nl n2 nn
_xnl xn2 ‘xnk _ B "
xll x12 xlk
x21 x22 x2k
_xnl xn2 xnk_

relation P = (A_1 )T C (since (A_] )T = (AT )_1 ).

where ¢, is the cofactor of a; .

nl

xIZ

x22

nl

M ~-1
D ¢,
—1

D ¢,

-1

D ¢,
-1

D ¢,

—1 T
D¢,

-1
D¢,

For deciphering, first we have to calculate 4~ and then substitute 4~ in the
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Example
Suppose, ‘A’ wants to send the following message to, ‘B’.
“HAND OVER THE DIAMONDS TOMORROW

03 01 05

For, consider N = 26 and choose A=|07 03 02|eM,(Z/26Z),
04 09 01

arbitrarily.

Clearly, D=det A=3 and (D,26):(3,26):l.

Also, D' =37 =9 (w.r.to modulo 26).

Now, group the message into 3 blocks of equal length, then the plaintext
becomes

HANDOVERT HEDIAMOND STOMORROW
and the corresponding matrix of P as per our rule is
19 00 13 23 12 05 22 09 07
P=119 22 23 18 00 14 12 13 23
08 07 12 14 12 09 09 12 04

Now, C = A"P becomes
03 07 04|19 00 13 23 12 05 22 09 07
01 03 09|19 22 23 18 00 14 12 13 23
05 02 01(/08 07 12 14 12 09 09 12 04

14 00 14 17 06 19 04 10 16
=18 25 08 21 16 24 09 00 O8
11 25 19 09 20 10 13 05 07

The corresponding ciphertext is
MAMJUHWQK IBSFKCRAS PBHRGQNVT

Then send this to B. After receiving this message by B, B have to calculate 4"
T
and use the relation P = (A_1 ) C for deciphering.
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21 06 13

Since A'=09 03 01|, P:(A’I)TC becomes

ie.,

17 01 18

21 09 17|14 00 14 17 06 19 04 10 16
06 03 01(|18 25 08 21 16 24 09 00 08
13 01 18|11 25 19 09 20 10 13 05 07

19 00 13 23 12 05 22 09 07
=19 22 23 18 00 14 12 13 23
08 07 12 14 12 09 09 12 04

P = HAND OVER THE DIAMONDS TOMORROW, that is what is the

plaintext.

Techniques used in each method is more secure than the predecessor one. In

all these three methods it would be computationally infeasible to systematically
determine plaintext from intercepted ciphertext. Even if the ciphertext is known,
it should be computationally infeasible to determine the deciphering algorithm.
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