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Abstract : Recently, cloud computing has appeared as a modern technology used to host and deliver services
over the Internet. Business owners see the cloud as an interesting technology because it abrogates the demand
for customers to plan ahead for provisioning. In addition, the cloud simplifies infrastructure planning for new
companies starting as small businesses and enables extra resources to be added only if there are many requests
for services. Cloud computing can be represented as a technological revolution in theworld of the I T industry;
however, cloud evolutionis presently inits infancy, accompanied by many challenges that should be addressed.
In this paper, an inclusive study of cloud computing is presented, highlighting its main concept including its
definition and classifications, architecture, famous applications, serious challenges and popularly used simulators.
The goal of this study is to offer better comprehension of the cloud computing design issues and to identify
significant research trends in this increasingly significant area.
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1. INTRODUCTION

Currently, cloud computing system is deemed asone of the hottest topicsinthel T field and the fastest-
growing computing environment buzzword[1]. It representsan attractive method used to architect and remotely
manage computing resources [2]. Cloud computing has many advantages such as reducing hardware
requirements, decreasng maintenance cost, high flexibility, effortlessworldwide accesshility, automated processes
and nearly no software upgrading [ 3]. These advantages encourage companies and large organization to utilize
cloud computing technologiesin their businesses; inacompetitive business environment, corporationsare aways
seeking for innovative mechanismsto decrease expenses while maximizing quality [4]. To comprehend the
cloud significance in the industry and its effect on the future of technologies and information systems, it is
sgnificant to addressits concept, classfications, advantages, and—conversaly—challenges associated, especialy
regarding security issues [5]. A comprehensive overview of cloud computing is presented in this paper,
concentrating on cloud concept, characteristics, components, classfications, architectures, applications, chalenges
and well-known simulators. Our goal is to help the researchers obtain a deeper view of the cloud design
challenges and note the significant cloud research trends.The remainder of thispaper isarranged asfollows. In
Section 1, we provide asurvey of the cloud concept including its definition, characteristicsand components. In
Section 111, wedescribe the deployment and service classficationsand the architectural design of cloud computing.
Applications of cloud are detailed in Section V. SectionV surveysthe openissues and challengesfaced by
cloud computing. In Section V1, well-known cloud smulators are reviewed. Finaly, the paper concludesin
Section VII.
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2. CLOUD COMPUTING CONCEPT

Astechnology movesto anew ageof investigations, the cloud isconsidered as one of the most interesting
areasof research. Thereadership interest isobvioudly still high, although many researchers have previoudly
published special challengeson thistopic[6]. However, the number of people who actually realize thereal
concept of cloud computing initsformal senseisnot obvious. Different customershave different thoughts about
the cloud, some of which may be true and some of which may be misguided [ 7]. Generdly, the formal concept
will be demongtratedin thispaper. Characteristics such asthe computing infrastructure, deployment environments,
software evolution, and charge-per-use or pay-per-use are dlowed by cloud computing. Optimized and efficient
computing isprovided by cloud computing by promoting agility, collaboration, availability, and scalability features
[8]. The number of cloud computing clientsis noticeably growing. Nonetheless, numerous users do not even
realize that they are cloud participants. Thus, understanding the technology that underlies cloud computingisa
very seriousissuethat should be clearly understood. Asaresult, that understanding will assist peopleinutilizing
alarger set of cloud servicesand upgrade their personal and work lives, finding the balance betweenthem [9].

2. 1. Cloud Computing Definition

The Many definitions have been proposed by many researchersto elaborate the meaning of cloud technology
depending on the nature of the system on which they work [10]. The different existing definitions motivate
researchers to group and study these definitions [10], [11], [12], [13], [14]. In addition to their efforts, a
comprehensiveview of cloud definitionswill be elaborated in this section. One early cloud definition was proposed
by L. Wang, G. Laszewski [15]. They defined the cloud as agroup of scalable network enabled serviceswith
guaranteed Quality of Service (QoS) and usually personalized alow-cost computing platforms accessed on
demand inapervasve and smpleway [15].1. Fogter, Y. Zhao, |. Raicuand S. Luon presented cloud technology
asalarge-scale distributed computing environment affected by economies of scade using the Internet to deliver
agroup of abstracted, dynamically scaable, virtuaized platforms; directed on demand computing power; services,
and storage to numerous customers|16]. According to Janakiram[10] cloud computing isan I nternet-based
computing network analogousto the electric grid, depending on shared software, information and resourcesto
provide on-demand access to computers and other devices. A common collection of resources can be admitted
on request based on the capacity of thetechnology. Thus, it can be considered asa striking improvement inthe
delivery of better service under pressure, whichis highly attractive for cash-srapped I T departments. Furthermore,
GA Patil and S.B Patil described the cloud as aweb-based application that provides computation, devices,
platform, infrastructure, software and other resourcesto customers on a pay-per-userule. Cloud servicescan
be utilized by the consumerswithout installation, and their personal files can be accessed from any computer
with Internet access. Thus, it offersmore effective computing by organizing data processing and storage[17].
Finally, regardless of thereal cloud computing definition, it isobviously noted that the cloud concept is till
developing with the development of technology.

2. 2. Analogous Systems

Somefeaturesof cloud computing arerelated with other models[18] [19].

» Autonomic Computing : Autonomic computingisacomputer sysemthat hastheahility to manageitself.

* Client—Server : Thismodel indicatesto any distributed application distinguishing service providersfrom
requesters.

» Grid Computing: Thiscomputingisamode of distributed and parale computing consisting of anetwork
of loosdly coupled computer clustersworking inharmony to implement complicated tasks.

» MainframeComputer : A mainframe computer isapowerful computer utilized by large ingtitutionsfor
massive data processing such as secret intelligence and police services, industry and consumer statics,
processing of financial transaction, planning of enterpriseresources, and census.
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» Peer-to-peer : Peer-to-peer is a distributed model that does not require central coordination. The
participants of thismodel can beboth, the resource suppliersand consumers.

« Utility Computing : Utility computingis used to package computing resources as ametered service
incdluding storageand computation resourcescomparableto aconventiona publicutility (e.g., eectricity).

2.3. Cloud Computing Characterigtics

Not only iscloud computing service considered to be the most inexpensive solution, but it also isamuch
greener means for building and deploying information technology services owing to efficiency and economies
of scale. Thefollowing aspects arewhat distinguish cloud computing from other computing models[20] [21]
[22] [23]:

* On-Demand Service: Resourcesand servicesare presented to the customers on demand by cloud
computing. Cloud computing environments can later be customized and persondized by usersbecause
adminigtrative privileges areusually owned by them.

» Quality of ServicesGuaranteed : Cloud computing provides computing environmentsthat can ensure
QoS for customerssuch as hardware performance consisting of memory size, 1/0 bandwidth and CPU
gpeed. Generdly, QoSisrendered with usersby cloud computing by handling aService Level Agreement
(SLA).

» AutonomousEnvironment : Cloud technology can be seen asan autonomous environment that is
transparently directed to customers. Software, hardware, and datalocated in cloudscan be automatically
consolidated, reconfigured, and/or chest rated; however, asingle platform image can be presented and
rendered to users.

 Scalability : Driving the emergence of cloud computing requiresflexible and scalable features, which
consider the most substantial characteristics. Computing and services platforms presented by cloud
environment can be scaled across different issues such as software configuration, hardware performance,
and geographicd locations. There are diversified demandsof apotentialy huge number of customersto
which the computing platforms must adapt. Therefore, it should beflexible.

» Broad Network Access: Some ahilities are owned by the cloud over the network. Cloud utilizes
gtandard mechanismsto accessit.

» ResourcePooling : Utilizing amulti-tenant environment, providerspool computing resourcesto serve
many userswith different dynamically allocated physical and virtual resources, relying ontheir requests.

» Rapid Elasticity : Userscan access services easly, elastically and speedily.

* Measured Service: Resourceutilization can be checked and optimized autometicaly by cloud computing
using acapability service meter such asprocessing, active user account, bandwidth, and storage.

» Multi-Tenancy : Cloud resources—whether virtua or physical—arelocated suchthat varioustenants
including their computationsand dataare isolated from each other.

2. 4.Cloud Computing Components

Cloud clients, datacenters, and distributed serversare the main components of cloud environment [24].

» Cloud Clients: Cloud clientscommunicate with thecloud to direct information associated with the
cloud. Mobile, thick and thin clients arethe threecloud clients categories. Thefirst category isamobile
smart phone such as aBlackberry or iPhone. The second category doesnot haveinternal memory and is
used only to show information. It doesnot perform computation work. Computationwork isperforming
by servers. Cherrypal and Zonbu are examples of thin clients. The last category utilizesWeb browsers
suchasMozilla, Apple Safari, Firefox, and Internet Explorer to connect to variousclouds.

» Datacenter : Datacentersare groupsof servershosting different applications. Thedatacenter can offer
variousapplicationsthat can be subscribed by customers.
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» Distributed Servers: Distributed serversareresponsiblefor actively checking their hosts' services.
These serversarepart of the cloud, offering different hosting applicationsthroughout the I nternet.

3. CLOUDCOMPUTINGCLASSFICATION

Cloud computing deployment or cloud computing servicemodels are typically the basisused for classfication.
Fg. 1 demongratescloud paradigmsbased on NIST definition [25].Private, public, community, and hybrid clouds
aretheclassfication of cloud deployment paradigms.

» Whenever an organizationownsor rentsacloud, thecdoud iscadled aprivate cloud, inwhich al resources
of the cloud are dedicated to that organization for itsprivate utilization—e.g., when aventurebuildsa
cloud to runtheir important business applications.

* |faserviceprovider ownsacloud and sellsthe resources of thiscloud to the public, thiscloud will be
called apublic cloud. Inthiscloud, some of the resources can be rented by end users, and their resource
consumption can betypically scaed up or downto their demands—e.g., Microsoft, Amazon, Salesforce,
Rackspace, and Google.

» A community cloud lookscomparableto aprivate environment, but the differenceisrelated to the cloud
resources, only closed community membersthat havethe sameinterest can share these resources—
e.g., themediacloud presented for the mediaindustry by Semens| T servicesand solutions[26]. Asin
the Siemens case, it is possible for this type of cloud to be run by a third party or, asin the grid
computing environment, be operated and controlled inacollaborative manner. Findly, if two or more
cloud deployment modelsare merged, ahybrid cloud will bethe outcome. The mgjor function of this
cloud isto offer extraresourceswhen thereisahigh demand. A good example of ahybrid cloudisshown
when someof computation tasksaregiven the ability to migrate from aprivate environment to public.

Deployme Hybrid Clouds
Models

Private Cloud Public Cloud Commumnity
1 Infrastructure as  Platform as a Software as a
Models a Service (IaaS) Service (PaaS)  Service (Saa$)

=ntial Broad Network Access, Measured Service, Rapid
Elasticity, Resource Pooling, On-demand Self-Service

Advanced Security, Geographic Distribution, Homogeneity,
Low-cost Software, Massive Scale, Resilient Computing,
Vi ..

Comm
cteristics

"

Fig. 1. Cloud framework based on NIST definition [8] .

Another classification can be giveniscloud service models, which classify cloud system as Software asa
Service (SaaS), PlatformasaService (PaaS), and InfrastructureasaService (1aaS) [27].

 Using gpplicationsthat provide servicesto end usersoperating onacloud infrastructureiscalled cloud
SaaS. Moreover, business applications can be delivered by SaaS such as Enterprise Resource Planning
(ERP), accounting, and Customer Relationship Management (CRM); however, the underlying
infrastructure cannot be controlled by the customers. Sadesforce CRM [28] and GoogleApps[29] are
two models of cloud SaaS.

» Theuse of toolsand resourcesthat provide servicesto end usersoperating on acloud infrastructureis
called cloud PaaS. End userscan develop and/or acquire the applicationsontop of thetoolsoffered. As
in SaaS, the customersin PaaS do not have the ability to control the operating systems or internal
infrastructure; however, he/shehas an added ability over SaaS customerswith regard to controlling the
deployment of individual applications. Microsoft WindowsAzure [30] and GoogleApp Engine[31] are
cloud PaaS examples.
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» Theuseof resourcesof fundamental computing such asstorage, networksand serversto present services
to customersiscalled cloud | aaS. Arbitrary software can be deployed and run by theend usersinvolving
gpplicationsand operating sysems. Inthisclassfication, theunderlying infrastructure still cannot be controlled
by the customer, but virtua machineswith selected operating systems can betypically launched, which
are administered by the customer. Amazon EC2 isan example of 1aaS[32]. Table (1) epitomizesthe
essence of cloud categoriesand mentionssevera master playersinthedomain[20].

Table 1. Cloud Computing ServicesClassification.
Vendors & Products

Category Characteristics Product Type

SaaS

Customers are provided with
applications that are accessible

anytime and anywhere.

Web applications and
services (Web 2.0).

SalesForce.com (CRM)
GoogledocumentsClarizen.com
(Project Management)

Google mail (automation)

PaaS

Customers are provided with a

platform for developing

applications hosted in the
Cloud.

Programming APIs
and frameworks;

Deployment system.

Google AppEngine Microsoft
Azure Manjrasoft Aneka.

Iaas/Haas

Customers are provided with
virtualized hardware and

storage on top of which they

Virtual machines
management

infrastructure, Storage

Amazon EC2 and S3; GoGrid;

Nirvanix.

can build their infrastructure.

management.

Not only iscloud computing presently being utilized by large companies such asAmazon, Google, Facebook,
and Yahoo becauseit offers many advantages, but cloud isalso useful for startups becauseit conserves startups
inceptive investment cost—e.g., Dropbox [33]. Asaconclusion, reduced investment and operation expenses
and increased businessefficiency are the advantagesthat motivate many companiesto movetheir applications
to thecloud [34].

3.1. Cloud ComputingArchitecture
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Fig. 2. Cloud computing ar chitecture [35] .
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Fig. 2 describesthe cloud platforminits general architecture, whichiscalled a cloud stack [ 35]. Cloud
services can be presented in different shapesfrom the lower layer to the higher one, building upon hardware
facilities (commonly supported by neoteric datacenters). In addition, one service paradigmisrepresented inthe
cloud stack by each layer. Inthefirgt layer fromthe bottom where | aaSis presented, resources can be physicaly
assembled and managed such as Emulab or virtually such asAmazon EC2. Services can bepresented informs
of network such as Openflow, storage such as GoogleFS, or computational capability such as
HadoopM apReduce. Moving to the second layer where PaaS is provided, services are presented as an
environment for software execution such as Google App Engine or programming such as Django. Inthetop
level where SaaSis presented, client flexibility can be further confined by acloud provider by smply providing
software gpplications asaservice. Findly, to have the ability to manage large cloud systems, a set of management
tools and facilitiesis maintained by the cloud provider, apart from the service provisioning such as dynamic
configuration, billing, metering, and service instancelife-cycle management [ 36].

4. CLOUDAPPLICATIONS

Theahility of cloud computing to host applicationsin which cloud servicesare granted to customers speedily
at lower cost has giventhecloud huge publicity intheindustry environment. The cloud can be used for different
ranges of application domains such asscience, engineering, education, and socia networking [18].

4.1. ScientificApplications

One of the most popular applications of cloud systemisin the scientific field. Compared with in-house
deployment, smart environment such ascloud hasthe advantage of prospectively indefiniteavailability of computing
storage and resourcesat reasonablefees|21]. I nthe scientific domain, cloud computing can meet the demands of
various applicationskindsincluding high performance computing (HPC), data-intensive applications, and high
throughput computing (HTC) applications. All that isrequired for existing applicationsto take advantage of cloud
resources are sSmall modifications, which even further increasesthe attractiveness of utilizing cloud resources[22].
Inadditionto PaaS, | aaS could be considered asthe most relevant choice offering the best environment toruna
group of tasks, applications and workflows. PaaS and | aaS solutions give scientists the ahility to develop new
programming modesto tackle computationaly chalengingissues. Based on cloud programming application paradigms
and platforms, scientific gpplications have beenredesgned and performed to take advantage of thecloud' sdigtinctive
abilities[23]. Anekaisan exampleof platformsthat supportsMapReduce, besides other modelsof programming
which can be used to solve issues demanded ahigher flexibility sage in terms of constructing its computation
paradigm[37].

4.2. Education Applications

Cloud computing inthe education field fulfillsthe desired characteristics of e-learning services, particularly if
they arecomputationaly intensve such asvideo streaming, Smulators, and virtual worldsor proposed at ahigh
level such asmassive open online courses(MOQOCS). Students and teachers can be provided with tools by cloud
computing to deploy on-demand computing resourcesfor lecturesand laboratories depending on their education
demands|[38]. For example, VMs can be created on demand by teachers using preinstalled software to deploy
computing laboratories speedily [39] . Furthermore, the cloud hasbeen used and is till used in some educationa
ingtitutionsto outsource email services, providestudentswith assgtivetools, sore dataand host inditutiond virtual
learning environments (V LES) [40]. In addition, new learning scenarios can be produced by cloud computing in
which ubiquity, developed onlinetoolsand collaborationto originateinnoveativeeducation opportunities However,
thereare some critical issues must be addressed to apply cloud environment in education: privacy and security,
reliability and performance, vendor lock-in, licensing and price models, and interoperability issues|[38].



Cloud Computing Concept, Classifications, Applications and Challenges 267
4.3. HealthcareApplications

One of thefieldsthat hasattempted to derive ultimate benefits from cloud technology is hedthcare. Several
and varied applicationsin healthcare have been discovered [40]. Inaddition to providing support to thebusiness
functionsand helping health expertsimprove diseasetreatments, asssting doctorsinfinding moreefficient diagnostic
proceduresisconsidered one of themost sgnificant cloud applications[41]. Cloud technology could be considered
asaninteresting choiceto improve monitoring of health systemsowing to the rgpid evolution of Internet connectivity
and accessihility using different devicestypesat any time. One of the most convenient and significant example of
cloud usein hedthcareis ECG dataanalysisand monitoring. ECG isthe technology used to test the contraction
activity of the heart muscle. A particular waveform produced by thisactivity repeated over timerepresentsthe
heartbeat [42]. Arrhythmias could beidentified by analyzing ECG waveform shapes, which isconsidered to bethe
most popular method to detect heart disease. A patient’s heartbeat data can be monitored remotely by cloud
technology, allowing the datato be analyzed quickly, and thefirst aid personnel and doctor scan be notified as
necessary. These datashould be ableto detect possible at-risk situations. Asaresult, apatient in danger would not
needto go to hospital for ECG andysisbut rather could be permanently monitored using cloud technology [43].

4.4. Biology

High computational abilitiesare frequently in demand in thefield of biology for working onlarge datasetsand
producing extensivel/O processes. T herefore, supercomputing and cluster computing infrastructuresare extensvely
used in biology applications. Comparable abilitiescan be available onrequest, provided cloud technologiesina
more dynamic manner and offering extraopportunitiesfor bioinformatics applications [44]. Two examples of
biology applicationswill be explained inthis section.

» Prediction of Protein Sructure: Theprediction of protein sructureisacomputationaly complicated
processthat isessentia in various science research fields such as disease treatment by designing new
drugs. It isimpossibleto directly predict a protein geometric structure fromits sequence of genes. It
can be predicted by sophisticated computations used to identify the structure with minimal demanded
energy. Thisprocessrequires space investigation with an enormous state number, hence generating a
huge computations amount for each state [45]. The computationa power required to predict aprotein
structure can currently be gained on demand using cloud technology. Therefore, acompany is not
required to ownacluster or navigatethe bureaucracy to gain accessto thefacilities of distributed and
parallel environments[46].

» GeneExpresson Profilingfor Cancer Diagnoss: The smultaneous expression stages measurement
of thousands of genesis caled geneexpresson profiling. Understanding the biologica processes caused
by medicina treatment at acdlular stageisthe god of gene expression profiling. Combination of protein
structure prediction and gene expression profiling isan essential activity in designing drugs becauseit
assgs scientigtsin detecting theimpacts of aparticular treatment. Gene expression profiling isalso used
to diagnose cancer and itstreatment [47].

Gene expression profiling is usually suggested with learning classifiers. Learning classifiers produce a
condition-action rules population used to direct the classification procedure. For example, inthe computer
science and bioinformaticsfields, the extended classifier system (X CS) has been effectively used to classify
large datasets. Moreover, X CSis enhanced by co-evolutionary X CS (CoXCS) for increased efficiency inlarge
datasets. Cloud CoX CS supportsAneka platformto work with the classifying issuesin parallel and organize
classfication results[48].

4.5. GeoscienceApplications

Applicationsof geosciencesrequire gathering, generating, and resolving tremendousamount of geospatial and
non-geospatial data. Becausetechnology is progressing and our planet isbecoming moreinstrumented withthe
gpreading of satellitesand sensorsfor observation, theSze of datato be andyzed isgrowing remarkably. Particularly,
the main element of geosciences applicationsisgeographic information systems (GI S) [49]. All geographically
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referenced datatypesare captured, stored, managed, anadyzed, manipulated, and presented by GI S. Geographically
referenced dataarerecently becoming morerelevant in different domains of application such as sophisticated
farming, civil security and management of natural resources. Thus, sgnificant geo-referenced dataamount are
uploaded into computer systemsfor additiona analysisand processing tasks. Cloud technology isan interesting
choice to executethese tasksand extract Sgnificant information to assist expertsin making their decisons[50].

4.6. Businessand Consumer Applications

One of the domainsthat derives great advantages from cloud technologiesisthe business and consumer
domain. Thecapability to convert costsfrom capital to operational makes clouds afascinating preference for all
| T-centric companies. In addition, the ability cloud offersto accessdataand servicesmakesit an attractive choice
for customersaso. Given all of these attractive characteristics, cloud computing has been afavoritetechnology in
vast gpplicationssuch CRM, ERP, productive applications, and social networks[18].

* CRM and ERP: CRM and ERP applicationsare market segmentsthriving in cloud environment.
ERP are lessmature than CRM applications. Small projects and startupsfind good opportunity in
cloud CRM applications. They can utilize fully functionad CRM software by paying subscriptionswith
no considerable up-front payment. Moreover, ERP applications have the potential to contend with
well-established in-house applications but are currently less mature. Several enterprise aspectsare
integrated into ERP applications such ashuman resources, project management, manufacturing, finance
and accounting, and CRM. Thetarget of these applicationsisto provide regular viewing and access of
processesthat must be implemented to runlarge, complicated companies[51]. Salesforce.com may
be considered as the most commonly used existing enhanced CRM applications. It isbased onthe
Forc.com cloud platform. Salesforce.com offers customizable CRM promoted by third parties, combined
with further features. The cloud platform constitutes a scalable high-performance middleware that
implements whole Salesforce.com processes[52]. Another popular CRM applicationis Microsoft
Dynamics CRM. It isan application that can be installed onsitein an organization or served online by
monthly payment subscriptionfor each client [53].

» Productivity and Social Networks: Inthecloud, productivity applicationsrepresent someof the most
popular tasks used by customers on their desktops such as storing document, automating office and
hosting inthe cloud full desktop environments. The most significant cloud featureisitsavailability at
anyplace, anytime using any device connected to the Internet. Thus, storing adocument representsa
normal cloud technology application [18]. Dropbox isconsidered asthe most common application for
storing documents online, allowing customersto easily synchronize any file usng any device through any
platform. Customersare provided by Dropbox with alimited space of free orage, whichisaccessble
by folder abstraction[54]. In additionto Dropbox, iCloud isanother attractive cloud based document
gpplication. iCloud isreleased by Apple company for synchronization iOS-based devicesviaafully clear
method [55]. Other examples of online document storage areAmazon Cloud Drive, Windows Live and
CloudM €[ 56]. Thefinal applicationregarding productivity isGoogle Docs. Thisapplicationis desgned
to be aSaaS gpplication intended to deliver basic office automationand provide over theWeb acooperaive
editing. Google Docsisbuilt ontop of Google distributed computing infrastructure, allowing the platform
to be scaled dynamically depending on the number of customers utilizing the service. Text documents,
gpreadsheets, forms, drawingsand presentations can be created and edited by customersusing Google
Docs. Theaim of Google Docsisreplacing computer office applicationslike Microsoft Officeand Open
Office by providing acomparable interface and functiondity asacloud service[57]. Recently, applications
such as socid networking have sgnificantly developedinto the most effective websiteson the Internet.
Facebook and Twitter are popular examplesof socia networking that utilize cloud computing to handle
their traffic and serve millions of customers seamlessly. One of the most interesting characteristics of
socid networksistheir potentia to constantly add capacity while sysemsarerunning, which continuoudy
enhancestheir customer base[58].



Cloud Computing Concept, Classifications, Applications and Challenges 269

Thefind application type mentioned in thissectionthat has received a huge benefit fromcloud computing is
mediaapplications. Encoding, transcoding, composition, and rendering are video processing operationsthat are
consdered as perfect cloud-based environment candidates. These operationsare computationally complicated
functions offloaded readily to cloud infrastructures. One of the common examples of cloud mediaapplicationsis
Animoto [59].

5. CLOUD COMPUTING CHALLENGES

The approval rating of emerging technologies such as cloud computing has been improved remarkably.
Furthermore, many servicesrelating to Paas, | aaS and SaaS are currently offered by numerous cloud computing
and storage providers. In spite of al notable benefits gained from cloud computing, the cloud asanew technology
has many critical concernsthat require attention and new solutionsto addressthem[60]. Ingeneral, eight main
categoriesof chdlengeswithin cloud computing havebeen categorized: resource dlocation, load balancing, scaahility
and availability, migration, interoperability, security, energy consumption and traffic analysis[61]. The efficiency
and reliability of cloud computing areinfluenced by each of these challenges[62].

5.1. ResourceAllocation

Resource allocation isasignificant datacenter principle in cloud computing owing to the huge volume of
various used resourcesin cloud datacenters[63]. Therefore, the management and allocation of resourcesin
cloud computing should achieve network QoS demands, enhance performance without significantly increasing
the cost of the service provider, and manage energy consumption [64]. Datacenter processing resources, network
resources, storage resourcesand energy efficiency arethe major resource categoriesincluded in cloud resource
alocation[65].

» Datacenter Processing Resources: Datacenter processing resources comprise the combination of
physical machines (PMs), each of which indudessingle or multiple processors, loca 1/O, network interface,
and amemory, together representing the computationa cloud environment capacity [ 64]. Usually, PMs
areloaded withvirtudization software, which givesthemthe ability to host severd isolated virtual machines
(VMs). Each VM runsadifferent operating system, platform and applications. Someinvestigators model
PMsand VMs as being restricted by their memory availability and processing capacity [64]. V Msshare
processors, caches, and further micro-architectural resources between them. Current work [66][67]
concentrates on theeffects of competition among VM sresulting from sharing festures, proposing that the
resource alocation process may take advantage of more detailed processing resource models.

» Network Resources: For resourceallocation purposes, processing resources are packaged on PMs
into rackswithin adatacenter and arranged as clusters. Each one contains large number of hosts. The
PMsshould be connected to anetwork with ahigh-bandwidth feature, built on InfiniBand (1B) or Gigabit
Ethernet (GbE) techniques. For whole cloud-hosted applications, especially applicationsrealized via
parallel computation, the overall performanceisconstrained by the communication overhead that the
datacenter networking protocolsand technologiesareimposed [68]. There aretwo typesof network
resourcesto bediscussed. Theesarliest istopology of the network, the design of whichgrestly affectsfault
tolerance and performance. Existing topologies of datacenter networksare hierarchica comparableto
theonesappliedintraditiona telephony networks. Recently, variousaternatetopologieshave beenraised
indifferent projectssuch asfat trees[69], hyper-cubes[70] and randomized small-world topologies
[71]. Regardlessof the network topology used, thetarget isengineering ascalabletopology inwhichthe
ddivered bisection bandwidth isincreased linearly by increasing the network ports number. In adatacenter
network, the method used to offer expected latency and bandwidth in aconfrontation of changeable
traffic patternsis the second aspect of network resources, which is more closely linked to resource
alocation [72]. One of the conventionally used methodsis network over-provisoning. However, this
could bevery costly inlarge-scale datacentersand difficult because of thelack of detailed traffic models.
Therefore, someresearchers have moved towardsinvestigating service distinction through QoS policies
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which used to separate network traffic for performance segregation alowing high-level network traffic
engineering. Indatacenter networks virtudizationiscurrently themog interesting extension of the previous
method [64]. The useof virtua datacenter networks can assist in deploying custom network to address
schemes and networking protocols. Networking protocols have been a source of concern given the
issuesrelated to TCP behavior inthe datacenter context [ 73]. Therearetwo seriousconcernsregarding
datacenter networksmust be addressed: optimization of virtua network provisioning while maximizing
income and selection of the mogt suitable virtual network with I Pregarding the propagation, delay, and
flow converson constant over the cloud-based network [65].

» Storage Resources: Varioustypesof persistent storage servicesare presented by providersof public
clouds(e.g., Amazon). Service cloudsrange fromvirtua disksand databasesto object storage. Every
service hasdifferent levels of guaranteesand reliability for dataconsstency [64]. One chalenging storage
service concernisaccomplishing elagticity to scalethe service dynamically with any increase or reduction
inthe number of customers, datavolume, or load. |nconventiona database systemsthat are characterized
by robust atomicity and data consistency, durability transactional and isolation, scaling isdifficult to
achieve. Luckily, many cloud-hosted Web applications afford alow consstency level such aseventual
consistency suchashblogs. Insuchsystems, designerscaninvest inthe tradeoff between consistency and
performance represented by response time and availability. Thisinvestment hasled to evolution of some
datastorage technologiessuch asNoSQL.. NoSQL isan optimized technology for distinct functiona and
operationd conditions. Documents, columns, triplestores, key values, and graph databases are examples
of NoSQL technology [74]. One of the most attractive elastic Sorage technologiesisdistributed key-
value. It allowsretrieval, editing, and insertion of objects specified via keysfrom aflat name space,
exploited by various cloud computing implementations. Usualy, these implementationsare operated on
commodity hardware, built onstructured overlays. Models of thistechnology areVVoldemort by Linkedin
[75], Cassandra by Facebook [ 76], and Dynamo by Amazon [ 77].

Energy-Efficient Resour ces: Datacenters occupy alarge position ininfluence in worldwide energy
usage and cogts. For alarge-scaledatacenter, Kaur and Chanain [ 78] calculated thedirect energy consumption
coststo be 19% of the overal operational costs. In comparison, the power distributionand cooling infrastructure
were estimated to be 23% (consumed over 15 years) and 23%, respectively. In adatacenter, power can be
consumed by servers, cooling equipments, power distribution and networking tools, and supporting infrastructure
such aslighting and others. Usually, datacentersacquire power from different power utility providers. Recently,
anew trend has been proposed to exploit storage and local power generation, particularly from renewable
energy sources(e.g., wind and solar) [79]. Owing to the substantial costsincurred by powering datacenters,
thereisaconsiderable concentration on reducing energy consumption. Four major techniquesare proposed to
solvethe power issue: Enhancing hardware energy efficiency by devel oping low-power components, developing
management mechanisms of energy-awareresource; executing implementationsinan inherently energy-efficacious
style; and developing effective cooling systems by choosing better geographical locations for datacentersto
take advantage of climatic conditions.

5.2. Loud Balancing

Load baancingisaserious cloud computing concern withimpactson storage utilization and sysem performance.
The major goal of load balancing isapplying an algorithm that allocatestasksto VMsefficiently regarding to
present redrictions such asheterogeneity and high communication delays|[ 80]. Generally, theload baance chdlenges
aredivided into four main issues. cloud node spatial distribution, data replication, performance, and failure point
[81]. A specia distribution of cloud nodesis the method used to manage the load balance process. Thismethod
may be exposed to multiple delays. Thereason for these delays could be the distance between the cloud customers
and the processing nodes, among service nodes or the network connectivity speed [82]. Another concernisdata
replication, which isthe manner by which the dataarereplicated in different cloud nodes according to the load
balancing technique’s complexity through partial replication and extrademandsto the additiona storagein full
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replication. To avoid performance issues, the proposed algorithm to balanceload in the system should be as
possible unsophisticated to avert delays and faultsin complicated tasks. Finally, the resistance ahility of theload
baancing algorithmintheface of unusud or unpredictablefailuresiscaled point of failure. Utilizingacontroller task
to reduceand manage systemfailuresdueto increasing the proposed algorithm complication used to balance loads
isaseriousconcernin cloud environmentswhich attracts research attention. The mgjor load balancing objectives
aregivenasfollows[83]:

1. Avoid overloaded nodes and bottlenecks
Enhance overall syssem performance
Optimizeresource utilization
Reduceresponsetime
Provide abackup plan
Motivate green computing by reducing energy consumption and carbon emissions.

Clouds containamassive group of resources. To manage theseresources properly, an appropriate plan and
andydsscenario arerequired whenthe agorithmisfirs implemented. Load balancing techniques can be categorized
asstatic, dynamic, centralized, distributed and hierarchal [84] [85] [86] [87].

» SaticLoad Balancing: Staticload balancing requiresprior knowledge of resource informationsuch as
capacity and processing power. It isimpossibleto make any changeintheload at runtime. Therefore, it
isconsidered to be an easy technique to implement. Nonetheless, it is unsuitable for different cloud
environments, particularly where resources and requirementscannot befixed.

» DynamicL oad Balancing : Dynamic load balancing isappropriatein casesinvolving heterogeneous
resources. It doesnot require prior knowledge. The system current state can defineload provisoning. At
runtime, usershavetheright to change the requirements. Dynamicload balancing isdifficult to implement.
However, itismore appropriatefor the cloud environment.

» Centralized L oad Balancing: Inthe centraized technique, theassgnment of resourcesand cancellation
of those assgnmentsiscarried out by acentra node. The central nodeiscalled acoordinator. All network
knowledgeis stored by the coordinator, whichit applies an algorithm according to the requirement.

» Didributed L oad Balancing : Thistechnique doesnot requireasingle central nodeto bein charge of
load distribution. Instead, severd coordinatorsin different domains are used to observethe network and
control load balancing. 1n each domain, every node can maintain the local knowledge base and then
trandfer that knowledgeto the coordinator. Hence, aglobal knowledge base iscreated to visualize the
network status.

» Hierarchical Load Balancing : A hierarchical cloud network is partitioned into levels. Each level
participatesinload balancing. Generally, thistechniqueworksin master/dave mode. Thestatus of cloud
network inthehierarchical technique can bevisualized in theformof atree sructure. Inatree structure,
the knowledge base of al childrenismaintained by the parent, which then passesthe knowledgeto its
own parent. Eventually, the load decisonis made depending ontheinformation collected by all parent
nodes.

5.3. Scalability and Availability

o UAWN

Another important concernisthe possihility of adapting the cloud capacity to provide services on-demand
under of different workloads such asstatic, dynamic, periodic, unpredictable, and oncein alifetime workloads.
Cloud performance can be degraded owing to thelack of thisability during peak workloads. Moreover, over
szing can result through the provison of on-demand service during low workloads[88]. Oneof themost widely
used solutionsto solve theworkloadissuein the cloud iselagtic resource scaing, whichis utilized to makeresources
provisioning moreresilient compared with static scaling. Furthermore, it can reduce the process dependency on
workload predictions[89].
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5.4. Migration to Cloudsand Compatibility

Conventiond I'T providersare encouraged to migrateand adapt their productssuch as conventiona applications,
OSsand middiewareto acdoud environment owing to theexpeditious development and increasing cloud popularity
among customersand companies. However, thesuccess of thisprocessisdifficult because of theexigent restrictions
inconventiond IT gpplications. Toimprovethe migration successrate, five mgjor specificationsshould the included
inaconventiona I T network [90]:

» Modularity: Thecomputing capability canbe scaled up or down according to comparableand duplicated
elementson numerouscloud nodes, virtual or physical.

* Portability : Componentscan beimplemented indifferent |laaSinfrastructures.
» Changeability: Usedtoadjust IT productswith convenient modificationsin acloud environment.
» Scalability: Management of numerousworkloads.

» Backward Compatibility : The possbility of componentsto have continuous interactionwhile these
componentsareuncovered intheformof representationa state transfer (REST) URLS.

Migration to cloud computing includesfour mgjor steps. First, the components areevauated accordingto the
scalability demands, and dependency rate on persistence-related functionality. Second, system orchestrationis
investigated to achieve convenient interaction demandsamong different virtua and physical nodes components.
Third, componentsthat cannot achieve adequate scalability demands must be specified and partitioned to smaller
parts. Fourth, component adaptation and compatibility against different cloud deployment environmentssuch as
public, private, and hybrid need to betaken in consderation, and proper modifications must bemade. Migrationto
cloud environment presentsmany advantagesfor customersand companies. improving thework satisfactionrate,
offering good opportunitiesfor organizational evolution and new skill growth, and reducing monotonouswork.
However, it can lead to some critical issues such as rising enterprise dependency on an extrinsic third party,
departmentad downsizing, insufficient cloud characterigticsand structure knowledge, insufficient supporting resources,
and digrust inmoderntechnology [91]. Consequently, all possihilities should betaken into account by organizations
and service providersthrough the migration stage and theregfter.

5.5. Interoperability and Communication among Clouds

Thedeficiency of interoperability among different serviceprovidersisaseriouschdlengeresults from different
approaches and structures. Thismay occur in various cloud-based environmentslevels, such aswhenanlaaS
environment cannot be migrated to any PaaSprovider effortlesdy, or among providersat the sameleve such as
whenAmazon clients cannot effortlesdy migratetheir resourcesto Force.com[92)]. Interoperability establishment
among cloudsiscategorized into four major levels[93][94]:

» Agreement : specific dataformat and communication protocols are utilized by agreement level.

» Adaptation : it enforcesthesame standardson cloud providersto createther products, so competitive
srengthisreduced between them.

» Deployment : to provideservices, vertical or horizonta, interoperability isestablished at the different or
even same deployment stage.

* Interaction : concurrent patternsare used whilethe response period iscrucid inred time servicesor via
reducing theinteraction among them. Each level features consthat hinder interoperability among cloud
environments

5.6. Security

Theassurance of stored resource privacy and security isamong the most chalenging concernsbecause it
reducesthe efficiency and reliability of the cloud [95]. Inindustry and academic research, the security of cloud
environment has been asignificant topic and the major hindranceto itsevolution[96]. In addition, many cloud
customers have fearswhen depending on cloud service providersto storether sensitive data. They must define
datalocation and people who may have control over their information and guaranteed theimportant information
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are not accessed or exploited illegaly [97]. Another concernisthe ability of the cloud to resist potentid attacks
or unpredictable events. Inthe cloud, data protection processes can be enhanced if Sgnificant resistanceisused
by service providers. Hence, the cloud reliability rate isimproved. Real-time cryptography algorithms could be
the most convenient option to improve cloud resistance against attacks[99]. Some security issuesare discussed
inthissection.

» System Complexity : Cloud complexity ismuch higher thanthat of aconventional network owing to the
extracomponentsrequired for cloud systems such as VM environment and datastorage. Security relies
not only on the effectiveness and correctness of the components but also ontheintersections between
them. The complexity increaseswith the square of the increasing component number, which increases
security issues[100].

» Outsourcing: Geographicd boundariesof cloud datalocationisanother important security issue because
thelocated dataare subject to thelaws and regulationsof physica boundaries, which may impose unwanted
legal lighility ontheclients. Cloud providers may have subcontractswith other CSPsthat lead to additional
complexities[101]. Datalocated in the cloud areinfluenced by both the countriesruleswherethe service
operated and the providers policies. When usersexploit the services presented by the service providers
without any information about thered location of theresources (perhapsin other lega domains), customers
must present their approva to the Termsof Service”, wherethisapprova grantsthecloud providersthe
prerogativeto detect whether users dataisunder laws and law enforcement requests|[102]. However,
when controversy occurs, anissue may arisethat isoutsdethecloud provider’scontrol [103].Inconcluson,
it issignificant to congder theissue of resourcelocation security. Thisisaccomplished by beginning with
thecloud providersand the possibility of being trusted to provide authoritativeand protected computing
and datastorage[104].

» Shared Multi-Tenant Environment : Multi-tenancy considersas one of themost beneficial features,
particularly inthe public cloud. Nevertheless, it can reduce cloud security and privacy. Cloud providers
can efficiently manage cloud resource utilization becauise multi-tenancy providespartitioning of avirtudized
and shared infragtructure between different users[105]. Fromthe dloud costumer’s point of view, utilizing
ashared infrastructure can be considered an issue. Nevertheless, asgnificant differencecanbemadein
termsof theresource sharing level and available protection techniques. For instance, Sdesforce utilizesa
query rewriter at the databaselevd to isolate multiple tenants data, whereasin Amazon, hypervisorsare
used for isolation at thehardwareleve [106]. Finaly, dataaccesspolicies, dataprotectionand application
deployment areall significant issuesthat should beinvestigated by cloud providersto provideasecure
multi-tenant environment [107].

» Abuseand NefariousUtilizeof Cloud Environment : The policiesand rules of the cloud have earned
respect and gratefulnessfromtheir customers, but some users misuse cloud servicesor utilizeit asan
attack platformto exploit other remote systems[108]. Cloud providersoffer to their cussomersunlimited
datastorage space, processng, networking and access Customersuse credit cardsto create their accounts
inthe cloud for registration processes. Thiscan be aproblemwhen cloud providersoffer trail timeleading
to possible security issues by abusive and nefarious cloud resources.

» Insecurelnterfacesand APIs: A collection of softwareand APIsare providedto cloud usersby the
providersto help them manage and interacting with cloud services. These programsand AP sare used to
perform sysemmanagement, provisoning, and monitoring. However, public cloud availability and security
depend on these API's security. From access control and authentication to activity observation and
encryption process, theAPI interfaces should be designed to be protected fromincidental and malicious
triesto fraud on the policy. Because cloud security reliesonAPI security, increasing complexity inthe new
AP |layer leadsto more cloud risks because organizations may require their credentialsto berelinquished
to third partiesto usetheir service[109].
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MaliciousInsiders: Serviceabstraction, dynamic scaability and location transparency areall cloud
featuresthat lead to applications and different data typesinthe cloud platformfailing to have security
boundaries or even afixed infrastructure. In the case of a security violation, it isdifficult to isolatea
particular threstened physica resource [110]. Different maliciousentities canthreat customers datainthe
public cloud. Different factors can help create these entities, such asthe nature of informetion technology
service and the misapplication of accessand viewing privileges. Thisweaknessinthe public cloud offers
agood opportunity for an attacker to attack the system.

Data L ossand L eakage: Deletion, dternation records, and unauthorized access are examplesof data
lossinthedoud computing environment. Theseissuesresult fromthe cloud architectureand characterigtics
Cloud isashared environment among its cusomers. If barriersbetween customersareviolated, data of
one customer can be accessed by another, or their applicationscan interfere with each other. Thisgives
the hackersan opportunity to modify or even delete sengitiveinformation located inthecloud [111].

Authentication and Trust of Acquired Information : Sometimes user information can be modified
without their gpproval becausetheir sgnificant informationisassigned inthecdoud provider’sinfrastructure.
To makecritical decisgons, the ownersshould retrievethe modified date and processit. Dataauthentication
isvery significant, and data should be guaranteed. Nonetheless, no common standardsexist to guarantee
dataauthentication [112].Agent-based authentication and multifactor processes could be considered as
two main suggested solutionsto solve authenticationissues[98].

AccessControl and Syssem M onitoring : Recently, cloud providers have been asked by their clients
to provide additional log dataand observationfor theclients' personne becausemost sgnificant business
implementations have been moved to the cloud. Regarding results monitoring which caninvolve sensitive
infrastructureinformeation conventiondly used internally viacloud providers, many of themarenot prepared
for sharing portionsof ther dients’ datawith third-party examinersor even other clients. Generaly inany
service convention, the exchange of appropriate observation and log datarequires much negotiation
betweenthecloud providersand theclients[113].

Cloud Sandards: Not only interoperahility among cloudsbut also increased stabilization and security
are significant demandsin terms of cloud standards. Thus, developing organizationsrequire various
standards. For example, services such as storage provided by aspecific provider may beinconsistent
with the ones provided by others. Customers could see themselvesin acomplex position created by
service providerswho use the sticky services standard when they need to migrate their datafromone
service provider to other. For example, Amazon's S3 is conflicted with Google storage or IBM’sBlue
cloud[27]. Asaresult, if thereisared intention fromcloud providersto improveinteroperability and data
migration between clouds, ‘ Intercloud’ standardsareproposed: dataformet, resource supplying, metering
and billing, network architecture, security, servicequality, and identity management and privacy.
Virtualization I ssues: Oneof thecloud'sstrategic componentsis virtualization, which allows different
customersto utilize the same physical resources. Each user can have his own specified VM, which
virtually provideshimwith afull operating machine. |n amulti-tenant environment, sundry VMscan be
migrated to the same physical resources, creating resource pooling [23].

The modulethat managesVVM s and allows different operating systemsto smultaneoudy work onthe same

physical systemiscalled theVM monitor (VMM) or hypervisor [114]. However, security issuesrelated to cloud
usersand infrastructure canresult fromvirtualization [ 115]. Below are explanationsof some of theseissues.

* VM imagesharing: VM imageisutilized to instantiate VMs. A VM image can be created by the user

of the doud or utilized fromtheshared image repository [ 116].Usersaredlowed to upload and download
imagesfromtherepostory in services such asAmazon'simagerepostory [ 116]. Intheimage repository,
VM image sharing isaprevalent practice. However, it can develop into adangerousthreat whenit is
utilized inamalicious way [117].A malicious user can not only investigate the image code to find a
possible attack point but also upload amadwareimage[ 117].1nthe cloud environment, theVM instantiated
by aninfected VM image could turninto amalware source. Furthermore, it can be utilized to observethe
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dataand activitiesof other customers, resultingin privacy violations. Inaddition, users privateinformetion
can be exposedif theimageisnot cleaned properly [118].

* VM isolation : Onthe same PM, VMs should work inisolation from each other. Storage devices,
memory and computationd hardwaredl require VM isolation. Logical isolation betweenvariousVMsis
proposed. However, accessing the same physical resources can lead to dataviolation and cross-VM
attacks[119].

* VM escape: WhenaVM or mdicioususer escapesfromthe VMM or hypervisor control, thisiscalled
VM escape[120]. All VMsand their accessto hardware are managed by the VMM. Attackers can use
VM escape to access other VM, access computing and storage hardware or even bring down the
VMM [121]. For example, an affected | aaS service model can affect other service models[121].

* VM migration : TransferringaV M from one uploaded or downloaded PM to another iscalled VM
migration [122]. VM migrationiscarried out for reasons such asload balancing, reduced resources or
power consumption, fault tolerance, and maintenance [123]. VM contentsareexposed during themigration
phaseto passthrough anetwork, which might lead to issuessuch as data privacy and integrity violations
[124]. In addition, the VM code also can be vulnerable to attack in the migration phase [125].The
migration phase can be exposed by an attacker to migratethe VM to acompromised server or under the
compromised VMM’ scontrol. VM migration can be considered asacritical phase. Therefore, it should
be handled securely. One of the most popular migration phasesislive migration, which dlowsVMsto be
migrated without disconnecting the client or application[126]. Live VM migrationisutilized to balance
workloads, consolidate VM s, maintain online systems, and ensure fault tolerance [126]. Theindustry is
hesitant to adapt live migration to sengtive applications because of the disclosed vulnerabilitiesthat create
crucial security concerns[127]. Previouswork focused onthe advantagesof using VM live migration
without considering the security risks[127]. Migrating VMswithout encrypting its contents, such asthe
present statusof running applications, kernel memory, and critical data such askeysand passwords, is
themog significant concerninlive migration. Therefore, the migrated dataare uncovered and consequently
can beaccessibleto other systems[128] [129].

* VM rollback : To provideflexibility to users, virtualization givesthe option of VM rollback to some
previous statewhenever it isneeded. Nevertheless, this ability can create some security risks[130]. For
ingtance, VM rollback can enable the security credentialsthat were previoudy disabled, exposethe VM
to avulnerability that wasprevioudy patched, and finally revert the VM to previoussecurity policiesand
configurationerrors[131].

* Hypervisor issues: TheVMM or hypervisor isthekey model of virtuaizationin charge of managing
and isolating VM sand managing and generating virtua resources. The VMM affectsthe execution of
VMsrunning onthe host system[132]. A compromised VMM can expose all VMsand the metadata
managed by thevictimVVMM to attack if the attacker takes control of theVMM. AVMM can provide
larger attack vector because of itsgreater number of entry pointsand interconnection complexities[133].
There are many reported bugsinaVMM, allowing attackersto take control of it or bypass security
restrictions. For instance, vulnerabilitiesin Xen, Microsoft virtua PC and virtua server can be abused by
attackersto gain privileged rights[133].

* VM Sprawl : Whenthe number of VMsinaphysica sysemareincreasing continuoudy and most of the
aready instantiated VMsarein anidle state, thisprocessiscalled VM sprawl. Resources of physical
machines can bewasted on alarge scae by VM sprawl [134].

5.7. Energy Consumption

One of themogt challenging issuesin cloud environment istheimprovement of energy efficiency indatacenters
[60]. Recently, datacenter energy efficiency hasearned key sgnificance owing to itshigh economic, environmental,
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and performance effects[ 135]. Somerecent research claimed that the cooling and powering cost accountsfor
53% of thetota operationa expenditure of datacenters. Datacenter energy usageincreased by 56% worldwide
from 2005 to 2010 [136]. Worldwide, datacenter energy consumption accounted for 1.1-1.5% of tota energy
consumptionin 2010[137]. Recently, to meet user and businessrequirements, Microsoft is appending monthly
20,000 serverstotheir server farms. These servers consume much energy and produce ahuge amount of carbon
emission[138]. In an average server environment, only 30% of the servers operatein theidle state[3]. The
utilizetionrateisvery low, which isgpproximately 5-10% [ 3][136]. Hence, service providersare under enormous
pressureto minimizeenergy consumption. Thetarget isto meet environmentd standardsand government regulations
while reducing the energy cost of cloud datacenters[135]. Therefore, the design of energy-efficient datacenters
hasreceived significant attention of late. Different directions can be used to gpproachthe energy issue. For instance,
the use of energy-efficient hardware architectureto reduce CPU speed and turn partial hardware components off
has becomefamiliar [139]. In addition, turning off unused PM sviaenergy-aware job scheduling [140] and server
consolidation [141] are two other methods used to reduce consumed power. Current work hasalso started to
search for energy-efficient network protocols and infrastructuressuch asMBFD [142], EARH [143] and Tabu
[144]. A good tradeoff between energy saving and application performance is a challenging key in all above
methods. Therefore, someinvestigationshave lately begunto examine coordinated proposalsfor performanceand
power management in adynamic cloud computing system[60].

5.8. Traffic Management Analysis

For today’s datacenters, it issignificant to analyze data traffic efficiency and performance. For instance,
numerous Web applications can optimize customer experiencesviadatatraffic analysis. |n addition, monitoring
and analyzing datatraffic throughthe network assstsnetwork operatorsin their management and planning decisons
[60]. Nonetheless, the extensonto datacenters of existing methodsfor measuring and analyzing data trafficin
Internet service provider (ISP) networks and enterprise comeswith many challenges. For example, the worst
scenario for the methods in use isthe link density of datacenters, which is much higher than that in I SPs or
enterprise networks|[145]. Moreover, afew hundred end hostsisthe average range that most existing techniques
can handleto measuretheir traffic matrices, whereas even amodular datacenter can havethousands of servers.
Furthermore, existing andysistechniquesin Internet and enterprise networkstypically presume somelogical flow
patterns. However, applicationssuch as M gpReduce jobsdigtributed in datacenters significantly modify thetraffic
pattern. Finally, it can benoted that thereistighter coupling in application utilization of computing, network, and
storage resourcesthanin other settings[146] [147].

6. CLOUDCOMPUTINGS MULATIONS

Inacloud system, specified cloud smulatorsare needed to test the system, reduce complicationsand split up
quality issues. System performance analysts can use smulators to test the behavior of the cloud system by
concentrating on quality issues of aparticular component in different scenarios. Inthis section, popularly utilized
cloud simulatorsused to evauate cloud computing system performance are explained briefly [ 18] [22].

* Cloud Sim: Oneof themos commonly used cloud simulatorsis CloudSim. It offerssmulation, seamless
modeling, besidestesting of acloud environmentsand their application services, which solvestheissue of
previoudy used smulatorsdedicated to distributed environmentsinapplicableto the cloud. Userscantest
particular cloud issuesusing CloudSim without worrying about thelow-level specificsrelated to cloud-
based servicesand infrastructures[148].

* Cloud Analys : CloudAnayst isasmulation derived from CloudSim. CloudAnalystisused to test large-
scalelnternet application behavior inthe cloud. In addition, Smulation experimentation exercisescan be
separated from programming exer cises by using Cloud Analyst. Furthermore, it givesthe modeler an
ability to executesmulationsiteratively and organize aconcatenation of experimentswithminima parameter
modificationin agpeedy and simpleway [149].
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» Green Cloud : To test green cloud computing, the GreenCloud simulator is created, which is an
advancement of CloudSim. The motivation to use GreenCloud to test system performance is the
insufficiency of detailed smulators and thelack of provisoning systemsto test cloud energy efficiency.
GreenCloud isadeveloped packet-levd smulator with concentricity on cloud communication. An elaborated
fine-grained modeling of the consumed I T datacenter equipment energy such ascommunication links,
network switches, and computing serverscan be provided by thissmulator. It isconsidered asanetwork
gmulator (NS2) extenson [150].

« EMUSIM : Oncloud platforms, EMUSIM isanintegrated architecture suggested to predict the atitude
of the cloud services a ahigher standard based on CloudSim for simulation and automated emulation
framework (AEF) for emulation[151].

* Network Cloud Sim : Another CloudSimextensionis NetworkCloudSim. Workflow, e-commerce, and
high-performance computing areall generalized applications supported by NetworkCloudSimin addition
to real cloud datacenter modeling [152].

» SPECI : Theszeof datacentersused to provide servicesin cloud environment isgrowing, besidessome
middleware characteristicsadminister these datacenterswill not linearly scalewith the components number.
Simulation Programfor Elastic Cloud | nfrastructures (SPECI) isasmulator programthat enableslarge
datacenters behavior to betested with the middleware size and design policy asinputs. Two packages
compose SPECI—datacenter topology and layout and the experiment implementation and measuring
COMpOoNents.

» Ground Sim: Thisapplicationisan event-based smulationtool which requiresonly asingle smulation
thread for scientific applicationsin cloud and grid computing systems. GroundSim focusesmost on laaS.
However, it can easily extend to applicationsin other environments such as cloud storage and PaaS.
Further investigation wasaccomplished to enable usersto simulate various experimental sysemsasa
similar environment utilized for real applicationsviaintegrating GroudSim simulator into ASKALON
programming environment [ 153].

* DC Sim: One of the simulatorsthat isspecified for virtualized datacentersis Datacenter Simulator
(DCSim). DCSim offers laaS to multiple tenants to assess and improve datacenter management
mechanisms[154].

7. CONCLUSION

Recently, cloud computing has been themost attractive model used to manage and deliver different services
over thelnternet. The domain of informetion technology has been developed rapidly by theincreasing development
of cloud computing, in which utility computing is no longer afantasy but has becomeareality. 1nspite of the
congderable advantagesof cloud computing, the existing technologies are not sufficiently matureto redlizeitsfull
potentia. Moreover, many serious cloud issues, including resource alocation, load balancing, security, and power
consumption, have been only recently considered by the research community. Asaresult, we arecertain that the
researchers till have amassive opportunity to propose and work oninnovative contributionsto the cloud domain,
which can sgnificantly affect the development of theindustry. Inthispaper, afully overviewed of the state-of-the-
art of cloud computing are presented, including its essential concept, architectural designs, distinguishing
characterigics, common gpplications, challenging issuesand famoussimulators. Because dloudtechnology evolution
isdtill & an early stage, we hopethat our survey will help interested researchers achieve abetter comprehension of
the cloud design challenges, paving theway for further investigationsin thisdomain.
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Table 1. Cloud Computing ServicesClassfication.

Cloud Challenges Paper Utilized Technique Advantages Comments
[65] Integrated energy-aware « Predict number of VM « Improve the workload
resource provisioning. request, estimate the prediction module based
required PMs to serve  oninvestigating if theVM
clients and reduce reguestsfollow somedaily
energy consumption trend.
[66] Prediction technique based on « Predict performancee Require the prerun of
linear number of messages. interference due to workloads to acquire
shared processor cache  necessary parameters of
working on current the statistical prediction
processor architecture  modd
and requiring minimal
software changes.
ResourceAllocation [67] Heuristic feedback-based . |ncreased overall costs Concentrate on poor
controller, Heracles efficiency substantially  efficiency of isolation
through increasing mechanism. Require to
utilization comparedto  investigate flexibility,
power saving  shiftingfromoneserviceto
techniques alone. other robugtly at runtime.
[68] Energy-aware OpenNaas, « Increasenetwork energy « Need toimproverdiability
combined of priority-based  efficiency without andfaulttoleranceat peak
shortest routing and exclusive performancedegradation  time.
flow scheduling.
[69] Hybrid topologies, k-ary . proyided high+ Needtoimproverdiability
n-direct sindirect. performance, through-  and fault tolerance at peak
put and latency figures  time
of merit closetoindirect
and lower hardware
cost.

L oad Balancing [82] Using genetic algorithm * Improve Loade Need to combine with
improved by logarithmic least ~ balancing other technique to be
squarematrix. improved

(34 Hierarchal search optimization «  Ensureefficient routing» Do not address system
technique and reduce carbon  performanceand response
emission time
Migration to Clouds [9] Interview approach basedon * Address system con-, Require to address the
and Compatibility the-technology-organization- ~ figuration (complexity & reljability and validity of
environment (TOE) theory. compatibility), organi-  theexplained factors.
zation fit, and external
support
I nter oper ability and [¥4] Discusslatest work (PSIF, « Provide a crosse Needtoexpand the study

Communication CoCoOn, OCCl, UCI, mOSAIC, correlation study of the ~ for more approaches with

among Clouds WSDL-S, OWL-9) cloudinteroperability &  more factorsto address.

portability approach
Security [99] Survey papers + Discuss differente Focus on cloud storage
[105] proposed techniquesto  dataonly. Need to expand

provide security for
data allocated in the
cloud.

for data in transit or data
processing in the cloud.
Some focus on
cryptography techniques
only.
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Cloud Challenges Paper Utilized Technique Advantages Comments

[106] Authentication, Authorization, « Guarantee end-to-end « Proveintheory. Needto
Accounting, and Secure  multi tenant sessonand  testin real system.
Transport (AAAS) protocol authori-zation messages.

[108] Public cloud security Discuss different « All discuss publiccloud

[124] surveys papers proposed techniques to  in general. Require

[121] provide security for data  addressing specific

allocated in the cloud. cloud environment and
issues in-depth.

[116] VIS, VISOR open source Develop the system* Focus on transaction
distribution system based on modularity, performance more than

extensibility, &  security of data
performance trandferred.

[117] Develop Susceptible-Protected *+ Overcome malware* Need to control the
-Infected (SP1) cloud malware ~ propagation issue with ~ Propagation malware
propagation model . low budget. using some VM

scheduling mechanisms.

[118] Security protocol based on Ted ontwo attacks: man- «  Requiretobeappliedon
symmetric key’s component in-the-middle-attack and  real cloud environment
distributionwith integritybased =~ malicious executing & improveperformance,
confidentiality and self environment. processing speed.
protection technique.

[119] Semi-Markov model, Xen Specified VM isolation «  Needtoaddressthefault
virtualization architecture. and analyzed identifying  tolerance of memory

areas that are most  corruption and how it
effective on improving  can affect onimproving
isolation security. the security.

[120] Biometricencryption Improve Bio datae They did not solve

confidentiality. Security issues nor test
the system in malicious
environment.

[122] Review papers Address VM migration * Require to address

[124] and consolidation,  system performar_me

security of VMs. specially after using
security mechanisms.

[125] Fuzzy logic based mechanism  * Construct  security * Improved in theory

profilesfor VMs. only.

[126] Surveys (live VM migrations). Addressed different * Did not address the

techniquesto securelive ~ trade-off  between
VM migration security & performance.

[130] WarmCR(Lightweight * Decreased extra® Need to address phase
checkpoint/rollback system  ©verhead on application change to reduce
for VMs) execution time. performanceloss.

[131] Surveys Addressed threats and * Did not discuss the

[134] proposed security  trade-off  between

models to protect the performance & the
hypervisor. proposed  security
models.
Energy Consumption  [135] Surveys Addressed  Energy . Did not discussed the
[139] consumption issue in  recent proposed

Cloud environment

techniques totacklethe
issue
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Cloud Challenges Paper Utilized Technique Advantages Comments

[139] Using rate monotonic (RM) « Lower power « Focus only on CPU
algorithm in a hard real-time  consumption resources
environment

[141] Server Virtudlization and VM . Reduce energy and*® Consolidation mec-
Consolidation Improve resource hanism lead to various

utilization issues  such as
performance
degradation

[142] Adaptive heuristics for « Reduce energy » Donot addressresource
dynamic consolidation of VMs  consumption and high  utilization
based on an analysis of |evel of service level
historical datafromtheresource  agresment
usage by VMs.

[143] Energy aware scheduling « Reduce Energy, Improves Donot consider mohility
agorithmEARHusingraling  resource utilization and & network
horizon ReduceVVM migration configuration

[144] Tabu search heuristic « Optimize  networks Focus on system

performance, CO2  peformancemorethan

emission, capital &  energy consumption

operational expenditure

TrafficManagement  [145] Data center network Architec- * Analyze utilization of © Need to take network
ture for traffic Generation and ~ network link and time  €fficiencyin consider to
Analysis Purpose taken series of the node  increase the optimum
for transmit and receive  Uutilization on network
packet resources. Monitor
scal ability requirements.

[146] Using Inter-Cloud communi- * ReducelSPtransit charge® Need additional
cation traffic management evaluation with more
mechanism (ICC) and longer traces.

Address cloud layer of
ICCtechnique. Combine
network load and
energy cost to provide
further optimization.

[147] Using Hadoop based traffic © Analysis multi-terabytese Need to address the

monitoring System

(IBHTTR TCR, Net Flow).
Provide scale-out feature
for controlling the
increasing traffic data.

centralized network
design of Hadoop main
node and tracker.
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