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Abstract: A [1] mobile ad hoc network (MANET) is a continuously self-configuring, infrastructure-less network of
mobile devices connected wirelessly. Each device in a MANET is free to move independently in any direction, and
will therefore change its links to other devices frequently. Each must forward traffic unrelated to its own use, and
therefore be a router. The primary challenge in building a MANET is equipping each device to continuously maintain
the information required to properly route traffic. Such networks may operate by themselves or may be connected
to the larger Internet. They may contain one or multiple and different transceivers between nodes. This results in
a highly dynamic, autonomous topology. MANETSs have distinct advantages over traditional networks in that they
can easily be set up and dismantled, apart from providing flexibility as the nodes are not tethered. Mobile advert
hoc Networks (MANET) are self-configuring, infrastructure less, dynamic wireless networks in which the nodes are
useful resource constrained. Efficient schemes for analyzing and reducing the time duration for which the intrusion
detection techniques need to stay active in a cell advert hoc network.
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1. INTRODUCTION

A [1] mobile ad hoc network (MANET) is a continuously self-configuring, infrastructure-less network of mobile
devices connected wirelessly. Each device in a MANET is free to move independently in any direction, and will
therefore change its links to other devices frequently. Each must forward traffic unrelated to its own use, and
therefore be a router. The primary challenge in building a MANET is equipping each device to continuously
maintain the information required to properly route traffic. Such networks may operate by themselves or may
be connected to the larger Internet. They may contain one or multiple and different transceivers between nodes.
This results in a highly dynamic, autonomous topology. MANETSs have distinct advantages over traditional
networks in that they can easily be set up and dismantled, apart from providing flexibility as the nodes are
not tethered. We have proposed an efficient way of using intrusion detection systems (IDSs) that sits on every
node of a mobile ad hoc network (MANET). We first present the minimization of the active duration of the
IDSs in the nodes of a MANET as an optimization problem. We then described a cooperative game model to
represent the interactions between the IDSs in a neighborhood of nodes. Besides being operable as a stand-
alone network, ad hoc networks can also be attached to the Internet or other networks, thereby extending
connectivity and coverage more importantly to areas where there are no fixed infrastructures. Present and future
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MANET applications cover a variety of areas. One important application scenario is vehicular ad hoc network
(VANET). VANET is a self-configuring network of moving vehicles (i.e., a vehicle is a node) although the
movement pattern of nodes are restricted by the road course, traffic regulations, etc.

Due to the inherent characteristics of a MANET, such as mobility, wireless communication links and lack
of any centralized authority, providing security in a MANET is a challenging task. Moreover, security solutions
for fixed wired networks are not easily adaptable to mobile wireless networks. One way of providing security
to a MANET is intrusion detection, a process of monitoring activities in the system so as to determine whether
there has been any violation of security requirements. Intrusion Detection System (IDS) is the mechanism used
by the nodes of a network for detection of intrusion and has been classified into two broad categories based on
the techniques adopted, viz., (a) Signature-based intrusion detection and (b) Anomaly-based intrusion detection.
In signature-based detection, knowledge about the signatures of attacks is incorporated in the detection system.
At the occurrence of an attack, the characteristics of the attack is matched with the signatures included in the
IDS. If there is a match, then an attack associated to that signature is said to have occurred. In anomaly-based
detection, the IDS does not attempt to find a signature match but searches for anomalous events or behaviour.
For instance, it could look out for anomalous behaviour such as dropping of data packets and events such as
erratic changes in the routing table.

2. RELATED WORK

This section presents existing related work on efficient usage of intrusion detection systems in a mobile ad-hoc
network. In [2], the authors provided a formal study on optimizing network topology for edge-self monitoring
in sensor networks with the objective of maximizing the lifetime of the network. The focus is on optimized
selection of monitor nodes that monitor communication links to reduce the number of monitor nodes. Though
the objective is energy conservation, our work focuses on reducing the active time of the monitor nodes instead
of reducing the number of monitor node. While the overall energy consumption may be reduced, some nodes’
energy may be depleted sooner than the rest.

The protocol SLAM [3] makes use of special nodes called guard nodes for local monitoring in sensor
networks. Usually the guard nodes remain in sleep mode in the network. Before communicating a node
awakens the guard nodes responsible for monitoring its next hop. The main aim of the protocol is to reduce
the time a guard node remains awake for the purpose of monitoring malicious activities. We find that there
is an interdependence between the nodes while carrying out network monitoring. However, in our proposed
work, a node determines the probability with which its own IDS monitors and schedules its monitoring time
independent of the other nodes. Moreover, when a large number of communication links are in use, almost all
the guard nodes in SLAM might be awake, which is also a downside of the protocol.

In [4], a protocol for optimal selection and activation of intrusion detection agents for wireless sensor
networks is presented. Only nodes which have the trust value above the trust requirement can activate the
intrusion agent to monitor packets and send alert packet to cluster heads. It is a requirement in the protocol
for each sensor node to maintain a small trust database of its neighbors and the clustering of sensor nodes. A
game theoretic framework for distributed intrusion detection in ad hoc networks which maximizes the network
lifetime while ensuring guarantees for the achieved security level is presented in [5]. The authors assume that
the network in divided into clusters of nodes among which some are trusted. A trusted node is equipped with a
perfect IDS so that when it performs intrusion detection, it is effective for the whole cluster and no other node
is involved in the monitoring process. In comparison, in our proposed approach we neither assume that some
nodes are trusted nor that an IDS is perfect. The existence of the energy security trade-off that is shown in [5]
is also observed in our simulation results. More importantly, all the above work ([2]-[5]) assume the network to
be static while our approach works even when the nodes are mobile.
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In [6], a technique is presented which optimally selects a subset of nodes in a dynamic network, each
of which manages/monitors a subset of nodes with the aim of reducing monitoring traffic or choosing nodes
predicted to be long-lived. Optimal selection of m out of M sniffers and assignment of each sniffer to one of the
K channels to maximize the total amount of information gathered in a multi-channel wireless network is done
in [7]. However, our work does not share the same goal as the above two. Reduction of energy consumption
by intrusion detection systems is being researched in the context of wired networks too ([8]-[9]). In [8], an
architecture (LEoNIDS) is presented for network-level intrusion detection system which resolves the energy-
latency trade-off by providing both low power consumption and low detection latency at the same time. Packet-
based selective encryption is used in [9] for reducing the energy consumption during intrusion detection for
networked control systems security. Game theory is widely used for modeling intrusion detection in wireless
networks ([10]-[17]). Several other game-theoretic solutions are also found in the literature that take care of
issues like cooperation and selfishness of the nodes in a network ([18]-[21]).

3. PROPOSED SYSTEM

In the existing system the network is not utilized properly and there are some limitations in case of security or
the efficient use of the node’s resources. Moreover in the existing system does not verify whether the intruder
is genuine or not on which our algorithm probability of genuineness is based.

3.1. Overall Description

We present simulation results for the Algorithm and discuss its performance. We design cooperative IDS and
deploy it in a MANET simulated using ns2 simulator and compare its performance under two scenarios: 1.We
keep IDSs running on mobile nodes in a network throughout the simulation time. 2. We use the Probability of
genuineness to confirm the intruder is a genuine one. The basic system architecture is shown in Fig. 1.

Figure 1

The focus is not on the design of the cooperative IDS but on how integrating the genuineness factor helps
reduce the active time of individual IDSs while attempting to maintain its effectiveness. The performance metrics
are detection rate, false detection rate, and the saving of energy and computational resource. Additionally, we
show the comparison of energy depletion of the individual nodes in the network. We design an IDS, which
detects the dropping of data packets, i.e., gray hole attack. A malicious node drops every data packet that comes
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its way instead of forwarding it. An IDS sits on every node of the network, where the routing protocol used is
AODYV (Ad hoc On-Demand distance vector) and the MAC protocol is 802.11. A node obtains the degree of its
neighbors with the help of HELLO messages. Each node monitors its neighbors for malicious activities, which
we assume here as dropping of data packets. A fixed-size interval, called IDS-interval is used by all nodes. Each
node divides the simulation time into slots of IDS-interval (2sec in our case) independently.

2.2. Routing Protocol [AODV]

AODV is an ad-hoc on demand routing protocol designed for operation of mobile ad hoc network providing
self-starting, dynamic, loops free, multi-hop routing [22, 23]. This protocol allows the mobile nodes to establish
routes quickly for new destinations as well as to respond to changes in network topology and link failures.
Nodes do not maintain routes to the destinations that are not in active communication. New routes are created
on demand. It means that control packets are broadcasted whenever needed and hence eliminating the need for
periodic broadcast of routing updates. AODV protocol works in two phases namely route discovery and route
maintenance. Route discovery process uses RREQ (route request) message and RREP (route reply) message.
The routing messages contain information about the source and the destination. When a route to destination is
needed, the node broadcasts a route request packet to its neighbors to find the optimal path. The RREQ message
contains route request broadcast ID, destination [P address, source IP address, destination sequence number,
source sequence number and Hop Count. Upon receiving the route request message, the intermediate node
forwards the RREQ message until a node is found. This node replies back to the source node with a route reply
message RREP and discards the RREQ. RREP contains destination IP address, destination sequence number,
source [P address.

Identify the victim node and intruder node: Using AODV Routing protocol divide and conquer strategy
can be done. Based on this strategy it can identify the victim node which does not forward the packet to the next
node. For identification of intruder, protocol made the victim node as suspected node and sends a route request
to the suspected node and if there is no reply coming from the node it is conformed as an intruder and alert
message about the intruder is sent to all other nodes.

Steps:
Step 1: Initialize source = 1, destination = N
Step 2: Calculate middle = No of hops (source to destination)/2

Step 3: (i) Check the packet has passed the middle node if yes then calculate the new middle form old
middle (source = old middle) to destination, goto Step 2

(i1) Otherwise calculate the new middle for source to middle (destination = middle)

(ii1) repeat the process assume there is no flow of data then suspect the node may be the intruder .Process
whether the middle node is intruder If True Set victim = middle and initiate route discovery process.

Step 4: confirm victim node

Step 5: Process the flow of data in middle node

Step 6: If the flow is delayed, set destination = prev (mid) and go to step 2
Step 7: If the flow is normal set source = next (mid) and go to step 2

Step 8: Stop

This module is focused for sending alter the message to entire node after the victim node has been identified
using divide and conquer strategy and is focused in the route redirection, after send an alert message it will
redirect the route from source to the destination.
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3.3. Algorithm explanation

Let there be an ad hoc environment containing both intruder nodes and non-intruder nodes and x be the estimated
life time of the network. The probability for a node to become intruder within the network lifetime time x is
given by (1),

No. of packets for warded for its neighbours

(1

No. of packets received from their neighbours’

Where ‘@’ is the probability of genuineness identified for a node. Let y be considered as a random variable
used for classifying the nodes in ad hoc scenario as intruder and co-operative based on the value of ‘a@’. If the
value of a reaches below the threshold value of 0.50 as proposed in (1), then the particular node may be called as
a genuine intruder. But when the value of ‘@’ is above the threshold, and then the node is said to exhibit normal
behaviour. If a node is with probability (1-a) then it is said to be in normal behaviour. At the same time, the node
possesses intruder behaviour with the probability ‘a’, given by (2) and (3),

P0) = 1-a, 2)
P(1) = a 3)

Then, the random variable (y) is defined as y = 0, if a node exhibits normal behaviour y = 1, If a node

exhibits intruder behaviour let us assume that the network contains (n) nodes, in which there are ‘m’ cooperative

nodes as well as (m —n) intruder nodes. Then, the probability for a node to exhibit normal behaviour (1) is given
by (4) and (),

m-n

A o= %(l—a)+ a. 4)

Under the condition,
1. ‘mout of N’ nodes are co-operative with probability (1-a) and

2. (m-n) out of n nodes are intruder with probability ‘a’.

Thus,

A o= : (5)

Since, the network lifetime x could be expressed as the sum of two independent exponentially distributed
random variables, each of parameter A. Thus, the failure rate of co-operative nodes in any time t is given by (6),

f, y=0) = 2e™ (6)
fx/y y=1) = \te™ @)
In contrast, the failure rate of intruder nodes in any time t are Erlang distributed is given by (7),

Since, Erlang distribution is a kind of phase type distribution which depends upon sum of independent
exponential random variables. This distribution is considered for identifying the failure rate network. In this
scenario, the failure rate of entire network depends on the failure rate of co-operative nodes as well as intruder
nodes with probability of (1-a) and (&) respectively. Hence, the failure rate of entire network is given by (8),

fo, Y=0)+f (y=1) = M1-a)e *+i ate ™ 8)

Thus, the Erlang based Conditional Reliability Coefficient (ECRC) for identifying the impact level of

intruder nodes on the network at any time t is given by (9)

R, = (1+akpe M 9)
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In general, the level of impact of intruder nodes on the resilience of the network could be identified based
on the values of ECRC. If the ECRC value is nearer to zero, then the impact of intruder is less. In contrast,
when the ECRC value diverges from zero, then the impact of intruder increases significantly. This Erlang
based Conditional Reliability Coefficient Model also aids in framing an optimal range for detecting intruder
nodes. The proposed mechanism is a distributed model deployed in each and every mobile node of the ad hoc
environment.

4.  SIMULATION AND PERFORMANCE

Network simulator [24] or ns is a name for a series of discrete event network simulators, specifically ns-
1, ns-2 and ns-3. All of them are discrete-event computer network simulators, primarily used in research and
teaching. ns-3 is free software, publicly available under the GNU GPLv2 license for research, development, and
use. The goal of the ns-3 project is to create an open simulation environment for computer networking research
that will be preferred inside the research community.

1. It should be aligned with the simulation needs of modern networking research.
2. It should encourage community contribution, peer review, and validation of the software.

Now we have 3 screenshots namely Fig. (2, 3 and 4) which shows different time period of the simulation.
Fig. 2 shows a new node is trying to enter the network. Fig.3 shows that the new node which was trying to enter
(shown in Fig. 2) the network has now successfully connected to the network and is communicating with others.
And finally in Fig. 4 the intruder is found in the network.

Figure 2
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The performance of the IDS system is through the proposed model and algorithm is shown by the detection
rate graph [Fig. 6] and the genuineness graph [Fig. 5]. Now both the graphs show that the proposed model is
a better one. The detection rate graph shows the difference in detection of the intruder while using both the
techniques. The genuineness graph shows the result on basis of correct packet transfer. In both Fig.5 and Fig.6
the existing graph is for LDK algorithm and the proposed graph is by using Probability of genuineness.
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5. CONCLUSION

Intrusion detection systems (IDSs) that sits on every node of a mobile ad hoc network (MANET). We first
present the minimization of the active duration of the IDSs in the nodes of a MANET as an optimization
problem. We then described a cooperative game model to represent the interactions between the IDSs in a
neighborhood of nodes. The game is defined in such a way that the primary goal of the IDSs is to monitor the
nodes in its neighborhood at a desired security level so as to detect any anomalous behavior, whereas, the
secondary goal of the IDSs is to correctly detect the genuine intruder in the system.
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