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ABSTRACT

Today everything in the world is becoming digital. We are dependent on the Internet for various activities like
shopping, banking and transferring information aswell asfunds etc. Information has becomean important assetin
the digital world. With such an enormous usage of the Internet for sharing information and making monetary
transactions, thereisaneed for safe and secure environment. Cryptography isan ancient and awel l-known technique
that provides secure communication over the network. It provides privacy and authenticity to the information
exchanged over the Internet. Secret sharing is another cryptographic technique used in the recent years which
encodes secret information into agroup of users. Each user will receive asingle sharefrom the secret message. The
complete secret can be regenerated only when some specific shares are combined together. A single share isof no
use. This paper presentsa comparative study of Cryptography and Secret Sharing methodol ogies and techniques
which will help to understand the utilities of both approaches for specific applications.

Index Terms: cryptography, secret sharing, symmetric key, asymmetric key, threshold, proactive, verifiable, access
structure.

1. INTRODUCTION

A lot of information is exchanged over the internet today. We use the internet for personal as well as
business needs. Internet has become an essential part of our daily routine. Everything is becoming available
to everyone asthe Internet is open and accessible to all. Hence, it is very important to protect sensitive data
or information communicated over theinternet. There are numerous attacksthat can be performed to retrieve
secret information communicated over the internet. Suppose you make some online shopping and choose
to make the payment online, you would need to provide the details of the debit/credit card while making the
transaction. If unfortunately this information is hacked, then it wouldn’t be good news to hear. Hence, it is
very important to secure such critical and sensitive information.

If two userswant to exchange a secret message over the internet, care should be taken that this message
should not beleaked to the third party. The study and practise of different techniques for hiding the sensitive
information from third party is called as Cryptography. Cryptography is used to provide security to awide
range of applications where the dataisto be exchanged securely and kept hidden from any third party users.
The examples include securing computer passwords, ATM card details, electronic transactions and many
more day-to-day examples. Cryptography is a simple process where the secret message or the sensitive
information (plain text) to be transferred between two usersis encrypted into unintelligible message (cipher
text). On the receiver side a decryption method is to be applied that converts the unintelligible message to
the origina intelligible plain text. There are numerous well-known algorithms for converting the plain text
to cipher text.

Secret sharing is another methodology used for securing the data that is to be communicated between
different users over the internet. The secret message to be exchanged between the users securely is split
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into a number of shares. These shares are transferred individually over the internet. At the receiver end, the
secret message can be reconstructed by combining a few shares out of the total shares. Individual share is
of no useto the receiver.

The cryptography approach is very popular among the researchers and developers. Along with the
cryptography, secret sharing also plays a vital role in providing high security to the confidential data. This
leads to the need of understanding the difference between the different techniques and applications of
Cryptography and secret sharing. This paper presents a clear understanding of these two methodologies,
cryptography and secret sharing. This study helpsto understand various prosaswell as cons of the techniques
used and decide which method will be more appropriate to provide security for any given application.

The rest of the paper is arranged as follows: Section Il briefly presents the literature survey on
cryptography and secret sharing and different techniques under these methods. Section 111 discusses and
compares both the methodologies on various parameters. Section |V summarizes the paper.

2. LITERATURE SURVEY

This section discusses the techniques of securing critical information and sensitive data with Cryptography
and secret sharing.

2.1. Cryptography

The process of scrambling the contents of a secret message to keep it secure from the outside world is
called the process of Cryptography. It consists of two parts: Encryption and Decryption. Encryption is the
processwherethe secret message isscrambled in such away that it isdifficult for an adversary to understand.
Decryption is the process where the scrambled message is reconstructed to retrieve the original message.
The encryption process and the decryption process is done with a parameter called “key”. Depending on
the key, the cryptographic technigues are divided into two classes: symmetric key cryptography (SKC) and
asymmetric key cryptography (AKC). For the symmetric key cryptography, the same key is commonly
used for both the encryption (by the sender) and the decryption (by the receiver) process. In the asymmetric
key cryptography, one key is used for the encryption process and another mathematically related key is
used for the decryption process. Hash function is also atechnique of cryptanalysis. [3]

2.1.1. Symmetric Key cryptography

Symmetric key cryptography (SKC) sometimes called as shared or secret key cryptography (as the same
key is commonly used by both the users) is very simple and easy method for securing the information to be
communicated, but managing the key istedious task. For secret-key cryptography technique, the same key
is used for encrypting and decrypting the sensitive information. If the key is lost or compromised to an
adversary, the information would be easly retrieved from the encoded text. The key is required to be
securely communicated to both the sender and receiver. There are a list of algorithms for symmetric key
cryptography like AES, DES, 3DES etc. With the passing years, alot of improvements were made to the
traditional method of symmetrics key cryptography to provide more security to the critical information.

[3][4]

An enhancement to the traditional symmetric key cryptography can be used by taking the plain text at
bit-level which will provide more security than individual characters. A pattern is decided and the key is
also generated by the bits generated from the plain text. The binary text and the key are XORed to formthe
cipher text. The cipher text is then converted to characters and sent to the receiver. At the receiver end, the
cipher text is converted into binary format. The key is extracted according to the decided pattern. The
encrypted bits are XORed with the key to retrieve binary bits. These binary bits are then converted to
characters to read the original plain text message. [1]
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Another algorithm of symmetric key cryptography that works withASCI 1 charactersfor encryption and
decryption. For encryption, it is athree level process: first convert al characters to upper case letters and
then convert the even blanksto $ and odd blanksto #, inthe next step switch alphabetsto its complementary
alphabets (A ->Z and B ->Y and so on) and in the last step for each second alphabet whichis not blank the
value n is caculated with the given formula:

n=ASCII (char) and n= n+(key)L

and then append the original character to the encoded text. For the decryption process, the receiver will first
convert the cipher text to upper case charactersto extract each character. For the odd characters, replace it
with its complementary alphabets. For even characters and if the character isnot ‘$’ or ‘#, subtract avaue
of (key)- from the number obtained and then typecast the recelved value into character and append the
decoded text sequence. Ladtly, if the character isa‘$ or ‘# then append a blank space to the decoded
message. [2]

Securing the key isavery important factor. Symmetric key cryptography assumesthat the keys are prior
distributed to the users through secure communication channels. If the key is log, it is very easy for an
adversary to get the original message fromthe decoded text. There aredifferent key-management techniques
that help to protect the key froman attacker. Asymmetric key cryptography is an extensionto the symmetric-

key cryptography.

2.1.2. Asymmetric key cryptography

For thistechnique i.e. asymmetric-key cryptography (AKC), two keys are available for the encryption and
the decryption processinstead of an single key that was shared previousy between the sender party and the
receiver. Both the parties that mean the sender and the receiver possess a pair of keys — a private or the
secret key and the public key. The public key is used for encryption and the secret key will be used to
decrypt the scrambled text. It allows a secure communication between the users as the secret key is never
shared and retained at the sender side. There are different algorithms for asymmetric or public key
cryptography like the Diffie Hellman, RSA and many more. [3][4]

In the recent years, there is much advancement to the traditional asymmetric key cryptography. The
RSA algorithmis likely to have an attack on the mathematical factorization. The enhanced RSA algorithm
can be explained as follows:

1) Key generation:

take two randomly generated prime numbers o and 3 and calculate the value of n as:

n=oxf

Next calculate the value of ¢(n) as:

#(n)=(a-x(5-1)
where ¢ is the Euler’s function.
calculate the value of k1 such that:

Jn<kl<g(n) and ged (KL ¢(n))=1
i.e. k1 and ¢@(n) are co-prime.
k1 must be short and have a negligible hamming weight.

compute X to replace n in the following way:
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i) if o> 3, consider X as.
n—oa<X<n, gcd(X,n)=1
i) if o <, consider X as.
n—pg<X<n, gcd(X,n)=1
Find k2 such that k1 x k2 Mod(X) =1
- The public key now is (k1, X) and the private key is (k2, X).
2) Encryption Process:
- Now encrypt the plaintext message PM to cipher message CM as.
CM = PM“ mod(X)
3) Decryption Process:
- For decryption, get the plaintext message PM from cipher message CM by applying the formula:
PM = v (CM* Mod(X))
This process gives better security by eliminating the value n from the original RSA algorithm. [5]

2.1.3. Hash Functions

Using hash functions is also one way of cryptanalysis. There are many algorithms that use hash function to
provide security to the critical messages like the SHA, MAC etc. The hash functions take variable size
input and convert it to afixed size output. The keccak SHA-3 algorithm implements basics of hash function
to provide security. It includes padding and permutation. Padding is done to make the input of afixed size
and then permutation is applied on a single block of input. The process is reworked for full set of input
blocks. Permutationinvolves X ORing of theinput block with the output of the padding module. Permutation
process is replicated for all input blocks. This method requires less memory and provides better security
when compared to the origina hash algorithms. [6]

2.3. Secret Sharing:

Secret Sharing (SS) is atechnique in which secret information, which can be in the form of data, image or
anaudio fileistransferred in the form of shares. The individual shareitself does not disclose any information
about the secret message. For the reconstruction of original secret athreshold number of shares are needed.
The shares are then mingled and connected together to form the original secret. This method helps in
addressing the problem of reduced trust. Visual cryptography is also a kind of secret sharing in which the
secret message can be reconstructed by stacking the shadows. These techniques are having very low
computational complexity. Secret sharing techniques can be used in variety of ways as per the need of the
application. The various types of secret sharing schemes are: threshold SS, proactive SS, verifiable SS and
access structure SS. [7][ 8]

2.3.1. Threshold Secret Sharing

In the threshold SS method, threshold is a parameter which decides the minimum number of shares needed
for the reconstruction of original secret. This technique is used in situations where a group of participants
which rely on each other but cannot trust the other individual completely. They are commonly called as
(t, n) secret sharing techniques, where 2 <=t <= n, where at least t or more participants out of total n
participants must cooperate to get the original secret. Less than t participants cannot regain the original
message. Thisis very useful in terms of reliability as though any t number of shares is available the original
secret can be reconstructed. [9]
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2.3.2. Proactive Secret Sharing

Proactive secret sharing are useful where the participants involved in keeping the shares may get added or
removed from the participants group. Also the shares need to be refreshed without changing the origina
secret after some time duration. This technique can be used for applications that need to maintain data for
an elongated time period. This provides the security from the threats of an adversary trying to get shares
one by one. [10] [11]

2.3.3. Verifiable Secret Sharing

While receiving share of the secret information, participant may need to verify the accuracy of the provided
share. And also, among the group of participants dishonest participants can provide fake shares at the time
of reconstruction of the secret. Verifiable secret sharing techniques are very important in identifying such
dishonest participants or cheaters. [12][13]

2.3.4. Access structure

Thistype of secret sharing is also known as general access structure secret sharing. It is useful in providing
flexibility interms of deciding specific participantsto reconstruct the secret. It givesa subset for the authorized
users to access the required capabilities. For getting the original secret the reverse method is applied on the
qualified subset of shares. The shares that did not qualify will not reveal any part of the information.
[14][15]

Thusalot of study has been there by the researchersin the field of secret sharing and cryptography. The
next section provides the comparative analysis of these two techniques with respect to the parameters like
security, reliability, bandwidth requirement etc.

3. COMPARATIVE ANALYSIS

The following section compares both the techniques on various parameters to ensure the usability of the
techniques.

Cryptography methods require an extra parameter as key for the encryption and the decryption
process. Without the key, the data cannot be encrypted or decrypted. Hence, the key plays a very
essential aspect in Cryptography. But in the case of Secret Sharing, there is no requirement of keysfor
creating shares from the secret. Also in case of symmetric key cryptography, if the key is lost, the
message can be decrypted easily. For this reason it is very important to protect the key from the
malicious attackers. It must be ensured that the keys are always communicated through secure channels.
The asymmetric key cryptography makes use of a key-pair: the public key and the private key, if the
private key is stolen then the secret message can be easily compromised. This will not happen in case
of secret sharing as they do not use keys. Due to this, secret sharing is more flexible than cryptography.
Secret sharing technique can sustain attacks up to their threshold value of (n — k) where n is the
number of participants and k is the threshold value whereas cryptography has a single point failurei.e.
the keys. If the key is attacked, the secret message is compromised to the attacker. As cryptography
has a single point failure, its reliability is less as compared to the SS scheme. But in the SS technique,
the secret message is divided into a number of shares. This leads to increased bandwidth for
communication compared to cryptographic techniques. Also, the space complexity is more in secret
sharing. Cryptography involvesalot of computations like permutations, transpositions and mathematical
and logical operationsto be performed on the original text message which increases the computational
complexity of the algorithms as compared to the secret sharing methods. The following table gives a
systematic representation of the comparison of different parameters with respect to Cryptography and
Secret Sharing.
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Tablel
Comparison of Cryptography and Secret Sharing techniques.
Parameters Cryptography Secret Sharing
Key Required Yes No
SinglePoint Failure Yes No
Security Yes Yes
Flexibility No More
Accuracy More More
Effect of Attack SinglePaint Failure Can be sustained up to (n —Kk)
attacks
Reliability Less More
Threshold No Yes
Techniques Symmetric, Asymmetric, Threshold, Proactive,
Hash Function Access Structure, Verifiable
Entropy More Less
Bandwidth Less More
Space Compl exity Less More
Computational Complexity High Comparatively Less

4. CONCLUSION

Cryptography and secret sharing are playing very vital role in providing the security to the important
information. This paper elaborates on both approachesin detail. It isvery useful in making the understanding
of cryptography and secret sharing in more clear way. Also, the paper presents a relative comparison of
Cryptography and Secret Sharing technigues with respect to the concerned parameters, which is helpful to
understand the utilities of both approaches for specific applications.
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