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A Study on Digital Forensics in Hadoop
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ABSTRACT

Nowadays we all are surrounded by Big data. The term ‘Big Data’ itself indicates huge volume, high velocity,
variety and veracity i.e. uncertainty of data which gaveriseto new difficultiesand challenges. Hadoop isaframework
which can be used for tremendous data storage and faster processing. It isfreely availabl e, easy to use and implement.
Big dataforensicisone of the challenges of big data. For thisit isvery important to know theinternal details of the
Hadoop. Different files are generated by Hadoop during its process. Same can be used for forensics. In our paper
our focusison digital forensics and different files generated during different processes. We have given the short
description on different filesgenerated in Hadoop. With the help of an open sourcetool ‘ Autopsy’ we demonstrated
that how we can perform digital forensicsusing automated tool and thus big dataforensics can be done efficiently.
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INTRODUCTION

Hadoop isaframework which can be used for tremendous data storage and faster processing. Moreover, it
IS an open-source technology. It uses large clusters of commodity hardware and thus uses distributed
computing. To perform Big Data forensic investigations, the knowledge of Hadoop's internals and
architecture is essential [1], [3], [4], [12-15].

1.1 The Hadoop configuration files [5-8]
The following are the Hadoop’s standard configuration files,

hadoop-default.xml
General default system variables and data locations are stored in this file.

job.xml
Job-specific configuration parameters are stored in this file.

mapred-default.xml
All the MapReduce parameters are stored in this file.

hadoop-sitexml
The site-specific version of hadoop-default.xml.

1.2 The Hadoop other supporting files[2],[9]

Trash files

After the deletion of any file a subdirectory is created under the user’s $HOME folder using the
original file path, and thefile is stored there. Thesefiles are deleted only after periodic trash deletion
process run by Hadoop. User can configure the period for this.
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Log files

The most important filesare Log filesin forensic evidence. Almost every information like operations,
input source, users, jobs, links, different locations etc. can be easily achieved from log files. Thisis
indirect kind of information. Following types of logs are generated by Hadoop,

a. Sandard out and standard error

Each Hadoop TaskTracker creates and maintains these error logs to store information written to
standard out or standard error. These logs are stored in each TaskTracker node's /var/log/hadoop/
userlogs directory.

b. Hadoop daemon logs
Thisfile is stored in the host operating system which contains error and warning information.

c. Job configuration XML

The Hadoop JobTracker createsthese fileswithin HDFS for tracking job summary details about the
configuration and job run. These files can be found in the /var/log/hadoop and /var/log/hadoop/
history directory.

d. log4j

This file is the outcome of log4j process. The log4j application is an Apache logging interface that
is used by many Hadoop applications. These logs are stored in the /var/log/hadoop directory.

e. Job statistics
The Hadoop JobTracker createsthese logsto storeinformation about the number of job step attempts
and the job runtime for each job.

2. HADOOPFORENSICS EVIDENCE ECOSYSTEM [5], [11]

Evidence is the base of Forensics and data is the evidence in digital investigations. As hadoop stores lot of
dataon disk and in memory aswell this data provides information for evidence. Sometimes thisinformation
may be useful or may not be useful. It totally depends on the scenario and needs. Even the definition of
evidences is also changing as per different scenarios and needs. As shown in Figure 1 there are three
categories of Forensic data in Hadoop:

a. Supporting information

This is not a direct information rather the information which can be used to identify evidence or
may provide some clue about the operations or configurations.

b. Record evidence

K Host operating Svsleﬂ\\ ( HDFS data files (e.gﬁ K Application scripts \

<« = D 4

Thisisthe direct information. Any data analyzed in Hadoop comes under this category. E.g. Text
files for MapReduce jobs.

Supporting Record User and Application
Information Evidence Evidence

log and configuration text or SegquencefFile) (e.g.. Pig)
files - HDFS user or Trash - 1AR files
- Hadoop log and files - Hadoop log and
configuration files - Database/data configuration files
- Host operating system warehouse contents - Application log and
process/daemon (e.g.. HBase) configuration files
information (e.g.-. jps) - Reports or analysis
- Hadoop process outputs
infornmation o Asrchived data
- Hadoop application
scripts

Figure 1: Types of forensics evidences
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c. User and application evidence
This evidence includes the configuration files, log files, analysis scripts, metadata, MapReduce
logic and any change / logic that performed on data. It gives information about how the data was
analyzed or generated.

3. AUTOPSY

Autopsy is a freeware forensic tool. Efficient file carving, data carving, keyword searching are the main
features. It provides good GUI that's why it is widely used in forensic investigations. Following are the
steps for file or data carving [11],

1. Download and install the latest version of Autopsy from,
http://www.sleuthkit. org/autopsy/.

2. Start Autopsy. Select New Case.

N Autopsy 4.0.0

File View Tools Window Help

. Close Case wffs Add Data Source . Generate Report A © - Keyword Lists & Keyword Search

Create New Case

Open Recent Case

Open Existing Case
-

Autopsy”

OPEN | EXTENSIBLE | FAST Close

[o Autopsy version 4.0.0 is available for download at http:/fwww. sleuthkit. org/autopsy/. j

3. Enter the Case Name and Base Directory. Output will be stored in this directory. Click on next.

Steps

1. Case Info
2. Additional Information

Enter New Case Information:

Case Name: \cFo 1-Image

Base Directory: |C:\Forensics

Case Type: (@) Single-user Multi-user

Case data will be stored in the following directory:
C:\Forensics\CF01-Image

Next > Finish
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4. Enter theCase Number and Examiner information, and click Next. Here case number should be numerical
sequential number like O01.

Steps Additional Information

1. CaselInfo
2. Additional Information Optional: Set Case Number and Examiner

Case Number: 001

Examiner: ‘ SachinThanekar

5. Thus new case is opened. To add evidence, click on Add Data Source. Select either Image File or
Logical Files, and enter the path to the image file or logical files. Click Next:

Steps Enter Data Source Information wizard (Step 1 of 3)

1. Enter Data Source
Information

2. Configure Ingest Modules

3. AddData Source

Select source type to add:  Image File v

Browse for an image file:
'H:\M.E.Project\‘leal'l’lmelmages\Srushtishrutibtarpvdstegosrushtis‘wti.tiff Browse 1

Please select the input timezone: | (GMT +5:30) Asia/Calcutta v

["] 1gnore orphan files in FAT file systems
(faster results, although some data will not be searched)

Press 'Next' to analyze the input data, extract volume and file system data, and populate a local database.

< Back

Finish Cancel Help

6. Select al ingest modules that apply to the investigation. For testing purposes, select all options and
ensure that Process Unallocated Space is checked. That provides slack space analysis capabilities,
including deleted file recovery:
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Steps Confi e Modulk i d (Step 2 of 3)

1. Enter Data Source Information
2. Configure Modul
3. Add Data Source

Configure the ingest modules you would like to run on this data source.

Recent Activity

Hash Lookup

File Type Identification
Embedded File Extractor
Exif Parser

Keyword Search

Email Parser

Extension Mismatch Detector
EO01 Verifier

Android Analyzer
Interesting Files Identifier
PhotoRec Carver

C{C I3[ RN CHENEY

Select All Deselect All Advanced

< Back Next > Finish Cancel Help

The investigator can view picture, audio, video, document and other file types from the source file
system and dack space. The investigator can also view the files under the Views menu. Several different
types of views are provided like File Types, Recent Files, Deleted Files, MB File Size (grouped by file size)
etc.

Fle View Tooh Window Help
.ﬂue(-u O MSHDSS Sl [, SENE R REDOIT mm oOp © Kryword Lety G nrywerd Search
Oreciory Latrg —_—
P 1 Resim
Tabie  Trumpeal
PFaame L Madrted Teme Crarge Tma Acoess Tt Craaned Time Gae FlagiDn |
[t o T
N veem @
]
b wdnmm
Crfoe 37
o
« »
Srgie Ltersl rpeend Search o e o
- :n" Feranip) ) Madchuts 6 page of . Mak, Page: 1 e 1 Fage Fa%acass Tawt ,j
N g Reguler By hanahil L TR R L s B D
% rusteation BraSuser: parIaN-L.es.id =
1N Bl Uil pebjman
U A eerestrg e Titim
i T Tragped Talse
» BETm app Createrdesic LaTeX vish hyperrefl package
xmp Ty KPeges - 1D =
(™ 4

Investigator can extract files to required location by right-clicking on the file and selecting Extract
File(s). Any type of file can be extracted using this method no matter whether it is deleted or present. Files
can also be tagged in Autopsy for later extraction or further analysis. The investigator can right-click on a
selected file and select Tag to save the file with tag information for later analysis.

Autopsy also provideskeyword searching capabilities. Inthetop-right corner, Autopsy hasthe Keyword
Search and Keyword Lists menus. Click on Keyword Search to run a one-time search. The search can run
the following three types of searches:
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* An exact word match

* A substring match

* A regular expression match

When the search is run, Autopsy searches all extracted text from the evidence and returns the list of
files with one or more matches and all associated metadata. Multiple search terms can be searched in a
batch viathe Keyword Lists menu. Clicking on Keyword Lists | Manage Lists brings up the search settings,
where the investigator can add a list of multiple search strings. A list is created and saved after all terms
have been entered. Then, theinvestigator can search the evidence using that list by clicking on the dropdown
menu next to Keyword Lists and selecting the list to use. The results of keyword searches can be exported
asareport file that shows the file that matched and the search term.

N sacuj - Autopsy 4.0.0 - olEN

File View Tools Window Help
@ Close Case Add Data Source Generate Report N © ~ Keyword Lists Qg Keyword Search
€ Directory Listing Keyword search 2 - (htiftp(s?... X b

Keyword search T Results
#-[@ Data Sources

= ® Views

File Types . Type(Dir) Type(Meta) Known InHashsets MDS5Hash

gl 1 oo [ oomieonsmsisiumtoar |

Videos (0)
Audio (2)
Archives (0)

~
Table | Thumbnail

Word Preview
Downloaded from «http:/jww, FunMarathi,come--———

-

-

239

533
"
s

k RichText Q) < 2
Executable

Hex | Strings | File Metadata | Results | Indexed Text | Media

-y Deleted Files
4-MB File Size
£ Results
=B Extracted Content
# EXIF Metadata (2)
A Keyword Hits
A Single Literal Keyword Search (0)
A\ Single Regular Expression Search (0)
A URLs (2
W Hashset Hits

E-Mail Messages

f Interesting Items > Error buffering file

&[] Tags
N v | MogicalFieSet1/NISHANA TULA DISLA NA-FunMarathi.mp3

With the help of Autopsy we can generate results by following way,

1. Click Tools | Generate Report.

2. Select Results | Excel or Results | HTML.

3. Select All Results or Tagged Results, and click Finish. A report file is generated that displays which
files match the search terms.

[ ™ R R NE Rin Nata Forensic.dncx - Microsoft Word - a
el - i Aley40D = = - @
= File View Tools Window He
)
i @ Close Cace Add Data Seffirce Generate Report a © - KeywordLists ey e .
aste .
Zo TR [Orectory tsting | Keyword search 2 - (@07 X ~o
2 i
o @ Data Sources > |——— 2 Resulty =
= P Table | Thumbnail =)
O @ Views
Fie Types Name Location Modified Tme Change Time Access Time Created Time
LW Images @ & 20150822_1617113pg
% Vo= ) 55 20150922_161718.709
E S Generate Report

Select and Confiaure Report Modules

A report about results and tagged items in HTML format.

This report will be configured on the next screen.

TSK Body Fie

Page: 10 of 12 | Words: 1,682 | <& |

L€ Wl O [Chiel-1 K
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4. CONCLUSION

To find the evidences on big data we need to understand the basic structure of the big data, through which
we can find the evidences more efficiently. By using the different tools and technology we can do the
forensic of big data. Asin big data the volume of datato be considered is very big, automated tool can help
us to do it efficiently. We have shown it with the help of *Autopsy’.
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