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Secure and Efficient Data Sharing in
Cloud Using Hybrid Patient Controlled
Biometric Encryption Scheme

Rinesh. S* & M. Mohanapriya**

Abstract: Personal Health Record (PHR) isan important tool which used to track the patient information in accurate,
reliable and complete manner. The PHR allows the patient to create and update their details and also sharetheir
information to other user and health careproviders. During the PHR information sharing in thecloud, theusers have
tackled several problems such as security, scalable key managements, user revocation and flexible access contrals.
So, this paper proposesan approach Hybrid Patient Controlled Biometric Encryption Scheme (HPCBES) to ensure
the security while sharing the PHR into the cloud environment. The HPCBES schemes provide the fine-grained
access control to the authorized user with the help of the fingerprint biometric feature. The biometric fingerprint
images is linked with the Attribute Based Encryption key and generate the bioscrypt which is used during the
verification process and the Multiple Authority Attribute Based Encryption (MAAE) used to grant the access
control tothe PHR users. The proposed system ensuresthe security, authentication and efficient data sharing in the
cloud environment. The performance eval uation results showsthe efficient and secure data sharing with different
attributelevel of PHR.

Keywords: Personal Health Record, Biometric Encryption Scheme, Attribute Based Encryption, Cloud Computing

1. INTRODUCTION

Cloud Computing isthe emerging technology, whichisused to provide the different type of servicesto the user
throughthelnternet [1]. Cloud system enablesthe data sharing mechanismwhich providethe variety of servicesto
theuser. According to the Information week survey dl the organizations share 74% of their datawith customers
and 64% of their datato the supplier which isdone with the help of the cloud [2]. So, the data sharing placean
important role, higher priority and improves productivity inthe cloud environment. The shared cloud servicesare
easily accessible viathe on-demand network accessservice and it isflexiblewhichis available at lower cost [3].
During the datasharing the medica dataor information sharing playsan essential role becausethe patient informetion’s
are easlly accessiblewith minimum cost.

Now-a-daysthe Personal Hedlth Record (PHR) isone of theemerging technologiesin themedical application
whichisused to create, manage and update the patient hedth informationin an effective manner [4]. The PHR
consst of severd information about the particular patient like, identification sheet, problem or significant ilinesslit,
medical records, progress notes, consultation details, lab reports, immunization records, consent forms, imaging
and x-ray reportsand so on[5]. Theseinformation recordsare needed to be stored in the cloud for easy sharing
and access mechanismwhich isused to control the activities of the patients. During the PHR information sharing the
fine-grained accesscontrol, security, dataconfidentidity, authorization and authentication iscrucia challengewhile
sharing the PHR recordsin thethird party storage[6]. Whenthe PHR datauploaded in the cloud environment the
owner should lose their physical control also it is hacked by someintermediates and internal hackers. So, the
security isamajor chalengeinthe PHR datasharing inthe cloud environment. The cloud data sharing challengeis
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overcome by applying the encryption approach while sharing the medica information whichimprovesthe data
confidentidity and data security inthethird party ssorage service. There are severa existing encryption methods
such asKey Policy Attribute Based Encryption (KP-ABE) [ 7], Cipher text Policy Attribute Based Encryption
(CP-ABE) [8] and Hierarchicd Attribute Based Encryption (HABE) [9] isused to encrypt the user outsourcing
details before uploading PHR to thethird party in the cloud environment. These encryption processesensurethe
security and data confidentiality using the public key encryption plans. Eventhough the public key encryption
technique manages the security of the PHR records, the key management and scalability isamgjor issue during the
authentication.

To addressthisissue Hybrid Patient Controlled Biometric Encryption Scheme (HPCBES) isused to manage
the patient informationin the cloud environment. The biometric encryption processlinked with the Key Policy
Attribute based Encryption techniqueswhich consst of different image processing and encryption techniques. The
biometric featuresare unique to each user that helpsto recognizethe user identitieswith fast, accurate. So, the
proposed system usesthefingerprint [ 10] asthe biometric feature becauseit has specific and uniqueridges, valleys
ontheskin. The captured fingerprint processed by theimage capture module, feature extraction and template
matching mode. Theextracted featuresare encrypted with the help of the encryption techniqueand those encrypted
images are matched during the template matching phase. Thenthe MultipleAuthority Attribute Based Encryption
(MAAE) gpproachisused for granting the access control permission to the multiple usersfor sharing and accessng
the PHR recordsin the cloud environment. The remaining of this paper isorganized asfollows. Section |1 discusses
therelatedwork; Section |11 presentsthe proposed syssemmode; Section |V describesthe performance evaluation
and finally, SectionV concludesour work inthis paper.

2. RELATEDWORKS

Incloud secure PHR datasharing istheimportant issuesbecauseit creates severd securitiesand data confidentiaity
problem while accessing the cloud services. So, in this section describesthe various discussions about the secure
cloud PHR data sharing approaches. Ming Li et al., [11] propose an Attribute based Encryption system for
managing the PHR data with scalable and secure manner. The proposed system usesthe encrypted PHR data
outsourcing approach for providing the fine-grained access control to the different userslike public domain user
and the persond users. Then the key management issueisovercome by using the dividing framework mechanism
whichmonitorsthe multiple owners accesscontrolsto establish the security with lower cost. The performance of
the proposed systemisevauated with the help of the experimental resultswhich achievesthescaable and secure
PHR datasharing inthe cloud environment. Danwelet a., [ 12] managing the multiple owner’ ssecurity concepts
during the PHR data sharing in the cloud environment. The multiple owners' security ismonitored by dividing the
usersinto different domainswhich reducesthe complexity in thekey management system. Thenthe patient privacy
centric security isestablished by applying The Hierarchical and Multiauthority Attribute-Sets Based Encryption
(HMASBE) approach. Thisencryption agorithm reducesthe computational complexity and security whileoutsourcing
the datainthethird party storage device. Thenthe performance of the proposed systemisevaluated with the help
of theset up, key generation based experimental results.

Rudrakshi et al., [ 13] discussesthe multi modal biometric system based encryption method to managethe
user identities and important information in the cloud environment. The multi modal based biometric system
ensurestheauthentication and createsthe bio crypto systemto managethe patient’s personal information. The
proposed multi modal biometric system reduces the hardware system cost and security cost in the cloud
environment. Pugazhenthi et al., [14] multiple biometric features are used to managethe user entitiesin the
cloud environment which leadsto achieve the security while accessing the cloud services. This paper usesthe
fingerprintsand related traitsare used to establish the security to the user identities by using the RSA and Elliptic
Encryption dgorithm. Thefingerprint biometric featuresareencrypted by applying the Elliptic encryption dgorithm
whichisstoredin the database and the templates are matched by RSA algorithmwhich improvesthe security in
the cloud environment.
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AliA.Yasminet d., [15] author developsthefingerprint recognition syssemfor establishing the security to the
user identitiesin the cloud environment. The captured user fingerprintsare partially encrypted by applying the
discretewavelet transformand the encrypted imagesare stored in the database which is used during thetemplate
matching process. Thisencrypted and wavel et based verification scheme does not require heavy hardware and
softwarerequirementsaso doesnot need thelargest amount. Thus, the author proposesthe efficient fingerprint
recognition sysemfor verifying the user information and granting the access control permissonwhileaccessng the
datain the cloud environment. Gandhi et al., [ 16] developing the secure, scalable and cost effective system for
managing the user shared data. This paper uses the person unigue biometric feature such as afingerprint to
authenticatetheindividud whilesharing dataor accessng deta Theauthentication sysemimplementsintheAutomeatic
Tdler Machine(ATM) and severd public sectors and the performanceof the syssemisevauated by experimental
results. Thenthe proposed system ensuresthe security while sharing the user information. So, the proposed system
usesthefingerprint based biometric encryption system for managing the security while sharing the patient informetion
(PHR) inacloud environment. Thefollowing section discussesthe detail proposed methodology.

3. PROPOSED METHODOLOGY

Inthispaper the user information security ismanaged by applying the Hybrid Patient Controlled Biometric Encryption
Scheme (HPCBES) becausethe patient information (PHR) has severa sensitiveinformation. ThePHR iscreated
by the user which need to storeinthe cloud storage for accessing inthe case of emergency. The shared informetion
may be accessed by both public domain person like doctor, nurse, medical researcher and private domain person
like user, family membersand so on. During the information (PHR) accession process, the unauthorized user may
try to accessthe private user information and modify those information’swhich lead to createthe problemfor
further processing. So, the security and fine-grained access permissionis controlled by applying the biometric
based encryption process. There are severa biometric features are presented to controlled the security to the
individuals, but the proposed system usesthe fingerprint biometric featureto monitor the private user information.
Eachfingerprint based biometric systemrecognizesthe authorized user with high accuracy with minimum cost and
requirementsalso it iseasily accessiblein social. Thus, thefingerprint biometric image featuresare extracted by
identification and minutiae detection process and those extracted features areencrypted with the help of the Self
Healing Attribute based Encryption process. Theencryption process createsthe Bioscrypt whichisstored asa
template inthe database.

Beforeistheabove Bioscrypt generation processthe user shared information’s (PHR) are encrypted by
applying the MultipleAuthority Attribute Based Encryption (MAAE) approachwhich used to granting thefine-
grained access control and security while accessing the public domain user. The MAAE approach managesthe
multiple key management system by comparing the Bioscrypt template with the user fingerprint. The encryption
and template matching processis performed after making the following arrangements.

Setup

Thefirst gepisto arranged| theinitial parameterswhichneed to establish the security while sharing thedatainthe
cloud environment. Theinitia parametersare public key PK, secret key K, and private key generated by each
authority attribute. Each attribute hasinformation about the particular user.

Setup (1, N) — via (params, {(PK,, SK)} ke {1...N})

Key Generation (MK, SK)

The key generation algorithm usesthe private key and aset of attributes Ur that describethe key, and outputsa
secret key K for user U. K should contain at least one attribute from every type of attributes governed by
attribute authorities.

A Key Gen (X, GID, A) > viaSK [GID, A]
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Where,

GID - user withidentity
K —  Secret key

A — Attribute set

k
After making thisarrangement, the private key is generated by applying the biometric based encryption process.
So, thebiometric fingerprint features are extracted asfollowsto establish the security while sharing the PHR
information.

3.1. Bioscrypt Generation using Self Healing Attributebased Encryption Method

After arranging theinitia set up, the Bioscrypt imagesare generated by capturing the fingerprint of both the public
domainand privatedomain user. The captured image features are extracted by using thetwo different moduleslike
fingerprint identification and minutiae detection processwhich isexplained asfollows.

Fingerprint Identification Process

The Fingerprint identification process[ 18] isone of the authentication process. Each fingerprint hasmore number
of pointswhich can be varied from one person to another person. The fingerprints consist of dark linesand white
lines, the dark line cdled asridgesand the white line called asthevalleys. Thisdark and whiteline patterns have
particular uniqueinformationwhichisused to authenticate the user. Thechangesof theridgestructure are commonly
called asthe minutiae and which can be grouped into threedifferent types, Arches, Loopsand Whorls. Generdly
thefingerprintsareidentified by goplying the following seps, image acquistion; goring theimage, image segmentation,
image normalization and classification process. Inthis paper theimage processing and feature extraction stepsare
used for ensuring the authentication of the cloud datasharing usersand client.

Fingerprint I mage processing and Minutiae Feature Extraction

The captured skeleton fingerprint images and the corresponding binary imageshave some unwanted holes; dot and
island which lead extract the same fake minutiae from the skeleton image. So, before processing the image
morphological operator isused to separate the same parallel valleys, fake bridgesin the skeletonimage. This
processeliminatesthenoise, dots, lakesand fakeidandsfromthe skeleton fingerprint image. Fromthe preprocessed
skeletonimeage, theorigind minutiaefeaturesareextracted asfollows.

Minutiae Feature Extraction

Minutiae features are animportant feature whichis used to compare the one skeleton image into the other image.
Theminutiaefeature haveincluded the Ridge ending, Ridge bifurcation, Short ridge, Idand, Ridgeenclosure, Spur,
bridge, Deltaand core. The automated minutiae identification and extraction process used to eiminatethefake
minutiae point which isdone by extracting those ridge points. The minutiae point extraction and corresponding
orientation maps are ensured the robust authentication process during the template matching process aso reduces
the complexity while matching the patterns. The binary image minutiae feature extraction process consumesmore
time, complexity, low quality of theimagealso it loss someimportant features due to the reason the proposed
system extractsthe minutiaefestures directly fromthe grayscale image. Inthis paper, thefuzzy membership value
isused to determine the minutefeaturerange inthe skeletonimage. Thedark (ridges) and white (valley) imagesare
dividedinthe5 x 5 matrix and the averagevalueis cal culated fromthe 25 values and the average boundary value
also calculated which isconsdered asthe dark and whitefuzzy membership value. Thesetwo different average
vaue consdered asthelinguistic variable which denotesto represent the brightness value. Thisdark membership
value and Bright membership value determinethe ending ridges fromthe grayscae skeletonimage. This process
reversed asthe bifurcation detection process. The sample minutiae detected imageisshowninthefigure 1.



Secure and Efficient Data Sharing in Cloud Using Hybrid Patient Controlled Biometric... 1591

Minutioe Extraction

Figure 1: Minutiae Extraction Process

After extracting the minutiaefeaturesfromthe grayscaleimage, the Bioscrypt images are generated by encrypting
those features with the help of the Self Healing Attribute based Encryption process. The encryptionisdone as
follows,

Self healing [19] isone of the efficient multicast securemodel whichisusedto update thekey whenthe users
changes continuoudly. The Self-Healing process encrypts the minutiae featuresinto four different stages, namely
broadcast; encryption and self-healing. The encrypted session keys K are selected and broadcasted with the
private key d Then the self-healing key r has been selected within the sessionkey range. 1 <r <j <m. After
choosing those keys, theencryption wasperformed asfollows,

Cm=m @ H, ((d, Q)) &

Where, C _istheBioscrypt featurevalue (encrypted feature value), misthefeature belongsto the particular
group of featureand d,, Q isthe private key and self healing keys presentsin the encryption process.

The sdf-heding isdone after theencryption processwith the help of the broadcast whichisused to sharethe
PHR datainthe doud environment. All minutiae feature present in theimagesare encrypted by usng the broadcasted
sef-healing private key whichimproves the security while sharing theinformationin the cloud.

3.2. PHR Information Sharingin thecloud Environment

The next ageis PHR information sharing in the cloud environment, during the information sharing the Bioscrypt
imageis used to enhance the security. Information sharing isdone intwo different ways. Theinformation may be
shared viathe patient side and doctor side which areexplained asfollows.

3.2.1. Patient Side Information Sharing

The PHR informationis created by the patient who istheresponsible for creating, update the PHR information.
The information needs to be stored or share in the cloud because the information may be accessed by the
doctorsintheemergency case. Before sharing the PHR informeation, theowner of the PHR datafingerprint need
to be captured and it wasencrypted by applying the Self-Healing Encryption process. Thisprocess encryptsthe
features and generate the Bioscrypt whichupdatestheir encryptskey while multiple user accesstheinformation.
ThisBioscrypt image used to authenticate the particular person while accessing the PHR datainthe cloud. In
addition, to improve the security the PHR data need to be encrypted before sharing the information. The
encryption isdonewith the help of the Multiple Authority Attribute Based Encryption Process(MAABE) [19].
During the encryption process both patient and doctor usesthe same public key and different private key for
ensuring the security, data confidentiaity and authentication. After the encryptionthe PHR dataisstored inthe
cloud in asecure and scalable manner.
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3.2.2. Doctor Side Information Sharing

Inthe doctor side aso, thedoctor fingerprints are captured and generate the Bioscrypt image using the Self-
Healing Encryption processwhich is used to authenticate while accessing the particular patient PHR datainthe
cloud. After accessing the patient PHR data, the doctor prescribed details also encrypted before sharing the
information into the cloud. The encryption processis donewith the help of the MultipleAuthority Attribute Based
Encryption Process (MAABE) whichimprovesthe security while multiple user accessestheinformation. The
Bioscrypt and encrypted PHR dataenhancethe security during theinformeation accessible. The PHR dataencryption
processisexplained asfollows.

3.2.3. Multiple Authority Attribute Based Encryption

Multiple Authority Attribute Based Encryption (MAABE) processused to encrypt the each patient and doctor
prescribed PHR details before sharing inthe cloud environment. The encrypted dataused to achievethe security
while sharing thedatainthe cloud. The MAABE agorithm consstsof multiple attribute authority and themultiple
user, theuser selectsthe attribute authority and usesthe personal secret key to encrypt and decrypt theuser PHR
information. Thealgorithm consistsof following initia steps, namely set up, create user, createauthority, request
attributes public key, request attributes secret key, encryption and decryption process.

Setup

The agorithmselectsand generatethe public key (PK) and private or master key (MK) of the sysemwhich used
for encryption and decryption of PHR data.

Create User
Sdlect theuser (patient or doctor) who have both public key (PK) and asecret key (SK)

Create Authority

Theauthority iscreated based on the secret or private key whichisused to encrypt the PHR dataand decrypt the
PHR data.

Request Attributes Public Key and Private Key

Inthisstep each user public key and private key have been generated, thepublic key isknownto everyone. After
arranging these basic parameters, each data present in the PHR data has been encrypted by applying the user
private key, secret key and public key and returnsthecipher-text (CT) whichisshared inthe cloud viathe internet.
Then the decryption process is done by using the private key, cipher-text with a set of attributes. If the user
attributesare satisfied with the particular private of key and secret key, thenthe particular patient PHR information
may be acceptable.

3.3. Matching

The next step isatemplate matching processwhichisdone by comparing thetemplate stored in the database with
captured fingerprint. Thistemplate matching process ensuresthat how the proposed system, enhance the quality
while sharing theinformation in the cloud. The captured fingerprint minutiaefeaturesareextracted and separatethe
common candidate points, list the two common pointsand unconfirmed point. After extracting thethose festures
thematching isperformed by applying the decryption processwhich isdone asfollows,

Decrypt =C; ® H, [—e?(:A,UJ))J @)
j
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Figure 2: Template M atching

After applying the decryption process, theextracted features are matched with the input image and thetemplate
imagefor obtaining the authentication of theuser whichisrepresented asfigure 2.

Thus, the proposed Hybrid Patient Controlled Encryption method ensuresthe security and authentication for
patient and doctor shared PHR data.

4. PERFORMANCE EVALUATION

Theproposed systemensuresthe security, authentication, authorization and dataconfidentiality using thefingerprint
biometric based encryption methodology. Thefollowing parameterslike Accuracy, Convenience, cost and Szeare
used to how the proposed biometric feature helpsto provide the security while accessing the cloud PHR data. In
the proposed system CASI A fingerprint database isused to match the user while accessing the PHR datainthe
cloud. Thefingerprint matching score obtained valueisshowninthetable 1.

Tablel
Different Biometric Technology
Technology Accuracy Convenience Cost Sze
Fingerprint 10 10 2 3
Voice 6 7 8 5
Face 4 5 4 7
Hand 3 3 6 6
Iris 5 2 3 4

"1 (worst) —10 (best)

Fromthe abovetable the fingerprint biometric feature matchesthe various userswith the highest accuracy.
Thenthe biometric features are convenient to use while matching the user detailswith minimum cost and szewhen
compared to the other biometric feature. Then the proposed system uses thefingerprint biometric feature for
authenticate the particular user. In addition, to evauatethe performance of the systemthe security, efficient data
sharing and authentication metrics are needed which isdescribed asfollows,

Security

The security isachieved by encrypting the user details and fingerprint with the user defined private key and secret
key whichisdifficult to hack by third parties because each fingerprint has unique characterswhichisencrypted by
the sdf-hedling key generation algorithm.
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Efficient Data sharing

The biometric features are used to authorize the user while sharing the PHR datain the network, in addition, the
PHR dataaso encrypted by the particular authority attributes. So, it isdifficult to hack theuser shared information.

Authentication

The user authentication isdone by atemplate matching process, to improve the authentication processthe stored
templatesareencrypted by self-healing whichisonly accessed by when the user having the related fingerprints,
secrets and private key which is changed when the multiple user accessthe PHR data. So, the proposed system
enhancesthe authentication while sharing the information.

Thenthe proposed system achievesthe security and authentication with minimum key generation time and
minimum executiontime, whichisshowninthefigure4 and 5.

Fromthe abovefigure 4 clearly showsthat the proposed HPCBES encryption algorithm consume minimum
key generationtimefor different user when compared to different encryption algorithm. Thisfast key generation
process executesthe encryption processwith minimumtime and providesthe security with the greatest manner.
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Figure 4: Encryption time for different encryption techniques with
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Then the encryption time with different file sharing level of the proposed system performanceisshowninthe
figure5.

The abovefigure clearly showsthat the proposed system encrypt the different PHR datasize with minimum
encryption time, which ensure the security of the PHR data with minimumtime and achievesthe efficiency while
sharing theinformetion.

5. CONCLUSION

Thispaper proposed the Hybrid Petient Controlled Based Encryption Scheme (HPCBES) to manage the security
while sharing the PHR datainthe cloud environment. The user fingerprint images are captured and the extracted
minutiae featuresare encrypted by applying the Self-Healing encryption method and thoseimages are generated
by applying the Bioscrypt which stored asatemplate inthe databasefor further matching process. Inthe proposed
syem CASI A fingerprint databaseisused for encryption and decryptionprocess. Then, the PHR dataisencrypted
by using the Multiple Authority Attribute Based Encryption process to managethe key while multiple user accesses
the shared PHR data. Thisdouble encryption process enhancesthe security while accessingthe PHR datain the
cloud. Then, the performance of the proposed systemisevaluated withthe help of the experimental resultsand
discussion.
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