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DATA ENCRYPTION WITH RANDOM KEY
GENERATION IN CLOUD COMPUTING

Radhika Dhomane!, Malay Kumar®, Manu Vardhan' and Sanjeev Jain®

Abstract: Cloud computing is a buzz word in business and academia. It offers on-demand easy access of
computing services over the Internet in pay-as-per use model. Besides the tremendous benefits
maintaining the privacy and security of data is a challenging task. In this paper, we pro- posed a novel key
generation technique, which is further utilized in the formulation of the encryption scheme. The proposed
encryption scheme is compared with the existing state-of-the-art encryption schemes such as DES, AES
and Blowfish on the parameters like key-strength, encryption time and avalanche effect. The result shows
that the encryption time of the proposed scheme is significantly reduced as compared to the existing
methods for the same size data blocks. There is improvement of (64% in plain-text and 57% with key)
observed in the avalanche effect. We have also conducted a Brute-Force analysis of the proposed method,
which shows significant improvement over the existing methods. The implementation result and the
analytical analysis demonstrate the superiority of the proposed scheme.
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|. INTRODUCTION

In this era of technology, cloud computing has come forth as a booming rescue to most of the
computational problems in both the industry and academia and eventually popularized a new
business computing paradigm on pay as per use model for permissive ubiquitous, on-demand
access to a shared pool of various configurable computing re- sources (e.g., computer networks,
servers, storage, applications, and services), which can be swiftly provisioned and released with
least possible management effort [1]. It depreciates the investment burden for infrastructure,
software, hardware or for any kind of resource in an organization. Many users approx 95% of the
big and small organization have 93% of data in digital form and prefer to pool their data and
application in the cloud as it provides global access, large storage and ease of use [2]. However
due to this liberty in accessing the shared data by large users the confidentiality of data is affected.
The most important concern becomes the security of data which in one way can be attained by
some encryption algorithm. This procedure stores data in morphed form thus guarding the
confidentiality and maintains the authenticity [3-8]. Cryptography plays an important role in
various scenarios like the military applications, e-banking, medical databases and the various
personal information like e-mails [3].

The main module of a cryptographic system is the key generation module along with the
encryption and decryption module. Key generation module does the most crucial task of
generating the key as it defines the strength of the encrypting algorithm [9, 10]. Depending on the
key used for encryption and the decryption purpose we have two categories of cryptography as
symmetric cryptography and asymmetric cryptography. If a single key is used for both the
encryption and the decryption purpose it is a symmetric encryption scheme. This scheme has a
major advantage of the higher speed and a better performance. Now when two different keys are
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used for encryption and decryption it is an asymmetric encryption. Symmetric cryptography is
even classified on the basis of cipher it generates as the block cipher and the stream cipher. The
block cipher operates on the data in groups or blocks, stream ciphers only operate on a single bit
data [11,12]. Cryptology essentially combines cryptography and cryptanalysis. Cryptanalysis
attempts to deduce the specific plain text or the specific key. It is used to measure the
vulnerability of any algorithm under some circumstances [13,14].

In the proposed method parameters like the encryption time, avalanche effect and strength of the
key is measured. The encryption time is compared depending on the average number of times the
algorithm is executed and the values obtained. The avalanche effect shows the variance in bits of
cipher text depending on the changes made in the key bits and the plaintext bits. For measuring
the key strength, we have used the Brute Force attack on some of the existing symmetric block
cipher techniques and the proposed scheme. The proposed scheme is found to be more efficient
than the existing ones.

The remainder section of the paper consists of as follows. Section Il is related works having
description of existing DES,AES and the Blowfish algorithms and about the key generation. In
next section, the key generation scheme is proposed followed by encryption and decryption
schemes in the next two consecutive subsections. Section Il has security analysis of the key and
section IV shows the experimental outcomes followed by conclusion in section V.

1. RELATED WORK

Designed in the year 1973 by IBM, DES was the first encryption scheme to be approved by NIST
(National Institute of Standards and Technology) in 1976 describing the most well-organized
method for encryption. This became the most widely used standardized scheme across the world
[15]. As described by Davis R. it takes a fixed length string of plaintext bits and then converts it
into a ciphertext of the same length through a series of operations. It has a block of 64 bits and uses
a key of 56 bits to get the transformations done. DES can work in CBC, ECB, CFB and OFB
modes. There are 16 Feistel rounds of identical nature involving the f function and the s boxes. The
64-bit plaintext block is divided into 32 bits each and is passed through the various rounds.
However, the drawback of this algorithm is it is susceptible to the Brute Force attack with the key
of 56 bits that can be cracked in 22 hours [16-18].

A replacement for DES was needed, due to small key size and vulnerability to security breach.
AES became the solution with the variable key size of 128,192,256 bits and works on bytes rather
than bits. It has an iterative substitution and permutation mechanism rather the Feistel networks.
For 128 bits, it processes as a 4 column 4 bytes’ data block for every 16 rounds. However, the
encryption and decryption process are not just the reversal of keys but the order changing of the
used blocks in the encryption scheme. The AES scheme was designed by Vincent Rijmen and Joan
Daemen in Belgium [19-21].

Blowfish algorithm designed by Bruce Schneier in 1993[22] uses a variable length key of 32 bits
to 448 bits and a block size of 64 bits. It has two parts of key expansion and data encryption. There
are 18 P arrays and 4 S-boxes initialized to hexadecimal digits of 7. Overall there are 16 rounds of
the process considering initial 32 bits of the plain text and the corresponding bits of the key and an
f function. The process is repeated on the next bits to get the cipher. One plus point of blowfish
algorithm is the simplicity of the involved operations as XOR and addition giving a faster speed up
for encryption [23-27].

There are various random key generation mechanisms like the BLUM SHUB key generator [28]
and the Nothing up my sleeves key generators [29] for the random binary bit strings. Hung-Yu
Chien [30] and Sean-Philip Oregano [31] presented time coupled hierarchical key assignment
scheme for significantly improving the computational performance at the cost of implementation.
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Cryptanalysis is breaking the encrypting scheme or the key. Eli Biham and Adi Shamir introduced
attack against DES on the S-boxes structure. by using linear approximations the action of the block
cipher can be judged making it prone to linear cryptanalytic attack as given by Mitsuru Matsui
[32].

I11. PROPOSED METHOD

3.1 Key Generation-

In this proposed encryption algorithm, a key generator y(L') will generate two 128 bit keys which
are random in nature. Symmetric key is taken because it is much faster and efficient as compared
to asymmetric encryption technique, hence leads to overall improvement in time complexity of the
proposed encryption algorithm. The key generator will generate two keys as:

y(L')—2erds 1 vi(lto2)and k, e (2" to2"), where L'=128 (1)
Let m bit plain text is divided into 128 bits block such that
#(M) = mod(m,128) )

0 — no padding required
¢(M):{ padding req }

otherwise — padding required

Therefore,

Ky = { KipoKyo o KygoKygonnnn Kin 0 Ko = { Ko1i Koo, Kog Ky oo Koo }

The resultant of these two key will be determined by EXORing K; and K; which will be used for
selecting the key.

Klr = KIGBKZ
K'=1{ K ®Kyp Ko DKy oKy s DKys,ennnn K, ®K,, | (3)
K'={k,"+K, +Kk, +K,"...... +k, '}

where,

kllz k1,1 ® k2,1 = E k1,2 + k1,1 E (4)
Now, if MSB bit of k'; and m; are equal then subkey of k; will be selected of that sub plain text i.e.
ky 1 for the encryption process.

Key Generation Algorithm
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BEGIN
STEPS:
1. Read Plaintext
2. Call ¢(phaving p bits
3. Initialize random keys K1 and K2
4. Compute K as KlgK2
5. If MSB(K)=MSB(mi)
Select K1
Else
Select K2
END

3.2 Proposed Encryption Technique-
In this Proposed Encryption Technique ‘m’ bit plain text is divided into 128-bit block which is
further divided into 16-bit blocks by the splitter. From key generator, two random key of 128 bits
are generated which are divided into 16-bitblocks. Initially first 16 bits of both the keys are
EXORed and then MSB bit of resultant key is compared with MSB bit of plain text block, if found
same then first key will be selected or the second key is selected in the selection module. The
cipher generated from first EXORing operation is used to select key for next block as it is
EXORed with a resultant key which is formed by EXORing the two random keys and then the
comparison is made for selecting key. The selected key is EXORed with plain text and the process
goes on till whole 'm' bit plain is encrypted. For each plaintext block of 128 bits, the key generator
will generate different keys. Finally, in the end an ORing operation is done between the generated
ciphers and the 0-bit stream to get the complete ciphertext.
Suppose the key selected for encryption be

Ks - {kl,l’kl,Z'kZ,S ---------- kl,n—l'kZ,n } (5)

Now EXORIing the plain text with selected key, we get
C,—>m @ kiyj (6)
C :{klll@)ml,kl,2 @m,, K, ®mg,...... Ky, ©@m, }

Ci%mi*l{_ld'i‘ ﬁl*kLJ

From the property of the complement, it can be concluded that kip=1-kig my=1-1, ,
therefore above equation can be written as:

Ci — mi * (1 — l{i,j) + (1 —_ mi) * l{i,_]'
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G = m;+ Ky — 2+my +ky;
So for “n’ sub plain text it can be expressed as:
c; @my + Ky;—2+my+ky;,6; 2my; +ky,—2+my xky,,
g omy + k,;—2+my=k,; andsoonc, »m, + k,, —2*my =k,

Overall cipher text is resultant of all cipher text and is generalized form it can be represented as

Where C—cy +C +C3 i T ¢y and M—-m; +m, +mMg ...ooee e + 1My,
Therefore,
C={c,,C,\Churrr.... c, |

M BIT PLAIN TEXT
=
r ]
) < <D 3
’ [ e —
Pu . Py . | P .
[[e [SELECTION |
| ks |_MODULE
F
:
[ n | SELECTION N
o ] . A
s 3
c
== 5 1
= —2— 7"
= = H
R
e
g i ! E
" | 0 BIT STREAM x.

Figure 1. Block Diagram of Proposed Encryption Technique

3.3 Decryption Technique-
For decryption, the two randomly generated keys and cipher text are EXORed and the plaintext
can be recovered. An additional 8 bits array of selected key denoted by 0 or 1 is added to any one
of the random keys and these 8 bits are used to select the 16-bit block from 128 bit of two random
keys. The message will be recovered by:

m; = ¢; Dk;;

3.4 Security Analysis-

The security of the key is measured by the Brute Force attack which is an exhaustive search or
generates and test technique that consists of semantic listing all feasible solutions and looking for
the most appropriate for the problem'’s statement.
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In the case of cryptography, a brute-force attack involves checking all possible keys until the
correct key is found [33]. The key length used in the encryption determines the practical
feasibility of performing a brute-force attack, with longer keys exponentially more difficult to
crack than shorter ones.

Table- 1 Brute Force Analysis of the schemes

Key Size Key Decryption  Decryption
Encryption Combination rateatl rate at 10°
Technique Key/usec Key/usec
DES 56 7.2x10®  20x10° 2.0x10hrs
hrs
AES 128 3.4x10®  88x10% 8.8 X
hrs 10%hrs
Blowfish 64 1.8 x 50x10°  5.0x10°
10" hrs hrs
Proposed 1.1x 10" 3.2 X 3.2 x 10%
Encryption  128(each) 10%hrs hrs

Technique

V. EXPERIMENTAL RESULTS

The experimental analysis of the proposed algorithm is based on mathematical and theoretical
discussion presented in the previous sections. The algorithm is implemented on MATLAB
simulator 2016a.The algorithm has been tested on the system of configuration CPU Intel® Core
™ 15 (CPUs)~1.8 GHZ 8 GB Ram. The section below shows the results obtained.

4.1 Encryption Time-

On comparing the proposed scheme with the DES,AES and Blowfish we conclude the following
in terms of the time needed for the process of encryption. Following graphs shows the
comparison.

DES
AES

BLOWFISH

Encryption Time (sec)

1 PROPOSED SCHEME

10KB 10KB 100KB 100KB 200KB 200KB

Plain Text Size (KB)

Figure 2. Comparison of various Encryption Schemes

4.2 Avalanche Effect-
The avalanche effect has a condition that slight change(a single bit) in input changes the output
that is cipher significantly( half of the bits).The change in input can be either in the key used or the
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plain text itself. It is one of the most desirable property for an algorithm to keep it safe from
cryptanalysis.

In proposed encryption technique to measure the avalanche effect 128-bit block of plaintext is
taken corresponding to its 128 bit key and then 1 bit is flipped and the number of bits that are
changed in the cipher text is counted.

The avalanche effect is calculated by:

Number of bits changed in cipher text
Avalanche effect (A,) =

Total number of bits in ciphertext

Table- 2 Avalanche effect for the scheme

Encryption Change Avalanche Change Avalanche
Technique inlbit Effect(A,) inlbit Effect(Ay)
of key of plain
(Keeping text
plain (Keeping
text key
constant) constant)
DES 30 0.53 34 0.53
Blowfish 37 0.29 23 0.18
AES 64 0.50 71 0.55
Proposed 73 0.57 83 0.64

0.7

0.6

05 -

0.4 -
m Change in 1 bit of key
0.3 ~+

0.2 4 W Change in 1 bit of

PlainText

Alalanche Effect (Av)

0.1

DES Blowfish AES

Proposed

Encryption Technique

Figure 3. Avalanche effect on various Encryption Schemes

V. CONCLUSION

Thus, in the today's world, the spotlight from mobility has changed the way we use technology.
Accessing data from everywhere, outsourcing or delegation of the data is preferred by the
businesses as well as individuals. In order to safeguard this data, a blossoming science of
technology emerged as Cryptography. Various existing algorithms like DES, AES and Blowfish
are studied and compared with the proposed scheme. The performance of the proposed scheme is
compared with the parameters like time for encryption for the various size of the blocks, the
avalanche effect on the plain text which is 64 percent and with the key is 57 percent. The key
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strength is compared on the basis of cryptanalysis attack as brute force .On all of these mentioned
parameters the given scheme is found to be better than the existing.
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