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ABSTRACT

In this paper, threshold cryptographic techni ques has been analyzed and studied. Threshold based ECC algorithm
has been implemented using GMPtool and their performance have been evaluated. The result showsthat it is an
effectivetechniqueto encrypt the data required in networking, when the given shares of each shareholder are up to
1024 input bits. In threshold cryptography we not only rely on one person but on several people for the decryption
of our message.
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1. INTRODUCTION

Threshold cryptography is used to protect the information by using the distributed key among the severa
serversand not by giving it to asingle server [1]. It isproved to be an effective technique for key distribution
and decryption.

The cipher text is provided by the key value entered for encryption along with the text . Then the given
cipher text is to be transmitted. When the recipient received the cipher text, it is decrypted to recover the
plain text which cannot be decoded by the eavesdropper, asthe key isnot known to him. [2]. In this paper,
we discuss various techniques to implement threshold cryptography effectively in real life scenarios.

2. METHOD

Shamir [11] discussed about the secret key, for signing the documents digitally for a single entity and
explained threshold scheme problem as:

The data (D) is divided into (Di), so that the number of Di helpsto compute D easily and k-1 helpsto
determine D easily.

The concept given by Shamir is used in Threshold Cryptography and act as a building blocks. Different
problems occurred during the signature generation are:

1. Theissue of leaked master key and
2. Modified data after being signed and

2.1. Introduction to Elliptic Curve Cryptography
Nea Koblitz and Victor Miller proposed an Elliptic Curve Systems, which was first implemented in 1985.
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» ECCistotally based on N.P. hard Problems that defines the complexity of discrete algorithm.
* Itisusedin embedded deviceswhere processing and space capacity islesswith power consumption.
» Elliptic Curve Cryptography is widely in new trends of E-Commerce and Network Security.

* Inagiven curve, Elliptic Curve Cryptography takes two points and combined them to get the final
curve[3]

Using an equation with two variables , we can define an élliptic curve cryptography known as “finite
field” where set is defined by the variables and coefficients [3] defined as:

y2+ (a)xy + by =x3+ (c)x2+ (d)x + e (1)

where the real number values are given by a,b,c,d and e along with the x and y values, that are dependent on
real numbers. The equation of ECC is also defined as:

y2—-x8+ (d)x + e (2
In ECC, the EC defines the number of the set where the group is calculated that means when we

perform. an operation of two elements in a given set will provide the same set and operations of two
elements.

High level of security is provided by ECC interms of bit or key value. It is explained in terms of public
key, performance, high efficiency, minimum consumption of power and hardware requirements [4]. It uses
mathematical and algebraic calculation of curves using finite fields [5]. Here, a finite field is defined in
terms of variables and functions.

One of the application of ECCisthat , it isused in Wireless Sensor Networks using various Public Key
Cryptographic algorithm that helps in execution using minimum number of key size and its signatures or
signing document is comparable to RSA. Aswe know that an ECC needs 160 bit keys as compared to 1024
bit keys of RSA for same level of security. [9]

2.2. Introduction to Threshold Cryptography

Sharing of akey in aThreshold Cryptography by the number of users engaged in encryption or decryption
of amessage or to share the message either before or after encryption[13]. It avoids trusting and engaging
only one node for transmitting of message. Hence, the primary objective isto share this authority in away
such that each individual node performs a calculation on the message without knowing the secret key.

Threshold cryptography providesdistributed architecture in acryptographic environment For encryption
or decryption of a message, nodes called threshold t is used. Suppose, there will be the n number of partie
then it is known as threshold cryptography based system defined by (t,n), if the value of ‘t" of the given
share can perform the decryption of the cipher text and the signature is created using least t number of
shares. Therefore, the threshold schemes includes the generation of key, to encrypt the data, generation of
shares and verification, and finally combining all these parametersto get the data secured. Hence, Threshold
Cryptography till compromising nodes are less than t since it is difficult to decode partial messages if the
number is less than the threshold.

Threshold cryptography provides confidentiality, integrity of data against malicious nodes that also
provides verified data sharing. In Threshold cryptography, all these can be achieved without reveaing the
concerned secret key. [10]

2.3. Shamir’s Scheme based on Secret Sharing

In this method, n parties are messages, or involved to carry shares, say (i) of the given we can say secret
messages, so that the set s1, 2 to sn, the number of parts can easily determine the concerned message.[15]
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It isan efficient secret sharing method if no relevant information is given by subset or parts of given shares
that provides the secret key.

2.3.1 Using two party secret sharing scheme: Suppose the given secret s, encoding in the integer
form of Z/mZ. Also assuming that sland s2 of the form Z/mZ generated randomly by a party. Then, thetwo
namely sl and s-s1 shares are defined, separately. Finally, the secret share isrecovered i.e. s=sl + S2.

2.3.2 Using multiple party secret sharing scheme: Suppose secret sis using n number of partiesthen
generate n — 1 sharesi.e. sl, s2 upto sn — 1 randomly and set

s, =s-2". €)
Finally, the secret is obtained as

s=x'5s 4)

In this method using n membersto carry sharesi.e. 5 i ) of the given message s, using any value of t to
reconstruct the message again, but t — 1 cannot be done easily. It is secured and accurate method if, the
value of secret s cannot be revealed.

2.3.3 Introduction to Shamir’s threshold scheme: Shamir provide a (t, n) threshold method called
Lagrangeinterpolation aso known as classical algorithm. Here, Lagrangeinterpolationtheoremis discussed.
Lagrange Interpolation defines t distinct points say (xi, yi) of the given form in terms of (xi, f(xi)), where
f(x) is defined by a degree of polynomial less than the value of t, then function f(x) is explained by:

FO) =S I,
i=1 I<j<t )ﬂ _Xj (5)

In Shamir Secret Sharing scheme, we put thevaluead =M (message) and al........ at-1 and coefficients

are assigned randomly for this polynomial. We get

f(0) =25 a x* (6)

But to generate the shares we put numbers of different values of x. As aresultant, we get n number of

f(x) values and that are our shares by computing f(i) , where 1<i <n. The given sharesi and f(i) ) are shared

among different members of the group. Now to recover the message ,explained by equation (7), our constant

term a(0) holds our message .We can easily get our message back fromt number of shares (i, f(i)) by putting
i =0, that is

f(0)=a0=M
5., G f (i), whereeachc =TT, —— @)
=i ] —I
3. ALGORITHMSUSED
3.1. ECC algorithm
The elliptic curve equation is defined as:
Y2 =3+ (ax+b ®)

The different values of (a and b) defines the equation of elliptic curve. Using the (x and y) points that
satisfied the equation for the (a and b) value at infinity point. The point is defined by public key on the
curve and the random number is generated by private key. The multiplication of ‘P generator point with
private key generates the public key. [6]



506

Shailendra Singh Gaur, A. K. Mohapatra and Sarfaraz Masood

3.1.1. At the Sender End

1.
2.
3.

N o g &

Point P is taken from the elliptic curve equation .
The private key ‘d’ or a number is selected randomly .
With the given value of private key and P, The sender will generate the public key (Q = d*P).
Curve ‘E’ hasthe point ‘M’ to send the message.

Select ‘k’ randomly from the value [1 to (n-1)].

The strings (C1 and C2) are generated known as cipher text.

Finally, C1 and C2 are generates the encrypted message.

i
key, Q
Private key Q —hd*P C2=
(d\ Message > Mok
(d) M M+k*Q
>

Point on curve

[
P — >| Cl=k*P

Random no k

Figure 1: Encryption at sender end

3.1.2. At the Recelver End

1.

2
3.
4

Cipher texts C1 and C2 used by the receiver for decryption of M .
For decryption of message M, private key is used decrypt M.

The private key ‘d’ is used by the receiver where M = [C2 (d*C1)].
Hence, original message ‘M’ is received.

Encrypted

texts —> Ni= (oL

Cl and C2 J*C1 Original
—>» Message

Private key of |

receiver, d ™

Figure 2: Decryption at thereceiver site
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3.2. Threshold Cryptography Algorithm

3.2.1 For Generating Shares

1.
2.

5.
6.

Sender enters the message M.

Sender dso entersthe number of shares(say n) hewantsto generate and the minimum number (threshold
number say t ) of shares he want to use to recover the message back.

Using Lagrange interpolation algorithm, we compute alagrange polynomial (that isf(x)) whose constant
term is our message M that is a, = M. Other constant terms (a,, a,, ..... , ) are randomly set. The
degree of this polynomial is one less than the threshold number that ist-1.

Now we generate shares by substituting x with the values 1 to n.
Now we have our n number of sharesin theform (i, f(i) ) where1<i<n
We send these shares to n different number of people.

3.2.2. For Recovering the Message

1.
2.

In order to recover the message M , we at least need threshold number of shares.

We combine these shares using a formula and as the constant term of our lagrange polynomial was our
message M, we substitute x with 0 asf(0) = M.

Finally, we get our message back.

€~

ENTER THE VALUE OF THE NUMBER OF SHARES ( N ) REQUIRED

— ———— -

AND THE THRESHOLD NUMBER OF SHARES ( T ) REQUIRED.

i

X

A LAGRANGE INTERPOLATING POLYNOMIAL IS DEFINED WiTH
DEGREE T -1 AND THE CONSTANT TERM IS OUR MESSAGE M .

€

ATLEAST THRESHOLD NUMBER ( T ) OF SHARES ARE SELECTED IN
ORDER TO RECOVER THE MESSAGE BACK.

A 4

LAGRANGE INTERPOLATION FORMULA IS THEN APPLIED ON THE
SELECTED SHARES.

|
h 4

WE GET OUR ORIGINAL MESSAGE BACK.

Figure 3: Threshold cryptography algorithm



508 Shailendra Singh Gaur, A. K. Mohapatra and Sarfaraz Masood

3.3. Proposed Cryptographic Algorithm (Threshold Cryptography Based ECC Algorithm):

3.3.1. At the Sender’'s End

1. Point Pistaken from the dlliptic curve equation

2. Theprivate key ‘d’ is generated by the sender randomly.
3. Now the sender enters the message M.
4

. Thismessageisthen processed by the threshold cryptographic algorithmin order to generate the shares,
as explained by equation number (7).

5. Now sender entersthe number of shares(say n) hewantsto generate and the minimum number (threshold
number say t) of shares he want to use to recover the message back.

6. Using Lagrangeinterpolation algorithm, we compute alagrange polynomial (that isf(x) ) whose constant
term is our message M that is a, = M. Other constant terms (a,, &, , ....., ) are randomly set. The
degree of this polynomial is one less than the threshold number that is t-1, as explained by equation
number (6).

7. Now we generate shares by substituting x with the values 1 to n.

8. Now we have our n number of sharesin the form (i, f(i)) where 1<i < n.

9. Now we encrypt theses individual shares using the Elliptic curve cryptography agorithm.

10. For each share we generate two cipher texts C1 and C2 with the help of another random number (that is
K).

11. Clisgenerated as: C1 = K.P
C2isgeneratedas: C2=M + K.Q

12. Aswe can seein the above steps, we are multiplying a scalar K with co-ordinate points (X,Y). Thisis
not a normal multiplication. This process involves point multiplication and point addition algorithms.
An agorithm called point doubling is aso used.

13. Now these cipher texts are transmitted to n number of people.
14.

3.3.2. For recovering message back

Now n people receive encrypted shares.

These encrypted shares are then decrypted using ECC decryption algorithm.

For each share we have two cipher texts C1 and C2.

Each person decrypts the share using the private key that is d by a Share = C2 - d.C1

In thisway all the shares can be decrypted.

Now in order to recover the original message M , we at least need threshold number of shares.

We combine these shares using a formula and as the constant term of our lagrange polynomial was our
message M, we substitute x with 0 as f(0) = M, as explained by equation number (7).

8. Finally, we get our message back.

No g h~wbdE

4. RESULT

4.1. Elliptic Curve Cryptography

This algorithm has been implemented by using these codes. Different length of 1 bit, 2 bit and upto 10 bit
of messages are given as an input to ECC. Then, arandom number is generated. Sender has a The private
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Y
MESSAGE IS DIVIDED INTO N SHARES USING THRESHOLD
CRVDTNCDADUY
CRYPTOGRAPHY.

T
v

N SHARES ARE ENCRYPTED USING ELLIPTIC CURVE
CRYPTOGRAPHY ( ECC ) Al GORITHM,

L

Y

THRESHOLD OR MORE NUMBER OF ENCRYPTED SHARES ARE
SELECTED.

LAGRANGE INTERPOLATION IS APPLIED ON DECRYPTED SHARES.

4

WE GET OUR ORIGINAL MESSAGE BACK.

Figure 4: Threshold cryptography based ECC algorithm

key used by the sender is only issued to the concerned person at the receiving side. The carrier will receive
the two cipher text and issued public key, that means we are getting a encrypted message. After receiving
the cipher text, message is decrypted using private key to get the original message.

58 Clpher texts are n transmiited
i 5 PPOGTAR WE RAKS af EGC p Caroe Cryptagrap algo i

The cipherd ¢ CI ) text is ¢ 1994 e+086 )
—
& gipherd G2 1 23 b 5 L

Irhe cipherd ¢ C2 ) text is ( 708886 , 622454 > |

he receiver receives the two ¢
It uses key to decrypt the cipher text
The nessage received is (1, 8)

The binary fomm of message received is

Ihis is all about cryptography. Thank you.
3 e S |

Figure 5 : Output of 1bit number Figure 6 : Output of 10 bit number
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4.1.1. Analysed Output
Output at the sender’s side

PONT ON CURVE PRIVATE | ORIGINAL | RANDOM |  CPHER TEXT QFHERTEXT
(‘r‘; ey | messass | wo =) =
@ | w4 &
(14368,1.80001e+006) 17 ) 23 |(5380.57,510%39) (98.5765,-44140.4)
(14227,177708e+008) 14 1 14 | (722165,1944e+007) | (929932, 42562.4)
{14505,1 826360+006) 15 10 3 (9460.52 1017e+006) | (525961482212}
(14622,1 847 25e+006) 18 1 2 (763.97,274246) (63.851,-34778.6)
{14276,1.87487e+006) 1 101 21 | (481056,-106e4007) | (2477.67,252020)
{14555,1.5075e+006) o 111 i3 | {147.405,53507.5) {356.062,87518.4)
(15085, 193149e+006) 2 1011 (85,7853, 42145.3) (53240.4,
-125311e+007)
{15154, 195062e+006) 15 1111 10 | (231385, a3
-355342e+006) -1.60426e+006)
T = Saces = i o amos
(15716,204676e+006) F 1101 A |Eimeewn  [G=ma
2.54292e+0005)
(15850,207172e+008) ] 01010 1 (15850,2.071712+006) | (302217,-71606.6)
{18017,2 102962005, [ 10011 23 | (mse3em=g (219543227577}
(16147,2.12741e+006) 2 1101011 9 (854.854,131790) (5210.94,-432529)
(16432,2.18136e+006) 1 13001100 10 (179.99459549.7) | (2810.77,-261485)
{16570.2 226 79e+008 4' 19 111100001 16 gnya?,zzm 233 _ Qm 5 ',
2.07057 e+008)
(16518,2 27448e+006) 14 1010101011, 14 (55.1755,-34305) (531019,
386226e+008)
Figure7 : Output at sender’'sside
Output at the recelver’'s side
CiPHER TEXT CiPHERTEXT PRIVATE KEY MESSAGE RECEIVED
fc1) ic2) (d
(5380.57,-510939) (98.5765,-44140.4) 17 0
(72216.8 1 944e+007) (52.5932,42562.4) 14 1
(9469.52,1.017e+006) (5259.61,498212) 16 10
(2763.97,274246) (63.851,-34778.6) 18 11
{48105.5,-1.00e*007) {2877.67, 55m) ii 101
{147.405,535C7.5) {33808, 275184) 1 111
(89.789342145.3) (53840.4,-125311+007) 2 101
(23138.5,-3.58342e+006) (13243 4,-1 60426e+006) 15 1uu
(3720.01,-352533) (117076,-4.00739e+007) 12 11011
(317266 -8992 35) (18309 4 2 54292 e+0006) 8 1nim
(15850,2.07171e+006) (302.217,-71606.6) 4 101010
(6854.3 575386) (2195.48,-227677) 10 110011
[654.854,131790) [ (5210.99,482529) 2 1101011
(179.994,59549.7) (2810.77,-261485) 11 11001100
(2154.07,228380) (350456,2.07057e+008) 19 111100001
{55.1795,-34305) 1531015,3.56226e+008) is 1010101011

Figure 8: Output at receiver’sside

Here, the results shows that the Encrypted and Decrypted messages are same.

4.2. Threshold Cryptography

For[12] threshold cryptography algorithm we have used SHAMIR SECRET SHARING SCHEME. We
have implemented it in C language using GMP library.
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4.3. Threshold Cryptography Based ECC Algorithm

We have combined threshold cryptography and éliptic curve cryptography concepts and designed an
algorithm using GMP library.

|
[
t
|
E
:
f
:
f

3
||

———————————
YELAME 10 HE VLD OF CRTOGRIY

E ARE GOING TO INPLENENT ELLIPTIC CURUE BASED THRESHOLD CRY E Wl
UIDE OUR MESSACE TNTO NURBER OF SHARES USTNG SHANTR SECRET SHA LGORTTHN
JENTER YOUR NESSAGE ¢ N ) IN BINARY POR » 1010

fEnter the thesshold value * 3

Enter the nunber of shares you want = 6

Dur yvnail is

Bhares generated are like :

<2 1864 )

N
i
<
N
|

1295 )
1412 5

[4

[

4. 1198)

HE RECOUERED MESSAGE IS = 1818

SO0 A | 9.3008650 00
59703004 | 12738862

Figure 9: Threshold cryptography Figure 10: Threshold based ECC

Figure 11: Threshold based ECC
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5. ANALYSIS

5.1. Comparison of Threshold cryptographic algorithm and proposed algorithm

1) Threshold Cryptography based ECC agorithm provides double level of authentication as compared to
Threshold Cryptographic based ECC agorithm.

2) Encryption in Threshold Cryptography based ECC algorithm is done by number of shares and cipher
texts.

3) InDecryption, sharesare decrypted using Lagrangeinterpolation of ECC as compared to private key of
ECC algorithm.

Tablel
Comparison of various cryptographic algorithm
Parameters ECC Algorithm Threshold Cryptography Proposed Novel Algorithm
Algorithm
Level of Authentication  Single Single Double
Encryption method Cipher texts Generated N number of Generated N number of required
C1 & C2 aregenerated required shares. sharesand encrypted using ECC.
Decryption method Private key of receiver Threshold (T) of shares Sharesaredecryptedusing ECCi.e.
used are selected LagrangeInterpolation

5.2. Comparison of Threshold cryptographic algorithm and proposed algorithm:

Table2
Comparison of algorithmson various parameters
Parameters Threshold Cryptography Algorithm Proposed Novel Algorithm
Splitting of Shares Lagrange Interpolation Shamir Secret SharingAlgorithm
M essage Encryption Shares Generated Sharesand Cipher texts Generated
M essage Decr yption Lagrange Interpolation Lagrange Interpolation

5.3. Comparison on the basis of shares generated and index of shares
Input Parameters

1) Secret Message: 1010
2) Number of shares: 6
3) Threshold value : 3

Table3
Comparison of algorithmsbased on number of shares and threshold values
Number of Shares Threshold Cryptography Algorithm Proposed Novel Algorithm
Shares Generated Index of Share (4) Shares Generated Index of Share (4)

1 1027 1027 20 20

2 1064 1064 38 38

3 121 Nil 64 Nil

4 1198 1198 98 98

5 1295 1295 140 140

6 1412 Nil 190 Nil
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1) Proposed algorithm provides double level of encryption as compared to threshold cryptography
algorithm.

2) Reduced length of shares generated in the proposed algorithm as compared to shares generated in
Threshold cryptography algorithm.

3) Minimum execution time is required to generate the output in the proposed agorithm .

It took 9 secondsfor the algorithm to generate this output. We have plot two graphs. Onefor the shares
generated for the input 1010 and one graph illustrating the encrypted shares which are encrypted using
ECC algorithm.

Eacrypied Shares of 1010
. 295 295 295 195 25 ams SHARES OF 1010
. 220 1
20 i
o 200 10
a0 180 A
- /
e 160+ -
s -
2 10000 1404 }lﬂ/
2 12000
$ 2 120 /
i 8 /gy/
> # 100
H -18000 80 //
§ )
5-m 80 /y
00 40 — 3B
-24000 ; 20"
255723 204==
26000
0 T
2500 o1 2 2 i 5 §
-S00% X -values
cinher tort ¥ - coordinate
Figure 12: Encrypted sharesfor 1010 Figure 13: Generated sharesfor 1010

For each share we have two cipher texts. Therefore for each point in the graph Fig. 15 we have two
points in the graph Fig. 16.

Here, same key is used for encrypting all the generated shares, so the cipher texts generated will vary
very little from each other but still nobody can get the original message back without using the key. If
different keys would have used for encrypting each individual share then the cipher text generated must
have varied too much from each other.

6. CONCLUSIONS

Elliptic Curve Cryptography along with digital signature covers various security aspects -like Message
Integrity, Authentication and non-repudiation of a message and provide confidentiality .

Elliptic Curve Cryptography provides secured transmission and services like mobile communication,
wireless sensor networks using cryptographic techniques and encryption techniques etc. A lot of researchis
required in the field of communication and its security. [16]

Threshold cryptography enhances security by dividing the secret key into several bits. It is a
very effective technique for encrypting data, in which the shares of each shareholder are refreshed
periodically. It maintains the security by interchanging the shares among its shareholders to prevent
unauthorized access.



514 Shailendra Singh Gaur, A. K. Mohapatra and Sarfaraz Masood

7. FUTURE WORK

As a part of future work, we can interface the Threshold Cryptographic techniques with the Clustering
techniquesto makethe Wireless Sensor Networks, more secured. Secondly, the concept of Cloud Computing
with ECC can be introduced. The biometric values can be introduced and then encrypt them using our
Elliptic Curve Cryptography based Threshold Cryptography. With the growth of Wireless Sensor Networks
in coming years, it is required to consider the security aspects of services like mobile communication and
its secured transmission. Using data aggregation in secured WSN, the proposed algorithm can reduce the
power consumption and key size.
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