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exhaustion. Resource exhaustion attacks mortify the 
capacity of the device to function, such as opening 
many concurrent connections to a particular device. 
Bandwidth exhaustion attempt to overwhelm the 
bandwidth capacity of the network [11]. DDoS 
attacks are typically launched in the forms of SYN 
flood, UDP flood and TCP- SYN flooding, these 
attacks are instigated by crafting packets from spoofed 
address and generating a high number of half-open 
connections[12]. Prolexic reported that the majority 
of attacks were TCP ( SYN, PUSH, ACK), UDP and 
HTTP[10]. One of the key reason that make the DDoS 
attacks wide spread and easy on the Internet is the 
accessibility of attacking tools and the power of these 
tools to generate aggressive traffic. There are different 
DDoS attack tools on the Internet that allow attackers 
to perform attacks on the target system[13].

DDoS Defense Mechanisms2.	

Several DDoS detection and prevention mechanism 
already exist, but the fool-proof DDoS defense remains 
elusive. There are several key technical challenges which 
make the task of designing the perfect DDOS defense 
daunting [11]. But generally, the moment DDOS 
attack is detected, nothing else can be done apart 

Introduction1.	

In the preceding years, DDoS attacks [1] have become 
more common due to their easy instigation and damage 
to their proposed targets. The complex architectural 
structures of DDoS attacks make the source of the 
attacks even difficult to mitigate and trace. According 
to John N. Stewart senior vice president and chief 
security officer at Cisco, “DDoS attacks must be a 
peak security consideration for organizations in the 
private and public sector in 2014” [2]. China, USA 
and Canada were the countries that faced the largest 
number of DDoS attacks and China was on the top 
of the list of source of attacking IPs [3]. The largest 
DDoS attack in history was 600 Gbps DDoS attack 
on BBC occur in January 2016 [4]. One of the reasons 
why DDoS attacks focus on these countries is because 
they have the most important Internet Data Centers 
(IDCs) carrying popular Internet services [5][6][7]
[9][10].As per economic impact of DDoS attack 9% 
of organizations in the world would lose $500,000-
$1 million or more per hour in a peak-time DDoS 
related attacks. 10% would lose approximately $250K 
or more [13]. DDoS attacks classified into two key 
categories. One based on the computational resource 
exhaustion and another based on the bandwidth 
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from disconnecting the victim from resources. After 
the victim is detached, the attack source identification 
and trace back can be carried out. As shown in figure 
1 [6] companies are still fighting with DDoS attacks 
and no any specific tools are designed for combating 
with DDoS attack. Approximately two-thirds of 
companies use conventional solutions like traditional 
firewalls, routers, switches and intrusion prevention 
systems (IPS) to defend against DDoS attacks[12] 
[31].

Figure 1:	 Protection techniques against DDOS Attacks[6]
[31].

More companies are embracing purpose-built 
DDoS solutions but not succeeding. Companies with 
no DDoS protection dropped from 8 percent to less 
than 5 percent[6][31]. DDoS attacks are growing 
in complex, dangerous ways. Almost 90 percent of 
those attacked were hit frequently. Table I depict the 
features and shortcomings of different DDoS defense 
mechanisms. There is also a significant difference 
between these mechanisms either due to the location, 
protocol or way of defending. As shown in fig 1, DDoS 
detection is the core requirement of the DDoS defense 
process. Prevent forged packets from reaching the 
destinations while allowing authentic packets to pass 
through and dropping all packets forwarded to the 
victim when a threat is detected is another challenge. 
Mitigation from DDoS avoidance and recovery is not 
very easy, so that’s why we take avoidance and recovery 
at higher level of complexity.

Figure 2:	T he DDoS Mitigation Quadrant.

CHALLENGES IN DEVISING DDOS 3.	
DEFENSE MECHANISMS

The defense mechanisms reviewed in this paper are far 
from adequate to protect Internet nodes from DDoS 
attacks. The main problem is that there are still many 
insecure areas on the Internet that can be compromised 
to launch large-scale DDoS attacks. The key challenges 
in detection and prevention of DDoS attack are:

A.	 Diversity and Scale of Sources

Sources are disseminated among various domains, it 
is difficult for each of the node to detect and filter 
legitimate traffic accurately comes from the different 
sources. DDoS attack mitigations at the single source 
might be simple than multiple sources [30].

B.	H igh Network Traffic and Computations

DDoS is an organized attack technique with a group 
of distributed infected devices across the Internet with 
the purpose of simultaneously sending a large volume 
of forged or look like genuine packets to a particular 
victim. As per the classification of DDoS attack mainly 
consume the network bandwidth and exhaust the 
computational resources by sending large amount of 
packets over the internet[25].

C.	 Difficulty in Differentiating the Malicious 
Packet from Legitimate Traffic

Many approaches are proposed [18], for differentiating 
the malicious packet from legitimate traffic, but all 
technique based on the analysis of past traffic patterns, 
malicious packet can adopt the behavior of genuine 
traffic and under some circumstances or due to non 
uniqueness of DDoS packet stream legitimate packets
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can act like non legitimate packets. Due to lack of 
improper attack information and inefficient evaluation 
technique, DDoS attacks is not properly defensive 
[13][25]. Appropriate testing approaches should be 
engage to detect either a particular node or intermediate 
network endures a DDoS attack or not .Sometimes 
during peak hours resources are not available, and we 
think that it’s a attack period.

D.	 Privacy Violations

DDoS defense mechanism like Firewalls, IDS and 
filtering approaches violates the privacy of the 
authentic user, because all incoming and outgoing 
packets need to be inspected. Privacy anxiety always 
take place whenever sensitive data is outsourced to the 
network or cloud.

E.	M asked Character of Attackers and 
Vulnerabilities in the Internet

Attackers usually make use of spoofed IP addresses 
in order to conceal their true identity, which makes 
DDoS mitigations more difficult. It is very difficult 
for the defense mechanisms to identify the original 
attacker because of the use of spoofed IP addresses 
[31]. Almost all resource that is connected to the 
Internet is vulnerable to DDoS attacks, many existing 
controls do not protect against these attacks. Attackers 
will use a massive range of vulnerable hosts to initiate 
an attack rather than employing a single server. 
These Vulnerabilities might be the weaknesses in the 
network or security policy [23]. The attackers exploit 
these weaknesses by inserting malicious code or other 
hacking tools and technique so that they become under 
his control. These defenseless can be in hundreds or 
thousands in numbers.

F.	L ack of Organizational Domain Collaboration

Different organizations all over the world work 
independently to deals with DDoS, but there is a need 
to understand that if these organizations work together 
then they can create a better defensive technique 
against these attacks. Organizations may make alliance 
in the field of research and development for DDoS 
mitigations.

Conclusions & Future Scope4.	

This paper presents an overview of the DDoS attack 
and the commonly employed defense strategies. It is 
clear that DDoS associated downtime represents a vital 
threat to any organization that relies on IT assets to 
carry out its business. An efficient DDoS mitigation 
solution can help organizations handle risk by avoiding 
financial risks and service downtime associated with 
a DDoS attack. The current prevention mechanisms 
reviewed in this paper are effective yet far from optimal 
in providing complete security for DDoS attack. The 
key difficulty is that there are still many machines 
over the Internet that can be compromised to launch 
DDoS attack. Some future directions in this critical 
domain are:

	 ∑	 Group several stages of defense activities to 
trap variety of DDoS attack. If one stage of 
defense mechanism fails, then the others still 
have the possibility to defend against attack. 
Multi-tier detection and prevention policies 
need to be applied on multiple locations.

	 ∑	 Proactive mechanisms are mandatory to 
authenticate the sources of the traffic so that 
malicious nodes could be identified.

	 ∑	 Novel high-availability solutions may have to 
be adopted to ensure business continuity.

	 ∑	 Preserving privacy is another significant 
concern with regards to DDoS attack in cloud 
computing, existing DDoS detection and 
prevention rely on traffic analysis is putting 
customer confidentiality at risk.

	 ∑	 A coordinated strategy across CSPs would 
ensure that cloud infrastructure cannot be used 
to launch DDoS attacks. Using inexpensive 
cloud resources to launch DDoS attacks has 
empowered almost any malicious users to 
launch global attacks. Some early work done 
in this direction can be found in [28].
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