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Abstract : For thefirst time, thereis proposed in the paper a formalization of the processes of realization and
consequences of mailout of destructive messages on the basis of evaluating the dynamics of changes of the
resources of the network nodes and edges. The resource of the node is represented as a difference of resources
(positive and negative). Inturn, each of theresourcesis the product of the value and the amount of information.
At the same time, to determine the value of negative information, the expression is used for the damage from
the realization of spam attacks with malicious attachments, whereas to determine the amount, the mode of the
number of attacksis used, expressed by anirregular lognormal distribution, and the probabilities of actuation of
theantivirus and anti-spam protection. | n addition, the paper proposes amethod for evaluating user activitiesin
the realization of this type of attack. Numerical methods are used for testing the resulting modd.

Keywords : Spam, network resource, the value and amount of information, damage.

1. INTRODUCTION

Today, spamcan no longer be regarded as aninnocent phenomenon. The mailout of the* garbage’ network
messages brings about quite significant damage, is performed ddliberately, and thisis obviously fostered by the
network character of modern technologies. It may be noted that, to distribute mailouts, anill-minded person needs
I nternet accessand minimal knowledge in programming. Such little requirementsalso attract people who want to
earn extramoney. However, more experienced organizations approach thiswork much more serioudy. Not only
highly skilled programmers, but also expertsinthefield of linguistics, psychology and other sciencesareinvolvedin
theredization of an attack of the* spam-mailout” type[3,4,12].

A spammessage isacontent, which reducesthe resource of the network anditsnodes. It hasnegative and/
or low vdueand ardatively largeamount of information. While theamount of informationisan objective category,
the value is subjective for a node of the network and conditioned by its functional purpose and its goals and
objectives. Hence, making decison requiresinformation of acertainresource. Theincreasein volumeand decrease
in thevalue of the content taken into account when making a decision reducesthe adequacy of thisdecision at the
node of the network. This negative phenomenonisfostered by spam. Therefore, the quality of filtering of the
information entering the node and deleting pam directly affectstheefficiency of functioning of anindividual network
node and, taking into account the weights of the nodes, of the entire network.

2METHODICAL DESCRIPTIONOFTHEDISTRIBUTION OF SPAM ATTACKS
A model of spamdistribution over anetwork is presentedin Figure 1.
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Fig. 1. Dissemination of spam over a network.

Asaresult, in an enlarged form, the network will consst of three layers.

Let uscongder each of thelayersinmore detall :

Thefirst layer. At theverticesof thislayer, thereare the nodes performing the following tasks:
* preparation of spam-messagesfor sending;
* sending spam-messagesto spambotsfor mailing out theinformation;
* infecting computerswiththe purpose of turning theminto spambots.

The second layer. Theverticesof thislevel arethe trangport nodes, with the help of which negativeinformation
isdistributed over the network to aspamvictim. Thislayer consists of aset of vertices, because the spreading

processisintricate and complex.

Thethirdlayer. Theverticesof thislevel arethevictimsof maefactors. These nodesare of most interest asan
object for the analysis of destructiveimpact of spam attacks, because they, on one hand, take the damageand, on

the other hand, can be organizationally and technicdly protected against thistype of attacks.

Formally, adescription of the process of destructiveimpact of spamispossible onthe basisof the concepts

of resource of the vertex Reg(x) and thearc Res (a”.) of the network:

Res(x) = C(x)V(%)~Cq(X)V,(X);
V@) V@),
Res(ay) = Cla) — =~ C(x)—5 =
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where C(x) and V(x;) are, correspondingly, the value of the unit volume and the volume of useful information at
thevertex x of the network;

Cs(x) and Vg(x,) are, respectively, the(negative) vaue of theunit amount and theamount of spam-information
at thevertex x of the network;

C(a;) and V(a;) are, respectively, thevaueof theunit volume and the volume of useful information, pumped
throughthearc a; of the network;

Cs(a;) and Vs(ay) are, repectively, the (negetive) vaue of the unit volume and the volume of spaminformeation,
pumped throughthearc of the network.

Theexpressons(1) and (2) clearly demonstrate adestructive function of spam. It reducestheresource of the
vertices(1) and thethroughput capacity of the arcs(2) of the network. Themain influencing factor isthe damage
that may beinflicted onanetwork node asaresult of exposureto malicioussoftware, “phishing” or somefraudulent
operations[6,7].

In addition, the network isdeliberately filled by the“garbage” filler, which may cause athrest to itseffective
functioning. [ 7] However, giventheincreasing network performance, the use of spammessagesasatool for the
implementation of aDDoS-attack isunlikely. [10] Inthisregard, let uspay the main attentionto considering the
resource of the node vertices.

Theexpresson for the resource of avertex can also berepresented asthe difference of resources, namely:
Res(x) = Res, (x)-Res (x); ©)
where Res(x ) isthe positive resource at the vertex . of the network;

Res (x) isthe negative resourceat thevertex of the network.

When considering red systems, it can be assumed that isa constant. The reasonfor thisisthat keeping track
of the dynamicsand value of useful information coming to the vertex of the network isan intractable problem,
which depends on many factors, including thosethat cannot be subjected to mathemeatica evaluation.

Let usconsider inmore detail the negative resource of the network. To estimate the negative part of the
resource moreaccurately, it isnecessary to present the expresson asthe sumof productsof thevalue of information
and theflow of information for each type of spam, namely, “ phishing”, spam attackswith malicious attachments,
fraudulent spamand the advertising spam messages.

Asaresult, the expressonfor the negative resource of the network vertex will be asfollows:
Res (%) = Cg (X)Vs, (%) +Cq (X)Vg (%) +

+Cq (%)Vg (%) +Cq (X)Vs (X);
where
C.. isthevalue of aspam message of the“phishing” type,
V. isthevolume of agpam message of the“phishing” type,
C.. isthevalue of agpam messagewith maliciousattachments,
C.. isthevolume of aspam messagewith maicious attachments,
C. isthevalue of aspam message of fraudulent type,
V. isthevolume of aspammessageof fraudulent type,
C.. isthevalue of agpam message of theadvertisement type,
C.. isthevolume of aspammessage of the advertisement type.

Inthiswork, wewill consder spam attacks with malicious attachments, so the expression for the negative
resource inthiscasewill havetheform:

Res (%) = Cgq (%)Vg (%) +Res (X); ()
Res _, (x) isthenegative resource of other types of spam; in this paper wetakethisquantity as constant.

PP e L 00

»n »m



98 Evgeny Aleksandrovich Popov and Konstantin Aleksandrovich Razinkin, Vladislav Georgievich Yurasowv...

Thus, theresource quantity dependson two parameters: the value and the volume of information. Let us
consider each of these components separately.

Thevaueof information. Inthiscase, the valueisnegative and depends primarily on the type of spam. The
gpam having exclusively advertising purposeswill havethe minima negativevaue, whereasthe spamthat isintended
to causing damage [ 13] to victimor gaining the own benefit hasthe grestest negative vaue.

Regarding the mathematical evaluation, we assumethat the value of information can be interpreted asthe
damage inflicted as aresult of successful implementation of a spam attack with malicious attachmentsonthe
network node. [11] The damageiscongderedin theworkson spam attackswith maliciousattachments under an
irregular distribution of the damage[ 3,5] and is described by the expression:

W) = Ui t U (), U (M) = (=0 )
x (tiocl + e)(F)(_7\‘iu ) (tiu —t )) - eXp(_}\'iztir ))

where
u, isthe damage from the spam attacks,
U min 1Stheminimal damage fromthe spam attacks,
N min 1ISthe minimal number of the spam attacks,
timin 1IStheminimal time, spent by the user to processthe spam message,
¢, isthevalueof theunit of time(c.u.),
%, istheinfectionintensty by the malicious software,
%, 1stheintensity of treatment fromthe malicious software,
t. isthetime period of the system’sreaction to theintroduction of the malicious software,
t, , isthetime moment of thetreatment of the systemfromthe malicious software,
t., isthetime, spent for the user’s processing of the spam message.
Thus, thevalue of aspam message with maiciousattachment will be determined by the following expression:
Cq (%) = tG +exp(~2y, - (t, —t,)) —exp(-A. %)
Theamount of negativeinformation can be considered asthenumber of spam attacks successfully implemented
during acertain period of time. The number of attacksisarandomvariable. In[3] it was proved that the number
of spamattacks with malicious attachments hasalognormal distribution. However, an anayssof statistics has

showed that inthe considered period of time one can distinguish acertain constant component of the number of
attacks determining itsminimumvalue.

Asaresult, wefind that the random variable of the number of attacksis summed up fromtwo components: a
constant quantity n_. - and therandom component n, __, itself:
n=n.+n
Asaresult, we obtain for the distribution law:

min

irand

~(In(n =1y in)-m)?
26i2

€ ,

1

(pé(nilnimin) = (r\—nimin)Gi\/%

where

n, istherandom variable of the number of spam attacks,

N, i 1Sthe minimal number of spam attacks,

m, o, arethe parameters of distribution.

To determine the volume of spammessages, we use an expression for themost probable value:

Giz_m +In(ni* _nimin) = O (6)
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=0, themode of the number of attacks

imin

To determine n, weneed to use numerical methods. Inthecasen
isequd to:
n = gn-o! (7)

Using expressons(6) and (7), one can obtain the value of the number of spam messages containing maicious
attachments, coming to the network node. However, thisquantity isacharacteristic of all attackstargeting the
system. To find the number of successfully realized attacks, it isnecessary to takeinto account the elementsof the
protection system of the considered node.

In[4], thereare congdered the applied protection systemsagaing spam attackswith maicious attachments,
aswell asthe criteriafor evaluating their effectiveness, which are expressed in the probahility of realization of

attack, namdly:
Punis 1S the probability of blocking by thefilter of the spam message;
p(l;) isthe probability of wrong actionsby the user of thelevel | [9]:

1Ry i o<l <I.:
p(li’}\’Ueduc) = exp(_}\‘ioo(li _Iin))_}\‘ion 'Ii’ Iin < Ii Slio; (8)
exp(_}\‘ioo(lio _lin))_}\‘iop'li’ Iin < Ii <1.

where
|, istheuser’slevd,
l,, iIsthelevel boundary of theilliterate user,
l,, ISthelevel boundary of thetrained user,
Jion IStheintensity of training theilliterate user,
Jieo 1IStheintengity of training thetrained user,
Jiop I1Stheintengity of training the advanced user.
Paniv 1S thelikelihood of actuation of the anti-virus system.
Thus, the satic resource of the network vertex node is determined by the following expression:

Res (x) = Cg (X)Vs (%)+Res ,(x)

= (tiocl + e)(p(_7\‘iu : (tiu _tir )) - e)(F)(_)\‘iztir ))) X r]i* : (1_ pantis) : (l_ pantiv) : p(l| ) + Res—o()g ) (9)
For aforma description of theresourceof the entirelayer, it isnecessary to sum up theresourcesof al nodes
of thenetwork:

Res,,, = iR%(x)—R%(x):iR%Jx)

Asaresult, weobtain an estimatefor thelayer resource and the resource of theindividual network nodes.
Thisrepresentation allowsmaking an adequate assessment of the state of the node, aswell as performing resource
management using the settings of the protection system.

Themainobjectiveisto increasetheoverall resource of thenode. From (3) it followsthat, to increaseit, it is
necessary to reducethe negative resource. Let us analyze the expressioninterms of the values of the varying
quartities

t;, Isthetime, spent by the user for the processing of one spam message. Thisvalue can be changed withthe
help of organizational measures; in particular, informing the usersonthe most characteristic featuresof aspam
message, inorder to diminishthetime of analysis of its contert;

¢, isthevalueof aunit of time. Thisquantity isdetermined for each node individually and cannot be subjected
to regulation;



100 Evgeny Aleksandrovich Popov and Konstantin Aleksandrovich Razinkin, Vladislav Georgievich Yurasov...

n, isthe most probable number of attacks directed at anode of the network. Thisvalueisdetermined by
gatistical methods, so to record achangeof thisparameter, it isnecessary to carry out along-term experiment;

Py 1ISthe probahility of triggering the anti-virus protection system. Thevalueis determined by Statistically
independent experts; it depends on the particular protection used by the network node. Changing the protection
system entailsa change of thisquantity. Asaprotection from malicious software, thisis one of the basic technical
measures,

P.anis 1Sthe probability of triggering an anti-spam filter. Thisquartity is estimated similar to the anti-virus
protection systems,

ti » Ay b, aethequantities, characterizing the processof treatment of the node fromthe destructiveinfluence
of malicious software. It dependsonthe used protection system, thereforeit can be influenced;

., istheintensity of infection. Thisvalueisacharacteristic of the attacking side, thusit can betakenasa
constant quantity.

Thus, theresulting expression alows evaluating the current network resource, aswell asitsdynamics by
tracking the changesin the quantitiesthat characterizethe protection system.

Theresultsof numerical smulation of spam attackswith maliciousattachments

Theresource management consstsin the gpplication of organizationa and technical measuresof protection.
Let uscongder theimpact and methods of each of these measures.

To evaluate the applied methods of protection, we use the above model together with numerical smulation,
that is, we determinethe numeric value of the negative resource of the network vertices.

Consder anetwork conssting of 100 nodesof thethird layer. L et usmakethefollowing assumptions.
1. thevolume of spam messages coming to each nodeisthe samefor al nodesin the network;
Table 1. Parameters and values of the nodes of the considered system.

Parameter Value
m -2.02
o; 0.601
c(c.u./hour) 2000
|, (hour) 0.0004
|.,(1/ hour) 2
t. (hour) 0.0028
A,,(1/ hour) 4
t_(hour) 0.0008
I 0.2
In 0.3
l, 0.6
Ip 0.9
Mion 0.5
xioo 2
xiop 0.3
pi antis 0.98

0.91

pi antiv
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2. thenodesareequipped with the same means of protection against spam and malware;
3. thelevd of dl network usersisthe same.

Let uscdculate the value of the negative potentia of the entire system, using the expression (9) and the values
of the systemparameters(Table 1).

Then we concludethat for an individual element :
Res (%) = Cg (%)Vg (X)+Res ()
= (5,6+exp(—4-(0,0004)) — exp(—2-0,0004))) -
exp(-2,02-0,601%)-0,09-0,02-(1-0,5-0,2)
+ Res_(x)=8,412-10" + Res_ (X ).

Asaresult, thevaluefor the entire system will be equal to:

100

Res,, = > Res (%) =0,08412+100- Res_,(x).

i=0

Supposethat thisvaueisinadmissible. Inorder to changeit, it isnecessary to apply certain protective measures:
organizational and technical ones.

Thetechnical protection measuresinclude modernization and adjustment of protection systems against
malicious softwareand spam. [8] To usethe protection systems effectively, we need to determinean optimal set
of instrumentswithrespect to different criteria. Asameansof theinstrument selection, we can use the fall-down
vector method with the congtruction of the Pareto set of optimal solutions. Asan objective function, we usethe

following expression:
F(X0 e X,) = Kige - TISK(X ooy X,) + Ko - COSE(X, 50000 X)),
where F(x,,..., X,) istheobjective function;
X;, .., X isavector, indicating the presence or absenceinthe set of aprotectionmeans{0,1};
K. istherisk priority in calculating the objective function;

risk(x,,.., X,) istherisk value, expressed asmonetary lossesdueto redlizationsof the threats of the spamtype
and maliciousattachments,

K. iSthe cost coefficient inusing aset of protection means,
cost(x,,...,x.) isthevalue of costsdue to the applied protection means.
Therisk valueisdetermined in accordance with the following expression:

2 n _

r|Sk(X1,,Xn) = Z)ﬂ (1_ pi?pp)' pljmp'ujy

j=1 i=1
where p{™ isthe probability of neutralization of jth attack by i-th protection means,
p'™ isthe probability of realization of j-th attack,
u; isthedamage fromj-th attack.

Asthe attacks, we consider the spam attacks themselves and an attack through the implanted malicious
software. For the calculation convenience, the probabilities of redization of thesethreatswill be takento be one.

Correspondingly, the value of costs can be found from thefollowing expression:

cost(X,...,X,) = 2% C,
i=1
wherec, isthecost of the protection means.
Besdes, in solving thisoptimization problem of decison making, we adopt the following restrictions.
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{risk(xl,...xn)<riskmax

cost(x,,...x,) <cost,__ '

where: risk ., isthemaximumadmissblerisk inthesystem,
cost,.. iSthemaximum expenses on the meansof informetion protection.

Astheinitial datafor solving thisoptimization problem of decision making, we usetheinformation on the
percentage of blocking the corresponding attacks for each of the means of protection, aswell asinformation
provided by the manufacturers of these informeation protection means on the cost of 50 annual licenses[1,2]. All
dataare presented in atable(Table 2).

Table 2. Parametersand values of the protection systems.
Title Cost P P

antiv antis

K aspersky 45000 0.92 0.99
MacAfee 73830 0.98 0.99
Norton 74500 0.96 0.98
Avast 249750 0.91 0.99
Avira 49675 0.96 0.99
Comodo 305700 0.9 0.98
Eset NOD32 23600 0.95 0.99

Applying the algorithm described above, we seethat the solution, provided by the ESET company, canbe
mogt effectively used asadefense system. The peculiarity of thissystemisthat it provides comprehensive protection
from both spam and malware attachments inthe case of wrong actionsof users. Based on statistical data, this
instrument will providevirus protection at thelevel of 95.2% and spam protection at thelevel of 99.27%.

Thenweget that for anindividual node:
Res (x) = Cg (X)Vg (%) +Res  (x)
= (5,6+ exp(—4-(0,0004)) — exp(~2-0,0004))) - exp(—2,02 - 0,6012) -0,05-0,01- (1- 0,5-0, 2) +
+Res (x)=2,337-10"+ Res_(x).
Asareault, thevaluefor the entire systemwill be equal to:

100
Res,,, = ZO“ Res (x)=0,02337+100-Res__(x).

Inthiscase, the organizational measures of protection include the solutions aimed & the usersof the system, to
increase literacy inthefield of spam. Infact, afeature of spam atacksistha themost important roleintheir success
is played by the human factor. The reason for thisisthat the attackers develop new methods of breaking the
protection systems. Inturn, the manufacturersof protection systems often do not release updates of their systems
promptly. Asaresult, redlization of the attack will depend ultimately on the users. For their training, it sufficesto
carry out regular instruction to provide them with relevant information about trends in the development and
improvement of themethods used by maefactors.

To quantitatively evaluate the user knowledge and skills, we can use the expression (9). To simulate the
system, it isonly necessary to determinethe user levelsand the boundaries of levels by satistical methods. Suppose
that asaresult of gpplied organizationa measuresaimed at training of users, thelevel of usershasincreasedto 0.4.
We calculate the probability of wrong actions of users:

p(1) = exp(-2-(0.4-0.3))-0.5-0.3=0.669,
Res (x) = Cg (X)Vs (%)+Res ,(x)
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= (5.6+exp(—4-(0.0004)) — exp(—2-0.0004))) - exp(~2.02—0.6012) -0.05-0.01-0.669
+Res (x)=1737-10"+Res_(x).

100
Res1ay = | EORes_ (xi )=0.01737+100- Res_o(xI ).
Thus, asaresult of the taken protection measures, the negative resource of the network nodesand of the
entire sysstemhas decreased. | nthe case, when thisvalueis still unacceptable, it isnecessary to carry out additional
ingruction or chooseamore secure set of technical protection.

4. DISCUSSONOFTHE S MULATIONOFSPAM ATTACKSWITH MALICIOUSATTACH-
MENTS

The methods proposed inthe paper adequately describethe processof spam attackswith mdicious atachments
fromthe point of view of the object. The model takesinto account the main influencing factors, which havea
degtructive effect on the network node. Also wetakeinto consideration the applied protection system. Particular
atentionispaidto theuser, whichinthis caseisone of the most important elements of the process. Higher actions,
inparticular, determinethe success of attack implementation. To esimatetheactionsof users, amethod is proposed
alowing congdering the systemintermsof user groups, which smplifiesthe modeling process.

Additionaly, into the modd there canbeintroduced an additional source of damage caused by spamattacks,
expressed inmateria expensesresulting fromthe malefactor’straffic. However, dueto atendency to increasethe
throughput of computer networks, this parameter isnot so significant.

The numerical smulation described above demonstrates the applicability in practice of the developed
mathematical model. Inaddition, knowing the value of the resources of the network elements, one canidentify the
vulnerable componentsand apply additional protection measuresto them.

The methods of protection, presented in the paper, cover both the technical side of the process and the
organizational one. Theresulting model reflectstheir impact on theresource value that alowsevaluating the
effectiveness of the possible application interms of costs and the change of the protectionlevel.

9.CONCLUSON

Themode proposed aboveisof interest for considering the network node asan object of spam attackswith
malicious attachments. The expressionsfor the network resource can be used for numerical simulation of real
systems and evaluation of the results of application of various methods of protection, both organizational and
technica ones. The organizationa protection methodswill be primarily aimed at reducing the likelihood of wrong
actionsof usersthrough carrying out instructionsand other kindsof informing. Thetechnica methodsof protection
arereflected inthe probabilities of triggering the anti-spam and anti-virus systems.

Thefurther development of the work isseen in generalization of thismodel of resource differenceto al kinds
of spam attackstargeting the network node.
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