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Domain Specific TPA Trust Score
Evaluation in Cloud Based Services

K. Shirisha* and M. Bal Raju**

ABSTRACT

Inthefield of I'T, to maintain applicationsand data most of the organizations are moving towards cloud computing
or migrating from traditional client server nature. Most of the data owners are new to cloud computing or not
having own facilitiesto manage data, so dataownersare depending on TPA. TPA generated report |ets dataowners
to evaluate usage of the by clients. Most of the owners are depending on public TPA where private TPA is most
expensive. Here major challenging issue is how to find trustiness of TPA among availablelist. If dataowners has
facility to find the best TPA with good trust score, then owners has chance to setup risk free TPA for their data.
Thereis adifference between services provided by available TPA list for example supporting domains, nature of
authenti cation, mode of encryption etc... First time this paper introducing a mechanism to find trustiness of TPA
before committing to subscribe, wheretrustiness of TPA can be cal cul ated based on different criteria. In thiswork
three new algorithms are defined named as DRM, TCM and CDM.

Index Terms: Cloud Computing, Third Party Auditor, TPA Trust Score, TPA services

1. INTRODUCTION

Cloud computing clean sweeps old computing server structure. In a smple words cloud computing is an
environment to provide services in a rental model. There are different types of cloud computing services
areavailable for example providing hardware infrastructure as rental base, providing platforms and providing
usage of applicationsin arental base. Different IT companies from startupsto giant companies are being as
Cloud Service Providers (CSP). Cloud users can get different types of services from CSP like infrastructure
asaservice (IAAS), platform asa service (PAAS), software asa service (SAAS) etc...Mgor reason to get
attraction from more users is due to the reason where cloud is inexpensive and instant setup of computing
environment. In daily activities of the cloud applications, vast amount of data is storing in cloud storage.
Major issue is privacy and security for the data stored in remote cloud storage media.

Data owners are allowing other individual users or organizations to consume their data to manipulate.
For example consider a situation where one retails industry based organization wants to alow their sales
datato out sourcing to get reportson sales. So inthis case datamust be consumed by our sourcing company.
In this mentioned situation data owners need an inspector between their data and out sourcing company.
This data inspector is none other than TPA. TPA lets data owners to be burden free from management of
data outsourcing. Auditing reports helps data owners to take decision on the usage of data, so that internal
and external attacks can be predicted and protected data.

TPA is helping data owners of different domains to inspect utilization of sensitive data stored in remote
cloud storage. Following figure list some popular domains where TPA usage is required.

Based onliterature survey done in cloud auditing, so many researches has been done on data possession,
dataintegrity, dynamic auditing, user identity privacy and some on multi-cloud auditing. Here TPA acts as
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a security auditor to assess system utilization from internal sources and external sources. As the nature of
inexpensive cloud pricing data owners are interested to use different cloud services to store/ manage their
data. In thisway to support with security auditing for different clouds dataowner hasto depend on different
TPA Services where excising TPA system is not supporting security auditing in Heterogeneous clouds. At
the same time no research is focusing on trustiness of TPA apart from data security. What are the units to
trust TPA to handle security auditing of datafrom data clients. At the same time data owners may not have
technical knowledge on security levels and requirements. So it is needed a system to predict and suggest
security stands for data owners based on requirement.

Thisproposed system helps dataownersto get achanceto know the trustiness of TPA before committing
and facilitate the following three key characteristics

1) TPA Trustiness
2) Predicting Security Requirements
3) Effective auditing in heterogeneous cloud

In the first point of proposed system we are focusing on the technique to get trust score of TPA. Data
Owner can get complete trust on their TPA for security auditing to ensure fully assessment on data and
avoid security incidents. In the second point we can facilitate intelligent security suggestions to novice
cloud users with easy to manage security stands with different domain data and supports security with
integration of data. In the third point we can supports security auditing with in heterogeneous multi-cloud
to handle different encryption systems and supports homomorphic security. In this paper, our main
contribution includes:

1) Health Industry 2) Financial 3) Government
Operations Operations Operations
* Sharing patient information * Transactions * Sharing citizens information
* Accessing health records * AccountOpenings * Accessing schemes data
+ Accessing device details * Lending Operations + Votersdata
+ Qther sensitive data + Payments + QOther sensitive data
Stakeholders Stakeholders Stakeholders
+ Hospitals * Banks + Subsidy teams
+ Doctors, Patients * Managers + Collectors
+ (ffices, Stores s Tellers + MRO offices
+ Medical Representative * AccountHolders * Local Panchayathi team
Problems Problems Problems
* Lossofdata * Lossof data * Lossofdata
+ Modification of treatment * Modification of Balance + Modification of payments
+ Misuse of patients data * Misuse of accounts holders data + Voters data privacy
+ Lackof transparency * Visibility of Transactions + Lackof transparency
* Security and Privacy issues * Security and Privacy issues + Security and Privacy issues

Figure1: List of domains using TPA in cloud
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Figure 2: Examples for TPA

1) Wedevelop new vector based matrix called DRM (Domain Relation Matrix), which specifiesrelation
between TPA (Third Party Auditor), CSP (Cloud Service Provider) and Domains. Each element of
DRM is avector.

2) We Develop TCM stands as Trained Configured Matrix, derived by extending DRM, by attaching
predefined metrics.

3) We derived CDM tree which specifies pair combination of CSP, Domain and Metric. CRM treeis
merging of Level trees.

4) We calculate trust score, with an intersection of TCM and CDM of given testing data.

5) We defined Trust Meter, with the collection of Configuration Metrics and its supporting values in
Boolean format.

Rest of the paper organized as given bellow sections: Section |1 described related work with respect to
TPA in cloud. Section I11 & 1V gives detailed explanation of proposed system. Section V described about
evaluation of result, followed by Conclusion in Section VI.

2. RELATED WORK

Many of the previous works focused on only implementation of TPA but not including trustiness of TPA
performance. Oneof the previousworks*“PDP for confirming possession of datafiles on untrusted storages’
[1] it ensure possession of data files on untrusted storages. It is based on the RSA-based homomorphic
linear authenticators[1]. It is based on sampling few blocks of datafiles[1]. “PORs: Proofs of Retrievability
for Large Files’ [2] it ensure both possession and retrievability of data files on remote archive service
systems. It is based on spot-checking, error-correcting codes and back-up service [2]. It encrypts F and
randomly embeds a set of randomly-valued check blocks called sentinels in this work main problem is
“public auditability is not supported in their main scheme” [2]. “Privacy-Preserving Public Auditing for
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Data Storage Security in Cloud Computing” [3] ensure dynamic auditing system to be privacy preserving,
is focusing on public auditability, storage correctness, privacy-preserving and batch auditing [3]. Main
problem in [3] is due to the large number of data tags, their auditing protocols will incur a heavy storage
overhead on the server [3]. “Enabling Public Auditability and Data Dynamics for Storage Security in Cloud
Computing” [4] supports public auditability and data dynamics, which is focusing on public auditability
for storage correctness assurance, dynamic data operation support and blocklessverification[4]. Thismethod
may leak the data content to the auditor because it requires the server to send the linear combinations of
datablocksto the auditor [4].

“Efficient audit service outsourcing for dataintegrity in clouds’ [5] replaces the traditional Hash-based
solution, which is based on probabilistic queries and periodic verification [5]. This method may not worry
about trustiness of TPA, dueto periodic verification thereis heavy computational cost [5]. “Storing Shared
Dataon the Cloud via Security-Mediator” [6] generates security-mediator (SEM), whichisableto generate
verification metadata (i.e., signatures) on outsourced data for data owners, which is based on attachment of
signature to original data, verification of the signature and based on hash signature [6]. “Identity-Based
Distributed Provable Data Possession in Multi-Cloud Storage” [7] isidentity-based public key cryptography
can eliminate the complicated certificate management, which is based on a Bilinear pairings, Tag system,
Signature and Distributed computing [7]. My observation isthat none of the previous works are focusing
on trusting TPA, and it is not focusing on risk prediction with auditing intelligence.

3. PROPOSED SYSTEM

This section describes key functional components of the proposed system to calculate trust score of TPA.
Our proposed method aimost the very first one (to the best of our knowledge), to calculate trust score of
TPA. Following are main key components in this proposed scheme.

1) Domain Relation Matrix
2) Trained Configure Matrix
3) CDM Tree

4) Trust Meter

3.1. Domain Relation M atrix

In this section, we present the detailed explanation of “Domain Relation Matrix”, which can be represented
as DRM in next coming sections. DRM is a dynamic matrix which defines the relation among TPA, CSP
and Application Domains. Relation in DRM is a service providing by TPA with respect to CSP.

Let TPA ={TPA, TPA,, ———TPA} isaset of registered TPA's. Where TPA is im"TPA, i <N.

CSP,={CS, CP,, ———CSP} isacumulated set of CSP's, which are supported by any one of the
registered TPA.

D,={D,, D,,——-D,} isaset of domains supported by any one of the registered TPA on behalf of CSP.
We can represent set of available services as S, which defined as bellow

(TPAx CSPx D) € S 1)

Where S defined as list of available services, means TPA is providing service to CSP for domain D,
can be represented as (TPA x CSP, x D,) € S. DRM contains TPA as columns and supporting CSP's asfirst
row proceeding by rows which defined list of domains supported by TPA for its supported corresponding
CSP. Each element of DRM is a vector, where vector consists CSP’'s or domains as elements. Size of DRM
is(H1) x N, where Jistotal CSP’'sand N istotal TPA's.
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Figure 3: DRM Matrix

For better understanding of DRM element placement, we consider following situation, where 2™ TPA
is supporting service for 1% CSP and for 2 domain then DRM element is represented as (TPA, x CSP, x
D,) € S, index of element will be (2, 2), means (TPA, x CSP, x D,) e Sisin second row and second cell,
so that DRM,,, # null. Deep element of DRM includes domaln position into element index. In considered
DRM example deep element position of D2 for TRPAL1 and CSP1is (2, 1, 2). Deep Element Value (DEV)
defined as

DEV (j+n)

(nik) ~

{1 if DRM,,,,, # null and D, € DRM
| @)

0, Otherwise

DEV |s 1 means TPA is supporting CSP and is supporting D, DEV is 0 means D, is not

(nj.K)

supportlng by TPA . DEV is useful to find out whether domain is supportlng by TPA and its CSP, or not.

Element Value (EV) is useful to find out whether CSP is supporting by TPA or not. EV can be defined
as

©)

1 if DRM,,,,, #null
EVinj) =

0, Otherwise

EV.. )|s 1 meansTPA _issupporting CSP isO means TPA isnot supporting CSP DEV isuseful at the
time of Trust Score calculatlon when mput includes TPA, CSP and Application Domaln EV is useful
when input includes TPA and CSP. To calculate Trust Score DEV or EV must be 1 for given input.

DRM is dynamic, when new TPA is registering or new CSP is adding or new Domain is supporting. At
the same time if any one of the triplet is deleting then DRM is aso be dynamic. Following agorithms
describes how to manage DRM.

1) Create DRM
2) Update DRM
3) Vist Element

3.1.1. Algorithm: CreateDRM(TPA, CSP,, D, )

This algorithm creates DRM by taking S, TPA, CSP, and D, inputs. DRM can be defined as function
f(n,j,k) which notated as
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1 if (TPA,C®,D,)eS
0, Otherwise

DRM—)f(n,j,k)z{ (4

Where f(n,j,k) is defines DEV of DRM at index (n,j,Kk).

DRM algorithms uses following functions, these functions are reusable functions while creating DRM,
updating DRM and Visiting Element in DRM.

Funtionl: getS(TPA,CSP,,D,)

This function getS is useful for creating set of available services based in available TPA list, CSP list and
Domains list.

Let T (CSP) is set of CSP's supported by TPA &
Tn(CSPJ., D) is set of Domains support by TPA_and CSPJ.
1. for each TPA performstep2, 1<n<N

for each CSP performstep 3,1 <j<J

if CSPJ. e T (CSP) perform step 4

for each D, perform Step 5, 1 <k <K

if D, e T (CSP, D) thenadd (TPA, CSP, D) t0 S
return S

Function 2: getDElement(n,j)

Thisfunction is useful to get domain vector element for DRM. Thisfunction returns vector of Domainid’s.
Maximum size of element vector is equal to total domains quantity.
1. Leti=sze(DRM " n)), ie size of DRM
2: LetEisDRM ., & Eis null initially
3. foreach D,
4: if(TPA,CS, D), € §

add D, to E at position i

i++
5. ReturnE

initially i is 0

G+1,n)?

Function 3: get CSPElement(n)

This function returns vector of CSP’s supported by TPA
1: Leti=size(DRM , . initially it is O

Let EisDRM (l,n)& E is null initially

for each CSP

if CSP, e T (CSP), add CSP, to E at position i, i++
return E
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Algorithm 1: createDRM(TPA , CSP,, D, )

for each N perform step 2to Step 6

for each J perform step3 to stepd

E,, < getDElement(N,J)

add E; to (J+1, N) position of DRM, can be represented as DRM
ECSP, < getCSPElement (N)

add ECSP, to (1,N) position of DRM, can be represented as DRM
return DRM

(3+1, N)

L n

Algorithm 2: updateDRM (DRM, TPA, CSP, D)

Let input DRM is an existing DRM

Let input TPA € TPA  or TPA is new TPA
Let input CSP € CSP, or CSPis new CSP
Letinput D € D, or D isnew Domain D

1:
2:

Let DRM current sizeisa x b, where DRM hastotal b TPA'sand (a-1) CSP's
if CSPisnew & TPA € TPA |
2.1: add CSP_ to CSP, & to TPA (CSP), let input CSPisCSP_
2.2 ECSP « getCSLElement(TPA)
2.3: replace ECSP at DRM nisindex of current TPA in set of Total TPA's
else
3.1 ifCSPe CSP,& TPA € TPA |

3.1.1: add CSPto TPA(CSP)

3.1.2: ECSP « getCSPElement (TPA)

3.1.3: replace ECSP at DRM @
3.2: if CSPisnew & TPA is new

3.21: at+, bt+

3.22: addCSP_ to CSP,

323 addTPA  toTPA

3.24: createDRM(TPA ,CSP,D)
ifD e D,
4.1: E « getDElement(n,j) , where nis current TPA and j is Current CSP
4.2: replace E at DRM
if D is new
5.1: add D to DK
5.2: E « getDElement(n,j), where nis current TPA and | is Current CSP
5.3. replaceE at DRM
return new DRM

wLn’

3(+1,n)

@(+1,n)
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Algorithm 3: visitElement(N,J,K)

This algorithm is useful to visit two types of elements (DRM element, Deep element)
1. set K=0 to vist DRM element
2: sart from (j+1)™ position in DRM
3: E « getDElement(n,))
4: if sizeOf(E)=0
return null
5. else
return E
6: if K # 0, visiting Deep element
7: get positionof K inE
8: if position (K) in E isnot O
return position(k)
9: else

return null

From Pre Identified set

TPA TPA —

Figure4: TCM eement

3.2. Trained Configure Matrix

TCM stands Trained Configured Matrix. DRM specifies only relation among TPA, CSP and Domains. To
calculate Trust Score, metrics needs to include in testing data and training data. With respect to each
domain, there must be set of pre identified metrics, where metric is a service property, for example
DM[geo]=T means application domain has to support geographical based accessibility of application,
DM(geo)=F means not supporting geographical based accessing. Let TDM(geo)=T means TPA T is
supporting geographical location service for Domain D, if DM=TDM then onetrust score can beincreased.
Overall trust score described as following

o |1 if DM =TDM
TS(Tan Dk) =2 f(ndki)= {0, Otherwise ®)
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TYT, CJ. D,) isoverall trust score, if input is triplet.

To caculate f(n, j, k, i), DRM is extending by including metrics. In this extending process first we
calculate TCM. Total set of f(n, |, k, i) for TCM is defining as 4D-tensor. One element of 4D-tensor is
showing in the figure-4.

Fromthefigure-4 we can say that M isone metric (added or pre identified), whichincluded for Domains
D1, D2....Dx.

D, U f(m)={D, if DM, = null (6)

The above function defines metrics set supported by domainD , D, - means metric mis defined/supported
by domain D..

Tota elementsin TCM is equal to
>y sizeof (DM,,) (7

Where M istotal size of metrics defined/pre identified for finding optimal trust score.

3.3. Detailed Explanation about TCM element
TCM elements are placing as vertical vector as show in the following figure

T
M1 D Element of TCM
C
T
D
M2
C
T
M3 p
C
]
]
1
1
1
1
]
]
1
1
I
]
]
[
T
Mm p
C

Figure5: TCM
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In TCM element structure, relation between metric and domains are predefined, but relation between
TPA and CSP defined by TPA administrator. While creating TCM element, TPA defined metrics can’'t be
considered.

D, can be represented as matrix to navigate easily, where elements of D, matrix isT or F null. Size

of D, matrix is|D| x [M|, ie K x M, where “K” total domains and M total metrics.

M1 M2 | e My
D4 T F | e T
D, Null J GG ek Gl M S RO T M s T
* * * * *
* * * * *
* * * * *
* * * * *
* * * * *®

Dy F F | e null

Figure 6: Dxm M atrix

If cell value is “null” means, that corresponding metric is not applicable for domain, for example if
“null” is at (3, 4) postion in D, matrix, then we can say metric four is not supporting/applicable to

domain three. If cell valueis“T”, that means domain 3 hasto support metric 4 to get positive trust score, if
cell neither value if “F’, that means domain 3 must not support to get positive trust score. But in the matrix
null means, that particular metric is not applicable to that domain.

Creating TCM isintegration of DRM & D, . f(n, j, k, m) definesan individual element relation among
pre identified/defined relations between T, C, D and M.

TCM > f (n, j,k, m)which can be defined as

1 if ka # null
and
DRM ;) = null - jm (8
0, Otherwise

Algorithm-4: createTCM (DRM )

TCM defines optimal relation defined between registered TPA's and predefined .
1. Let M isset of Metrics

2: D isset of Domains

3. for each metric m=1to M execute step 4

4 for each Domain k=1 to K execute step5
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if execute step 6
for each TPA n=1to N execute step 7
for each CSP j=1to Jexecute step 8to step 10
E, <oetD Element (n, j)

if E,.* null execute stepl10
10: f(n, j, k,m) =0 and

add f(n, j, k, m)to TCM
11:  return TCM

3.3. Trained Configure Matrix

To calculate testing TPS trust score, instead of considering all elements of DRM, we are creating CDM
tree, where CDM stands combination of CSP, Domain and Metric. Testing TPA may support more than one
CSP, so that CSP tree may has more than one root node.

3.3.1. Characteristics of CDM
Following are main key characteristics of CDM to reduce size of DRM to use

1) Root node always will be CSP supported by testing TPA

2) CDM tree aways has three levels

3) Child node will be always metric, which is supporting by TPA with respect to CSP and Domain
4) Traversing always starts from Root node to Domain node to Metric node

Fig 7: is an example for CDM tree for TPA which is supporting two CSP's that are C1 and C2.

3.3.2. CDM tree
CDM treeisapart of DRM, by adding metricsat the end of tree, as child nodes. To crate CDM treewe are
extracting Level12 tree from DRM for a given testing TPA, and extracting Level 23 tree from TD, = for

supported domains of TPA, where TD,  isa set of metrics supported by Domain D_in testing TPA.

T, ifTD, = null
and
metric mis supporting by TD,
F, if TD, = null and
metric mis not supporting by TD,
wherel< x<K and 1<m<M

D, > f(T,D,,M,,) =

3.3.3. Creating Level 12 tree

Level12 tree can be created for given testing TPA. Let usconsder Testing TPA is, where |l standsfor Input. Let
ID of TPA is“i". Thento create Level12 tree, we need to use DRM. There may be more than one root node for
Level12 tree, dways Level? tree has CSP as root node & Domain as child node as shown in the fig-7.
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C1 c2

WA/

Level12 Tree —

Figure 7: CDM Tree

Let us consider is a set of root nodes for i TPA, where i TPA is atesting TPA.
(RL12), = Element at DRM(i, j) index position.

In (RL12), CSPid may not be equal to index value of CSP, meansin position 1 of (RL12). there may be
CSP 2, andif CSP 4 isinposition 2, if CSP 3iisin position 3, then diagrammatical representation of (RL12).
is shown bellow figure.

Red color values are representing CSP id’s and black color value is representing index of CSP element
in(RL12), .

(RL12), = 2 4 3
1 2 3

Figure 8: Element of DRM

Each element of (RL12), isaroot node for Level12 tree. Let size of (RL12), isR, so that Level12 tree
has R root nodes, based on each root node, there may be each Level12 trees.

Root node of Level12 defined as bellow
[RN], = Element [1, 1] € (RL12),
Where ‘r’ is the position of element in (RL12) , which denotes ' root node for Level 12 tree.

[RN]. is CSP, which is supported by testing TPA. Value of [RN]. is representing ID of CSP, To find
supporting domains by [RN]. (ie CSP) need to get DRM element at [RN]. + 1, i].

[RN]. isroot node and DRM ([RN]. + 1, i) are child nodes.

Algorithm-5: hcreatel evel 12Tree(TPA))

TPA isatesting TPA

1: get [RL12]i « DRMI[1, i]

2. for each element of [RL12]i execute step 3
3 get [RN]ir « [RL12]i (1, 1)
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4: Add [RN]ir asroot node to [Level 12]
(thisisr" Level12 tree)
5; get DRM ([RN]. + 1, i) — DEV

6: for each DEV element execute step 7

7 get DEV[i,d], d isindex of DEV and
add this as a child node to [Level 12]

8. return[Level 12]

3.3.4. Level23 tree

Function TD, isusing to create Level23treg, inthistree Domains are root nodes, metrics are child nodes.

First we have to get CSP's and domains list supporting by TPA. One domain may be supported by more
than one CSP.

[RL12], <— DRMI1, i] is set of CSP’s supported by TPA and DRM[([RL1],, (1, 1)) + 1, i] is set of
domains supported by CSP [RL12] (1, r)) of TPAI.

Let TD is set domains supported by TPA i. TD can be defined as bellow

r=sizeof DRM L, ]

™> |J DRM[([R12]) (1r)+1i]

i
r=1

Let M is metrics supported by TPA i then relation anong domains TD and Metrics M defines as

DM «TDeM

Algorithm-6: crateL evel23Tree(l, TDM)

Let TD isaset of Domains supporting by TPA,
get [RL12],
for each element of [RL12],
let element of [RL12].is [RN].
at r'" position in [RL12],
5. get Domain vector for [RN].

[RN], < DRM [[RN], +1i]

6: for each [RN]

7 Let D < [RN] (i, d)

8: if D ¢ TDthenadd D to TD

9 Let M is aset of Metrics supporting by TPA

100 TDM <« TD®M Where® isresulting T or F
11: return TDM
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Relation of domains and metrics are not related to CSP, because here TPA trust scoreis calculating, so
that we can consider Relation of Domains and metric with respect to TPA only.

If input includes C1 as CSP then we can consider CSM tree which has C1 asroot node. If input istriplet
then we can navigate like C-D-M, in this case Boolean matrix contains one row and |M| columns. If input

VANIVAN

Y y ..\\._.-a"/
\"-n-"/
Figure 9: Level12 Tree

M1 M3 M2 M4 M4

Figure 10: Level23 Tree

N N
N\ L\ / //\

M1 M2 M2 M4

Figure 11: Union of Level Trees

M1 M2 M3
D1 T F null
M1 M2 M3
D1 T F T p2 T i T
D3 null F T
a: Case 1l b: Case 2

Figure 12: Cases of CMD tree navigation
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includesT & C then navigationin CDM tree will be C-M by omitting D in traversing path. In this case rows
count will be |D| supporting by testing CSP and |M| columns, which are cumulated metrics of al domains
supporting by testing TPA.

4. CALCULATING TRUST SCORE

Calculating trust score is an intersection of TCM and CDM of given testing data. TCM includes pre
identified metrics, where CDM contains testing TPA supported metrics. In this intersection process, we
need to get f(i,c,d,m) where m=1to M, M is size of metric pre identified for optimal performance of TPA
for domain d.

TCMElement* (i,c,d) is a part of TCM for given testing TPA I, CSP c and Domain d. TCM is a
4D-tensor, where TCD is triplet for metric view of TCM. Decomposition of tensor is using to get
Trained Boolean Matrix for testing TPA. Trained Boolean Matrix has to contains domain & metric
relations to current testing TPA, CSP and Domain. TCM has metric as super element, & DRM
portion of current TPA as inner element, TBM (Trained Boolean Matrix) can be defined as
following

TBM (i,c,d)eOe(r,Mr):{TCM (i,c,d, m)wherem=M,

t=1

TBM(i,c,d) contains only current testing Domain & metrics relation.

Algorithm-7: CreateTBM (i,c,d)

Let current testing TPA is TPAI

Let current testing CSP is CSPc

Let current testing domainis Dd

1. get list of metrics supported by Dd,

letitis D, < isset of metrics

N

Let TBM is null
3. for each element of D, perform step 4to 6
4 if (D, eTCM)
Cory < 9et DRM of current D,
S if C,g, # Nnull
6: Add valueof D, (itisTor F)

at TBM (d,m) position

~

return TBM

B3M is useful for caculating Trust Score by comparing TBM with CDM tree
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Algorithm-8: calculationTS(TBM, CDM)

1. LetTS=0
2. for each element of CDM performstep 3to 5
3 CDM (d, m) « current CDM element,
which isat d"row and n™ column.
4: get values of CDM (d, m)
V(VDM(d,m)) « Tor F
5: if V(VDM(d,m)) = TBM,  thendo TS++
6: returnTS

5. EVALUATION OF RESULTS

Proposed scheme evaluated with respect to accuracy while calculating Trust Score of TPA. We have used
notation based inputs for testing this mechanism by developing Java based Web Tool. Thisweb tool created
based on agorithms defined in this proposed system.

5.1. Trust Score Evaluation

There are different cases based on input given to calculate trust score. Cloud data owner may choose only
TPA as an input or may Choose TPA + CSP or may choose TPA + CSP + Domain as input. In every case
final output is trust score. To evaluate trust score we created Trust Meter. Trust Meter is a collection of
Configuration Metrics and its supporting values in Boolean format. It isaB3M model , where B3M stands
for Boolean Metrics Mapping Matrix.

In this model two matrix are mapping with their metric at M(i,j) to their boolean value at B(i,j), where
i isindex of TPA supporting metric and j is trained supporting metric. We have used Algorithm-7 to create
Trained TPA Boolean Matrix. From B3M model we have to find total T values and Total F values to
calculate Trust Meter Reading.

Trust Meter Reading for di = (Total True Metrics Count of Domain di/ total trained metricsof domaindi).
Total Trust Meter of TPA is= Total of (di) for i=1 to n where n domains are supporting by TPA.

Following graph is comparison between the results generated based on given input, but here considered
only five domains.

>

>
B(2,2) for TPA M(2,3) for Trained Metric

Figure 13: Boolean M apping
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35

True Metrics
30 Trained Metrics
25

; /\
ol = \_/
i \/

D1 D2 D3 D4 D5

Graph-1: Comparison Obtained metrics and Trained Metrics for Five domains .

6. CONCLUSION

In new eraof cloud computing, many usersfromsmall to big organization are attacking by cloud environment.
Data accessibility if one of the very important activity in cloud, where data is accessing by third party
teams, to providing authentication to access data cloud data owners are depending on TPA, many of the
works are focusing on functionality of TPA, but not on trustiness of TPA . This proposed work focusing on
calculation of TPA trustiness, where cloud data owners can check trustiness of TPA before committing to
use. To calculate trustiness of TPA, we have created DRM, TCM, CDM, DM and B3M matrix.
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