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ABSTRACT

Android has become a part of every human’slife. In android apps, thereisasolution for anything and everything
that happensin human life. But there is some security i ssues with android software. There are so many malicious
applicationsdevel oped toinfect the smartphones. For detection of these mali cious applications, so many detection
technigues have been found. Ransomwareisatype of malwarethat infectsthe user and demands payment through
MoneyPak or other payment methods. Report saysthat the hackersare increasingly targeting mobileusers and the
number of mobile users affected by ransomware “ skyrocketed” during January-March 2016.The most impacted
country from mobile ransomwareis Germany. Ransomware family Fusob was responsi blefor 56% of total attacks.
In this paper, we discuss about the types of ransomware and detection schemesand toolsfor android ransomware.
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1. INTRODUCTION

Ransomware is a type of Maware that infects the personal files of the user and does not permit to access
until ransom is paid. This is a malicious software, there are various types of ransomware found till 2016.
Basicdly it is of two types:-

» Lock screen ransomware (WinLocker Ransomware)
* Crypto ransomware (File Encryptor Ransomware)

In lock screen ransomware, it does not encrypt the personal files, it just lock the screen and demands
payment. And Crypto ransomware encrypts the personal files/folders. In this type of ransomware, files are
encrypted and after encryption, user is informed that his data is encrypted and will not be decrypted until
ransom is paid. Analysis shows that Malware uses AES+RSA Encryption.

Though RSA uses asymmetric keys; one is public which is accessible by outside party and the
other is private key, only kept by the user. While AES is a symmetric key cryptography, which has only
one key i.e one key uses for both encryption and decryption. AES key is used for file encryption.
Encrypted files are used for storing AES key for decryption. An RSA public key is encrypted with this
AES key either we can say , for decryption there is aneed of a private key. This ransomware is divided
into three sub types:-

* Private key cryptosystem Ransomware (PrCR)
* Public key cryptosystem Ransomware (PUCR)
 Hybrid cryptosystem Ransomware (HCR)
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In PrCR, the view of the ransomware writer and the view of the malware analyst are symmetric. For
making the view asymmetric, the key must be removed from the malware analyst’s view, but it is possible
to recover the key again by reverse engineering or sometimeswith bruteforcing. But thefact that everything
is visible to the analyst, is the magjor disadvantage of using this cryptosystem.

In PUCR, there isa pair of keys known as Public key and Private key or we can say encryption key and
decryption key respectively. Public key is used for encrypting data on the victim machine, while private key
is kept by the malware writer secretly.

So, it would not be possible for the malware analyst to detect this private key and this pair of key is
generated only once, so the data is decrypted only when victim is agreed to pay the ransom in exchange of
the private key.

But this approach also has so many drawbacks ,in this, malware writer cannot free one victim at a
time, he has to hold everyone until all victim users pay their ransom because if he frees one victim,
that victim could reveal the private key, it can be overcomed if PUCR generates multiple key pairs.
Another drawback isthat the symmetric encryption schemes are much faster than asymmetric encryption
schemes.

To overcome above mentioned drawbacks, HCR is developed. In this case, a pair of asymmetric
keys are generated again and the public key is place in malware payload. But for the data encryption
process a random secret key is generated on each victim machine, and the captive data are encrypted
using this key and a fast symmetric cipher. The random generated secret key is encrypted using the
public key and only stored in thisway. In this case the adversary is not required to disclose his private
key. The malware writer demands the ransom and for decryption, the cipher text of the random secret
key is sufficient.

He then decrypts the secret key using the private key and sends it back to the victim. In this method
,with a high probability each victim has a unique key, and so publishing of the decryption key is of no help
to other victimg[5].

There are many file encrypting ransomwares, such as:-
» SimpLocker
» CryptoLocker
» CTB-Locker

* Torrent Locker

Android Defender, the first actual ransomware ,which was found in mid 2013,is a kind of counterfeit
antivirus ,which is appeared to the victims that they are dealing with a legitimate security application
,everything seems like it is done for phone’s security issues but actually it was a fake anti virus and asked
to pay the ransom.

There is a ransomware named Police ransomware which come under the category of Lockscreen
Ransomware.It uses another shuddery tactic, according to which ,they threatened victims by displaying a
message from a Law Enforcement Agency such as FBI, claming that outlawed activities has been traced
on their device. Reveton is the example of this family.

Previoudly we uninstalled the malicious application in safe mode, but then in 2015,Lockerpin was
discovered. If user has MDM solution on their device or the device was previoudy rooted, then thereis a
possihility of resetting the PIN if the user isinfected by this kind of ransomware otherwise, factory reset is
the last option to get rid of this virus.
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2. SURVEY OF DETECTION TOOLSAND SCHEMES

There are many techniques to detect malicious apps, for those people who do not have much knowledge
about Android, there is a detection technique known as automatic analysis which includes two types of
analysis:

o Static analysis
* Dynamic analysis

In static analysis, malicious code and security threats are detected in a non-runtime environment. But
we cannot detect al the threats at compile time, and that is why we need dynamic analysis. In dynamic
analysis threats and malicious code is detected at runtime or we can say when the code is executed we get
the result if code is malicious or not. But some researchers found that we must use both the techniques to
detect thethreat, and therefore automatic analysis concept was proposed, which combinesboth atic analysis
and dynamic analysis for inspecting threats and malicious apps. The key of this concept is the unification of
data states and software execution on the critical path[1]. In this two-phase approach first part is static
analysis and second part is dynamic analysis.

2.1. StaticAnalysis

In static analysis, original file of any app known as APK file undergoes de-compilation and is repackaged
by some unknown third party where some maliciousresources areinjected into it afterwardsthis repackaged
code is decoded again. Feature extraction and feature comparison is done but all these processes are done
in anon- execution time. So we are not able to detect all the security threats.
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Figure 1: Automatic Analysis Overview[1]
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2.2. Dynamic Analysis

The In dynamic analysis we check and control the behavior of the executing application at run time. The
behavior analysis includes 4 behaviors:

* Critical path and data flow

» Malicious domain access

» Madlicious charges

» Bypassing the Android permission

In real-time analysis, an app known as Taint analysis is used to detect malicious content. This app is
used, when only permission system cannot prevent sensitive data flow from being leaked. Taint analysis
detects whether the sengitive information is safe or not and to check if any malicious data has infected the
Secure data. It has two phases:

The first phase includes FlowDroid and Epicc analyss. The FlowDroid Static andlysis is context flow
object, field sensitive and Android app life cycle aware[3]. FlowDroid identifies sourceg(including intents
received),flow of the data within each component, and sinks(including intents sent).And EPICC identifies
characterigtics of intents sent by acomponent[2]. In phase |, each app is analyzed individualy where received
intents are termed as sources and the send intents are termed as sinks. The output of phase 1 includes:

» Flows within each component found by FlowDroid.
* ldentification of the properties of sent intents as found by Epicc.
* Intent filters of each component, extracted from manifest.

Anintent ID is assigned to every source code location that sends an intent. Sent intents with distinct
IDS are considered distinct sinks while intents with the same ID are combined together[2]. Phase-2 analysis
isdone onthe output of phase-1 analysis. Analysisis done on a particular set of apps. It provides knowledge
about data flows from a received intent to a sent intent.

3. EXPERIMENT RESULTSAND ANALYSIS

An experiment was conducted using FlowDroid nightly builds as provided on GitHub[6]. The nightly
builds requires you to download five jar files namely:

» Soot bundle

» soot-infoflow

soot-infoflow-android
SIfj4-api-1.7.5

o dlf4j-simple-1.7.5

o axml-2.0

All these files are to saved in a same directory. After this we had to configure FlowDroid with the
sources and sinks that we want to use. For thiswe used a fairly comprehensive list provided by them.. Two
other required configuration files were downloaded for the Taint Wrappers and for the Callbacks. After
downloading all the files the experiment was run by using the following command on the cmd.

java-Xmx4g-cpsoot-trunk.jar; soot-infofl owjar; soot-infoflow-android.jar ;I f4j-api-1.7.5.jar; s f4j-simpl e-
7.5.jar;axml-2.0.jarsoot.jimple.infoflow.android. TestApps.Test” D:\Callbacks_Buttonl.apk”
D:\Tools\AndroidSDK\sdK\platforms[ 6] .
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Figure 2: (a) Files download to perform FlowDroid experiment (b) List of sources and sinks provided to the file
(c) Dummy method created by the process (d) Final result of the experiment
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Figure 3: Flowchart of the experiment performed

The command involves the names of the executable jar files and the location of the apk file we want to
perform the test on. The command also contains the location of platforms directory inside the Android
SDK which we had download from Google. It was mandatory to use Google's official version, not the one
available on GitHub which weretoo large to be practically usable with FlowDroid. I nthe example command-
line above, we configure the Java VM to use a Maximum heap size of 4 GB. For some large applications,
this might not be enough. In general, the more memory we can allocate, the more precise options we can
use and the bigger applications we can analyze.

The experiment started with loading all the jars, and after binding to all of them, it started the actual
process in which it made various dummy methods and executed themto find flows and sinks. After running
for a few seconds it came up with a result in which it had identified a flow to sink virtual invoke. Along
with the result the method in the end also stated the time and the memory used by the process to be
completed. The results from the above run experiment contains the data leakage reports. The FlowDroid
successfully found a potential data leakage threat.

4. CONCLUSION

In this paper, we presented several detection schemes and tools to detect ransomware. These techniques
include Automatic Analysis. static analysis and dynamic analysis, Taint Analysis. FlowDroid and Epicc
and the tool DidFail which is used for implementing the taint analysis. FlowDroid is used for static taint
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analysis. Epicc performs inter component communication in an android app set. DidFail performsin two
phases.Phase-2 takes the output of phase-1 to get result. We performed an experiment as per the steps
mentioned by FlowDroid Nightly Builds on Github.
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