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POLLY CRACKER PUBLIC KEY CRYPTOSYSTEM
USING GRAPH PARAMETERS

Anogja. l,Vinod. Sand Biju.G. S

Abstract: Cryptography is the art of protect information by transforming it
to unreadable format called Cipher text. The process of converting plain text
to cipher text called encryption, and the process of converting cipher text on
itsoriginal plaintext called decryption. In this paper, we extend ageneralization
of the original Polly Cracker public key cryptosystem using some graph
elements which will be used for data encryption and decryption with higher
Security.
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1. INTRODUCTION

Public-key cryptography was pioneered by Diffieand Helman [1]. Rivest et al. [2]
proposed RSA cryptosystem, ElGamal [3] build cryptosystem using the discrete
logarithm problemand K oblitz Koblitz [4] constructed public-key cryptosystemusing
dliptic curves. There has been a lot of on-going research work to find more secure
and efficient public key cryptosystems based on algebraic structures such as non-
abdian groups, linear groups, semigroups and power series rings (see Anshe et al.
[5], Baumslag et al. [6], Maze et al. [7], Shpilrain and Zapata [8]), and where the
security is based on hard algorithmic problems from combinatorial group theory.

Fellows and Koblitz [9, 10] describe a conceptual public key cryptosystem
called Polly Cracker. In this system, the publickey consists of a finite set of
multivariate polynomials with coefficients in some finite field, and the secret key
consists of a common zero of these polynomials.

Graphs may be used for the design of stream ciphers, block ciphers or public
key ciphers. Graph theory iswiddy used as atool of encryption, dueto its various
properties and its easy representation in computers as a matrix. Yamuna et al. [11]
presented an encryption mechanism using Hamilton path properties, they encrypt
data twice, once using the Hamilton path, and the second using the complete graph
to impose more secure method. Paszkiewicz et al. [12] proposed a method of using
paths between a pair of graph vertices and spanning trees for designing effective
poly alphabetic substitution ciphers. The period of alphabet changeoversisequal to
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the number of paths between a pair of selected vertices on the graph, the number
of spanning trees or is a multiple of these values. Various papers based on graph
theory applications have been studied and we explore the usage of Graph theory in
cryptography has been proposed here.

2. POLLY CRACKER PUBLIC KEY CRYPTOSYSTEM

For a detailed description of Polly Cracker we refer to Fellows and Koblitz [9, 10.
Subsequently, we give only a short description of this systemwhich is sufficient for
describing our attack.

Consider the rings of polynomials F[t,,t,,...,t,] where | is a finite field.
Alice wantsto receive messages me IF from Bob. Alice's secret key is a random
vector yeF" and publickey isaset B={q} of polynomialswhich vanish ony.
To send a message, Bob choose polynomias{ g, } € F[t, t,,...,t,] randomly and
generates an dement p= Z g,q; of theideal J(B) and sends the polynomial
C= p+m toAlice. Themessagemisfoundby evaluating c(y) = p(y)+ m=m.

An edge covering of a graph G=(V,E) is a subset L of E such that each
vertex of G isan end of someedgesinL. A clique of asimple graph G is a subset
Sof Vsuchthat G[S] iscomplete. Spanning subgraph of G is a subgraph H with
V(H) = V(G). A subset Sof Vis called a Vertex independent set of G if no two
vertices of Sare adjacent in G. A subset L of E is called an Edge independent set
of G if no two of which are adjacent.

3. POLLY CRACKER PUBLIC KEY CRYPTOSYSTEM BASED ON
EDGE COVERING OF A GRAPH

Public Key : Graph G and cardinality of edge cover |
Private Key : Edge cover g’ and a vector y

Working Procedure
Let us consider a non-trivial, finite, connected graph G =(V, E) and |E[=m.
Take the edge cover g/ of G such that |E'|=1.

Now consider therings of polynomials F[ X ] = F[Xq ‘e e E] ,where | isa

finitefidld so that thevariableset is { X, 1§ € E}. Herewetakethefield  as I,
and messages as single bits 0 or 1.

Let B be aset of polynomials in the variables {Xe S E} =B(G).
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{Z(xa)—l:qu} if | is odd
»

Let X, = (
& X, ={(1— xq)(l— xej)xe 1g and e, are adjacent}_

XQ)ZQEE} if | is even

Then B=X,UX, ={R (%, )}

1 if eeF

Define f :E —{0,1} by f(e)={o otherwise:

Then y=(f (&), f(e),... () e F™ .

Suppose the commander wants to send a message to a soldier.
Soldier’s public key: Graph G and |.

Soldier’s private key: g’ and .

Encryption

For encrypting the message m, the commander chooses polynomials Q, € IF[ X]
randomly. Then the ciphertext polynomial is obtained as

C= ZE{ Q. +m
The commander sendsthis C to asoldier.

Decryption
After receiving the ciphertext C, Soldier evaluatethis C at his secret key y to obtain

the original message, i.e., C(Y) = (Z P Q+ m)(y) =m,
[llustration

Suppose the commander wants to send the message m to a soldier.

Consider G=(V,E) giveninfigurel.
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Figurel: G

Here E={g,6,,6,,6,,6,,6,,€,,6,,8,6,} and |E|=10.

andy=(1,0,1,0,1,0,1,0,0,0) e F*,

Soldier’s public key: Graph Gand |E'|=4.

Soldier’s privatekey: g’ and Y.

Let Xy =X X, +X, + X, + X +X +%, +%, +X, +%, | since|E] iseven
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(22 ) (12 ) X (27 ) (172, ) %22 ) (1%, )% (3%, ) (2%, ) %, |
B=X,UX,={R(x)}.
Let m=1 be the message. Then the commander randomly choose

Q =X, X +X%,, Q=xx, and Q=1-XX,.
Encryption

C=>RQ-+m

= (o2 (12 )%, (% 42 % )+ (1%, ) (1% )%, 6%, +
(12, ) (23 ) (12, )+
=X T X XX XK TXX — XX X XX X X X —
X Xe, = X, X X TG X X, —XG X X =X X X X XX X Xy + X, =X —
XX TXOX =X X Xy XX X + X XX, =X X, 1
Decryption

C(y)=C(1010,10,10,0,0) =1=m.

4. POLLY CRACKER PUBLIC KEY CRYPTOSYSTEM BASED ON
CLIQUE OF A GRAPH

Public Key : Graph G and cardinality of the clique k
Private Key : Clique \/' and a vector y

Working Procedure
Let us consider a non-trivial, finite, connected graph G=(V,E) and |V|=n.
Teketheclique\/’ of G suchthat [V'| =k . Now consider theringsof polynomials

F[X]:F[)g,i TV eV], where | is a finite field so that the variable set is

{)g,i [V, eV}. Herewetakethefield F as IF, and messagesassinglebits O or 1.
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Let B be aset of polynomials in the variables {)Q,i TV, eV} =B(G).

(S(x)-Lvev) if Kk is odd
(S(x):vev) if Kk is even

:(vi,vj)eE}.

=

and X, ={(1-x,)(1-x, )x,
Then B=XluX2={P|(>&)}

1 if veV
Defire :V {08 by F(¥)=11 Lhervice:

Theny=(f (), f(V,),... f(V,))e FM

Suppose the commander wants to send a message to a soldier.
Soldier’s public key: Graph G and k.

Soldier’s private key: /' and .

Encryption

For encrypting the message m, the commander chooses polynomials Q € F[ X]
randomly. Then the ciphertext polynomial is obtained as

C=>PRQ+m
The commander sends this C to a soldier.

Decryption
After receiving the ciphertext C, Soldier evaluatethis C at his secret key y to obtain

the original message, i.e., C(Y) :(ZR Q +m)(y) =m.

[Mlustration
Suppose the commander wants to send the message m to a soldier.

Consider G=(V,E) asinfigure2.

Here V = {V,,V,,Vy,V,, V5, Ve,V } and [V|=7.
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V'|=3.
Then f(v,)=1f(v;)=1(v,)=1, f(w)="F(v%)="f(v)="(v)=0

and y=(0,1,110,0,0)F’.

v,
& €
Vs e vy

Take the clique V' ={V,,V,,v,} and

Vs

Figure2: G

Soldier’s public key: Graph G and V'|=3.

Soldier’s private key: v’ and Yy .

Let xl:{>gll+)g,2+x,3+>g,4+x\,5+x,6+x,7 —1} since |V'| is odd.
and

Xo = {1, ) (12, )0 (3%, ) (20, )0, (22, ) (22, ) 3, (12, ) (2, ) x,
(12 (32, 0o (3, (3%, o (3%, ) (3%, )%, (1%, ) (1, ) %,

(10 )% ) %0 (1%, ) (1%, )%, (1%, ) (1%, ) x, |

B=X,UX,={R(x,)].
Let m=1 be the message. Then the commander randomly choose
Q1=x’4+x/6+)§/7 and Q2=)i+)€5'

Encryption

C=>PRQ+m
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= (10, (10 )%, (3, %+, ) (3%, (2%, )%, (6 6 ) +1
=X, X XX, XX, XX XX XXX XXX
XX XXy TR XX, XXX, G =X XX, XX,

XXy = XX~ XXX, XXX, +L

Decryption
C(y)=C(01110,0,0) =1=m.

5. POLLY CRACKER PUBLIC KEY CRYPTOSYSTEM BASED
VERTEX INDEPENDENT SET OF A GRAPH

Let us consider a non-trivial, finite, connected graph G =(V,E) and V|=n.

Take the vertex independent set V' of G such that V'|=k.

Now consider the rings of polynomials F[ X]=TF[x,:veV], where F isa
finite field so that the variable set is {x, :veV;. Herewetake F as F, and
messages as single bits 0 or 1.

Let B be aset of polynomials in the variables {X, :veV} = B(G).

{2 (x)-1vev) it k is odd
LaBl_{{Z(xv):VEV} if k is even

and B, ={xx,:(u,v)eE}.
Then B=B UB,={f}.

1 if veV’

Define Y, :V —{0,1} by Y :{O othervise”

Then ¥=(Y: Yo, Y, ) € F™M.
Suppose Bab wants to send a message to Alice.
Alicés public key: Graph G and k.

Alices privatekey: V' and .
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Encryption

For encrypting the message m, Bob choose polynomials g, € F[ X] randomly. Then
the ciphertext polynomial is obtained as

c=) fg+m
Bob sends this c to Alice.

Decryption
After receiving the ciphertext c, Alice evaluate this ¢ at her secret key y to obtain

the original message, i.e., c(Yy) = (Z f.g, +m)(y) =m.

[lustration
Suppose Bob wants to send the message m to Alice.

Consider G=(V,E) giveninfigure 1.

Here V = {V,,V,, V4, V,, Vs, Ve, Vy } and V|=7.

Take the vertex independent set V' ={v;,v,,V;} and |V'|=3.

Then Y, =¥, =¥, =1, %, =¥, =¥, =%, =0 and y=(10,010,L0)< F".
Alice's public key: Graph G and [V'|=3.

Alices private key: V' and y.
Let Blz{>g,1+)g,2+x\,3+xv4+)g,5+>g,6+x,7 —1} since V| is odd.
and B, ={X, X, 1 X, Xy X, X, K, Ko X Xy 0K X X, %X, X, % XK X, X |
B=BUB,={f}.
Let m=1 bethemessage. Then Bob randomly choose 0, =X, X, 9, = X\‘Z and
Gy =X, +X, .
Encryption
c=) fg+m
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=X, X, XX, + XX, (X, X, X+ X, X X X, ~D)(%, X, )+l
=X, 00K, XXX, + XX+ XX, XX, XXX, XX+ XX, =X,
XX, # XX, + XX, + XX, XX, XX, X =X, +
Decryption
c(y)=¢c(10,0,1,0,1,0) =1=m.

6. POLLY CRACKER PUBLIC KEY CRYPTOSYSTEM BASED ON

EDGE INDEPENDENT SET OF A GRAPH

Let us consider a non-trivial, finite, connected graph G = (V, E) and |E|=m.

Take the edge independent set £’ of G such that |E'|=1.

Now consider the rings of polynomials F[ X]=TF[x,:e€ E], where f isa
finite field so that the variable set is {X, :e< E} . Herewetake thefield | as F,
and messages as single bits 0 or 1.

Let B be aset of polynomials in the variables {x, :e€ E} = B(G).
-l:ecE} if | is odd
RS j
{3(x):ecE} if 1 is even
and B, = {x,x, :¢ and e, are adjacent}.
Then B=B UB,={f}.

1 if eeF

Define y,: E—{0,1} by ye={0 othervise”

Then y:(yel,yez,...,yqn)elﬁ‘”h‘E‘_

Suppose Bab wants to send a message to Alice.
Alices public key: Graph G and |.

Alicés privatekey: g’ and .
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Encryption

For encrypting the message m, Bob choose polynomials g, € F[ X] randomly. Then
the ciphertext polynomial is obtained as

c=) fg+m
Bob sends this c to Alice.

Decryption
After receiving the ciphertext c, Alice evaluate this ¢ at her secret key y to obtain

the original message, i.e., c(Yy) = (Z f.g, +m)(y) =m.

[lustration
Suppose Bob wants to send the message m to Alice.

Consider G=(V,E) giveninfigure 1.

Here E={6,€,,6,,6,,6,6,,6,.,6,8,8,} and [E|=10.

Take the edge independent set E'={g,,e,,6,} and |E'|=3.

Then Yo =Vo =Ya =1, Yo =V = Ve = Yo = Yo = Yo = Yo, =0
and y=(1,010,10,0,0,0,0) e F*".

Alice's public key: Graph G and |E|=3.

Alices private key: E' and y.

Let By ={X, %, +%, + %, 4%, +X, +% +%X, +%, +%, ~1f since |E is
odd.

and By = {5, 5 X6, X X 6, X, K036, X 56 X X X0 X X %0 X,

X Ko X X %o, X X6 X X X X X X X X X% X % %, |
B=BuUB,={f}.
Let m=1 bethemessage. Then Bob randomly choose @, = xszx:g O, =Xy — Xy
and g, =1-X%, .
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Encryption
c=) fg+m

= (X X, X X X X X X X X, 1)
X% (X =% )+ X% (1-%, )+1

= X260 GG HXK HXCX, XX XK XX, XX,
XXX, + X Xe X, T XX XK Ky TH K X Xy T X X Xy, L

Decryption
C(y) =C(ZLO,ZLO,ZL0,0,0,0,0) =1l=m.

7. POLLY CRACKER PUBLIC KEY CRYPTOSYSTEM BASED ON
SPANNING SUBGRAPH OF A GRAPH

Let us consider a non-trivial, finite, connected graph G=(V,E) and V|=n.
Takethe spanning subgraph H =(V, E,) of Gand U ={v: Vv isanend vertices of
ecE} suchthat [U|=Kk.

Now consider the rings of polynomials F[ X]=TF[x,:veV], where F isa
finite field so that the variable set is {X, : VeV }. Herewetakethefield f as F,
and messages as single bits 0 or 1.

Let B be aset of polynomials in the variables {X, :veV} = B(G).

{2 (x)-1vev) it k is odd
Laaﬂkanwddifkisam
and B, ={(1-x,)(1-x,)%:(u.v) < E}.

Then B=BLUBzz{fi}-

1 if veU

Define Y, :V —{0,1} by Y :{O othervise”

Then V=Y, Yo, Y, ) € F™M.
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Suppose Bab wants to send a message to Alice.
Alicéspublic key: Graph G and k.

Alicés privatekey: H and .
Encryption

For encrypting the message m, Bob choose polynomials g, € F[ X] randomly. Then
the ciphertext polynomial is obtained as

c=) fg+m
Bob sends this c to Alice.

Decryption

After receiving the ciphertext c, Alice evaluate this c at her secret key y to obtain
the original message, i.e., c(Y) = (Z fo + m)(y) =m.

[lustration
Suppose Bob wants to send the message m to Alice.

Consider G=(V,E) asinfigure 1.
Here V = {V,,V,, V5, V,, Vs, Ve,V } and V|=7.

Consider the spanning subgraph H = (V, El) of the graph G given in figure 3.

L] vf

Figure3: H
U={V,V,,V,,V,,V,V,} and [U|=6.

Then ¥, =Y, =Y =Y, =Y, =% =1, ¥ =0and y=(11110,11)eF".
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Alice's public key: Graph G and [U|=6.

Alices privatekey: H and y.

Let Blz{>g,1+x\,2+x,3+xv4+)g,5+x,6+x,7} since |U| is even.
a n d

B, = {(1-%, ) (1%, ) %, (1%, ) (1%, )%, (1%, ) (1%, )%, (1-%, ) (2%, ),

(L2 (32, )2 (2 ) (1, )0 (1%, ) (3%, ) %, (1%, ) (1%, ),

(1%, ) (2%, )%, (1=, ) (2%, )%, |

B=BUB,={f].

Let m=1 be the message. Then Bob randomly choose g, =X, +X, and
g, = X,X,X, -

Encryption

c=) fg+m

= (1 (L%, ) %, (%, + 2, ) +(1%, ) (1%, ) %, %, %, %, +1

=X, %, TXXG XXX, XX, XX, TXX, =X XX,

=KXy XXX, 7KK X, XXX X+ XXX X+ L

Decryption

c(y)=c(1111011) —1-m.

8. CONCLUSION

The cryptosystsem presented for data security system furnishes very promising
results. We have generalized an existing cryptosystem using certain graph elements
which will be used for data encryption and decryption with higher security.
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