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CLOUD COMPUTING SECURITY AND
PRIVACY ISSUES- A SYSTEMATIC REVIEW

Harshpreet Singh”', Promila Manhas™, Deep Maan* and Nisha Sethi"*

Abstract: Cloud Computing has emerged as a computation technique in the computing paradigm. Progressing
widely, it is appearing as a prominent computing miniature to increase the computing capacities without lending
in new framework, practice or licensing for modern software. With the capability of seamlessly developing and
delivering service over the internet and the probable benefits attained from the cloud computing, many institutions
still hesitate to expand their business over the cloud. Various issues related to security and privacy need to be ad-
dressed before adopting cloud. This paper introduces a comprehensive reasoning of the cloud’s security problems
and explores the possible security and data privacy problems from the perspective of the cloud architecture, its
delivery and deployment models.
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1. INTRODUCTION

Cloud computing brings new generation of an internet-based computing which is highly scalable, distrib-
uted and offers computing resources in form of a service. From initial notion frame to modern substantial
formation, cloud computing is flourishing more and more sophisticatedly. Cloud computing has recently
immerged as ‘“Next-Best-Thing” in Information and Communications Technology. Cloud Computing
comes out as a utility paradigm which is attaining momentum in industry and academia. It has rooted the
traditional computing technology by adding contemporary beliefs and is acknowledged as next mutative
step of distributive computing [1]. It commits the convincing cost reductions with modern business infra-
structure to its users as well as to its providers|[2].

With respect to the interpretation of cloud computing, the universally accepted definition of cloud
computing is introduced by National Institute of Standards and Technology (NIST) as *“ Cloud computing
is a model for enabling convenient, on demand network access to a shared pool of configureurable com-
puting resources that can be rapidly provisioned and released with minimal management effort or service
provider’s interaction”[3].

The cloud computing model introduced by NIST has five essential characteristics which include On-
demand self-service, Broad network access, resource pooling, rapid elasticity and measured service with
three service models named as Software, Platform and Infrastructure, and four deployment models known
as Private, Public, Community and Hybrid. The service models are also known as SPI model. From these
three SPI models, 1aaS is, affably, the most entrenched standard, providing an ample diversity of products
and advanced capabilities like self-regulating scalability, pay-per-use and on demand provisioning[4][5].

Today many organizations are shifting their businesses over cloud to achieve quick entry in outstand-
ing business applications and to expand their framework at trivial cost[6]. A cloud offers several benefits
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which include rapid stationing, metered services, scalability, accelerated provisioning, adaptability, perva-
sive network access, prominent elasticity, low-cost catastrophic restoration, data storage solutions, fast re-
construction of services etc[7]. Multi-tenancy and Flexibility are two key components of the cloud model.
Multi-tenancy empowers the sharing of same service instances among various tenants whereas elasticity
is the capability of cloud for mounting up and down resources as current service demands.

All these benefits attract new users from industries and academy to leverage the use of cloud. The
cloud while providing such services also offers many challenges in adapting to these services. Most of the
challenges are discussed under the problem heading of cloud provider selection[8][9]. Many researchers
have focused their research in this context which takes into consideration security consideration on vari-
ous levels such as data storage, data transmission, application, user authentication, third party software,
etc.

This paper provides an insight to various levels of security to be considered by the researcher and the
user for accepting the service benefits offered by the cloud.

2. BARRIERS TO CLOUD COMPUTING

According to the survey of Forbes, CISCO predicts the global cloud index showing the global data center
traffic in Exabyte for 2011 to 2020. Figure.1 shows the global cloud data center IP traffic by Type and by
Segment of a data center (Source: Cisco Global Cloud Index, 2014-2019).
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Figure. 1: Cloud Data Center IP Traffic, 2011-2020

The impact of cloud computing is going to dominate the internet traffic in the near future. This is
waving a shift in the nature of traffic towards cloud applications, service and infrastructure. With its three
service types each providing a varied type of control to the user. Cloud services provided globally account
for huge collection of data, wherein 27.8 percent of users have uploaded sensitive data. Data breaches are
estimated to rise and cost companies approximately $2.1 trillion by 2019[10].

Despite being a jargon, several convincing factors are allied with cloud computing, as a result of which
74% (IDC survey, 2010) of entrepreneurs are still not sure about shifting to the cloud, alleged security as
the top challenge prohibiting their acceptance to cloud service model [11].

For few technical weaknesses in the architecture of cloud computing, it is sensitive to several privacy
and security risks as the management of data and services associated with the application and databases
migration from cloud to large data centers is not trustworthy [12][13]. It poses many security challenges
along each level of service provided by cloud as depicted in Figure.2.
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Figure. 2: Complexity of security in cloud architecture

These challenges are included but do not restrict any accountability to the accessibility, virtualization
and web applications such as SQL injection and XSS, physical access controversies, privacy and control
problems originating from third parties related to identity and credential management, concerns of data
authentication, interposing, integrity, secrecy, data leakage and IP kidding [14][13][15][16][17].

There are some matters that limit the boundaries of this transformational computing as:

(a) Security and Privacy Risks: The success of any computing language can be determined from the
level of security it provides to ensures how much secure it is [18][19][20]. Almost all the service pro-
viders assert that information sides in their servers is more secure and abundantly guarded from any
kind of invasions and thefts than the data stored on innumerable personal computers or Laptops. But
there have been many cases observed when the security provided by these providers is invaded and
the complete system has been interrupted for several hours. Moreover, several security rifts found that
bring crucial breaches in the security model of leading cloud service providers.

Privacy is the capability of an object to control the information that it acknowledges about itself to the
service provider[21]. It has also the ability to regulate the approach to its information means that who
has the privilege to use that information. Authors in [22] altercate the various guidelines concerned
with the collection, sustenance and revelation of personal details of an object. Information requiring
privacy needs the specific treatment as discussed in [23][24].

In case of deployment models, multiple security issues have been observed that also need to be in-
scribed in contrast of a public cloud to private cloud. A public cloud performs as a moderator for a
myriad of virtual machines, VM auditors and supportive middleware [25]. The protection of a public
cloud depends on the behaviour of all the entities and relationships between them. A public cloud
provides distributive multi-tenant environment in which a group of users share a common software
instance with specific privileges. As the users accumulate, security threats are assimilating more inten-
sive and assorted. Thus it is essential to recognize the areas which are decumbent to security attacks
and the necessary devices to ensure the protection of client-side as well as the server-side [19]. The
existence of diverse security concerns in public cloud, idea of affirming a private cloud is safer with
an option to choose the public cloud in future only if required[26].

Evolution of cloud computing be obligated to mash-up. A mash-up is a code, integrates data or func-
tions from different web sources to create a new service. It uses the data or functions of multiple web
sources in relation to a specific application by which security challenges become more multifarious
and acute. On the basis of this conviction of mash-up, a secure component model has been proposed
in[27][28].
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(b) Risks to the Performance, Reliability and Latency: It is discovered that virtual machines are shar-
ing processing units and main memory more efficiently as compare to network and disk I/0O. One
way to improve the performance of an I/O is to refine the architecture and operating system so that it
may virtualizes the interrupts and I/O channels more effectively and efficiently. Another possibility to
improve its performance is the usage of flash memory that conserves the information even when the
system is powered off. It has no moving part, thus it accelerates the accessing speed and sustains more
I/O operations than a disk[29].

Latency [30][31] is also a sensitive affair in cloud computing which deals with the flow of data through-
out the different clouds. Some latency influencing determinants are:

e Data encryption and decryption when it switches over unsecured networks
e Congestion
e Windowing

Congestion leads to blockage when the amount of data flows through network channel are high and
there are numerous requests that need concurrent access[32]. The conduct of system is a key element
that should be taken into consideration, but, several times service providers face shortage either by
permitting many VMs to access or getting its maximum throughput threshold, which hurts the perfor-
mance of the system and increases the latency of the system[33][34].

(c) Portability and Interoperability Risks: Several scenarios have been noticed when organizations
need to move their data and applications from existing cloud platform to some other cloud platform
which is better than the existing one. When a customer is trying to migrate from one cloud platform
to other cloud platform, faces many challenges which implicates multiple risks and disintegrate the
system if it is not executed properly [35].

Sometimes, multiple cloud platforms are needed for a specific application for which platforms has
to communicate with each other for the successful completion of a task. For smooth running of such
tasks, the internal structure of the organization should be capable to manage the interoperability be-
tween multi-cloud platforms[36]. Cloud security model proposed in[35] act as a guideline for design-
ing cloud security tools. The multi-folded feature provided by cloud is still an issue that is needed to
be solved for a better functioning.

(d) Risk of Data Breaching: During the last few years, many security issues in data transitioning have
been observed. Data transitioning includes multiple data centers and cloud deployment models. Leav-
ing from one data enter to other data center is major security issue as it has been infringed several
times[37].

Data transitioning through Fiber-Optic cables was advised a secure mode to transfer data until an il-
legal fiber wiretap device was detected by US security forces in Telco Verizon’s optical network im-
planted at a Mutual Fund company[38]. It can tap the information without creating any disturbance.

(e) Risks with Data Storage: On-line data storage is becoming quite fashionable as it permits organizations to keep
extensive blocks of data without mounting up the needed architecture.

In spite of many benefits of on-line data storage, still, there is a threat of data leakage. Some problems
are noticed very frequently in dynamic data storage that remains continuous in the cloud. Depending
on the level and category of storage provided, multiple risks are attached to them have been described
in [18][12].

In addition to these barriers, many Mobile Cloud Computing (MCC) barriers has also been observed.
From a Mobile cloud computing perspective, many additional challenges need to be inscribed to em-
power MCC to reach its utmost latent:
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® Accessible through Network: Cloud computing is a Network-based computing technology. Hence,
without having an internet connection, it is impossible to use mobile cloud applications.

e Latency: In contrast of dedicated wired local area network data transformation in remote networks
in not as much rational. It is responsible for introducing lengthy intervals in data transformation
at times.

o (Confidentiality: Confidential data resides on a mobile device can become public if it uses cloud
based mobile device. If the device is stolen or lost, due to hacked cloud, may provide access to
highly confidential information of the user.

® Problem with Identity Management: Cloud providers use the concept of virtualization in which
demand of user authentication and control beyond the cloud is high but the current schemes are not
capable to manage the scenario of multi-clouds.

To avoid these barriers, quality scanners and malware protection software are to be initiated.

3. SECURITY RISKS IN CLOUD COMPUTING

All The main objective of cloud computing is to provide a secure environment around multi-tenancy and
isolation[ 13]. It is necessary to secure the cloud model at all the levels i.e. at Network, Host and Applica-
tion Level to retain the cloud up. In conformation to these levels, various security rifts may occur.

Basically, cloud computing employ three kinds of service delivery models to deliver distinct services
to its users. The service models compass a diverse level of security requirement in the cloud model. SaaS
is a software delivery model where different applications are remotely entertained and delivered to the
customers on their demand. SaaS is rapidly become an assertive delivery model for fulfilling the IT re-
quirements of enterprises. Web applications and SaaS are closely paired to provide assistance to the cloud
users, thus most of the security risks to web applications are stiffed by SaaS model.

Few top-most security risks experienced by web applications are as:

e SQL Injection: SQL Injection is a type of attack, where intruder inject a vicious code into standard
SQL code to obtain access to data and sensitive information stored in databases. The prevention treat-
ment to SQL injection attacks is to avoid the usage of dynamically generated SQL in the code[39]
[40].

e XSS attacks: It is also a type cross-site Scripting attack in which the attacker inserts the malicious
script into the web content of a dynamic web-site. There are two methods to inject the malicious
script. First one is known as Stored XSS in which intruder permanently store the malicious code into
the properties of web application. The attack is introduced when victim demands dynamic page[41].
Secondly, Reflected XSS, the malicious coed is temporarily stored. It is immediately emulated to the
user[41]. Many technologies have been proposed to prevent XSS attacks[42].

o Man in the Middle (MITM) attacks: Man in the Middle attacks are quite popular to SaaS model in
which attacker try to interrupt an ongoing conversation between two users and insert false information

to gain the knowledge of data transferred between them. MITM attack prevention schemes have been
discussed in[43].

Hence, server security, Database security etc. is necessary considered to assure decent employment
of cloud computing[12][16].

(a) Security at Network Level: Network systems are categorized in various categories as Shared and
Non-Shared Networks, Public and Private Networks, restricted area and large area networks. Each one
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of these networks has been victimized by a number of attacks. To assure the security at network level,
one should consider some factors like confidentiality and integrity of data in network, proper data and
network access controls and security maintenance mechanisms across third party threats.

Threats associated with network level security are as:

Domain Name System(DNS) attacks—DNS is a key building block of internet which allows users
to access websites and exchange emails. Domain Name System is a network (Internet) service that
renders a domain name into IP address. Domain names are easier to remember. DNS attack is a
type of attack in which the user has been routed to some nefarious cloud instead of the server called
by user. Undoubtedly Domain Name System Security Extension minimizes the domain risks, but
still many cases have been observed when these measures prove to be inadequate [44].

Sniffer attacks— Sniffer attacks are placed by attackers to hack sensitive network information.
A sniffer is a piece of code that grabs the packets flowing in a network. Sniffers are the real net-
work troubleshooting tools. If the network packets are not encrypted, intruder can read their data
through sniffer [45].

Reusability of IP Addresses — Every node on the network has assigned an IP address and when
a particular user moves out of network then same IP address is reassigned to a new user. It takes
some time to changes IP address in DNS. During this lag time, there is a probability that the data
may be accessed by some hacker as the address still lies in the DNS cache that can violates the
privacy of the previous user[46].

Border Gateway Protocol (BGP) Prefix Hijacking - It is a type of attack in which a wrong decla-
ration to an [P address of Autonomous System (AS) is made which allows hijackers to trace the
untraceable IP addresses and obtain control over them. ASs communicates via the BGP model.
Sometimes a faulty AS may announce wrongly about the IP address affiliated to it, which routed
the traffic to some other IP than the destined one. As a result, data is leaked and reaches to some
unwanted source. Security system for AS is proposed in [47].

(b) Security at Application Level: Security at application level is concerned with the customization of
software and hardware means to assure the security of all applications in such a manner that intruders
cannot capture the control over them. Attacks at application level are launched by attackers as they
appear to the system as a trusted user to obtain access and the system gets victimized. Thus, it is neces-
sary to implement security checks to minimize the risks at this level. The threats to application level
security are:

Denial of Service Attacks: DoS makes the services assigned to authorized users unavailable. It
causes the congestion by overloading the server by numerous requests that increases bandwidth
consumption and make some portions of the cloud unapproachable to its users. Intrusion Detection
System (IDS) is proposed to guard against DoS [42][48].

Cookie Poisoning: It involves the modification of the elements of a cookie to provide unauthor-
ized access to an application. Cookie basically includes the personal information of user. Once the
cookie is available, its contents can be forged. This situation can be escaped either by carrying out
the regular cookie clean-up or encoding the data of cookie [39].

Invisible Field Manipulation: While using a web page, we find that certain fields are invisible as
they have some information relating to page only for the use of its developers. These fields are
extremely prostrate to attacks as they are modifiable. This is a severe security breach[42].
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® Backdoor and Debug Options: The reason behind enabling the debug option is only to make devel-
opmental changes in the code. Sometimes, the debug options are unknowingly left enabled which
may allow an attacker to make changes in code [49].

e Distributed Denial of Service Attack: DDoS targets the substantial services active on server. It
overloads the server with numerous of packets so that it fails to handle them and obtain the control
of information flowing at certain times[42]. Prevention treatment suggested against DDoS is to
install IDS on all the machines[49].

® (CAPTCHA Breaking: Completely Automated Public Turing Test to Tell Computers and Humans
Apart (CAPTCHA) was introduced to control spam and exploitation of the attached network com-
ponents by bots. Recently, it has been observed that the spammers discovered a way to crack
CAPTCHA, favoured by the service providers of Hotmail and Gmail as they introduce the audio
systems to read CAPTCHA characters for the visually busted people[50].

® Risk of Google Hacking: Google has appeared as the best option for searching the information
regarding anything on internet. Google hacking is a hacking technique in which intruder uses
Google search engine to locate sensitive information from user’s account. A Google hacking case
was observed in 2010 in China when log on information of millions of Gmail users were abducted
by a group of Chinese hackers [51].

(c) Host Level Security: From the perspective of security, the information regarding the host platforms,
operating systems and process are publically not shared[52]. The host level security problems are re-
lated with hypervisor and virtual servers as:

e Hypervisor Security: Virtualization is one of the most important elements that plays an important
role in the formation of cloud computing. Leading virtualization vendors are VMware, Xen and
Microsoft. Virtual Machines and the hypervisor are two levels of virtualization. Virtual machine
refers to a software computer that runs on operating system and applications like a physical com-
puter. A hypervisor is a virtualization approach that permits different operating systems to run si-
multaneously on a host computer. A hypervisor becomes available at the boot time of the machine
and act as a controlling agent of all the resources across the host machine, so they do not intersect
each other. With increase of VMs, the security issues associated with them needs to be considered
because it becomes difficult to maintain all systems[53][54].
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Figure. 3. Hypervisor Based Virtualization
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Undoubtedly, there are many security zones but all exists within the same physical infrastructure. In
case hypervisor crashes or the attacker obtains full control over hypervisor, all the systems and virtual
machines gets affected

[elele] vMN

Figure. 4: Attack scenario within hypervisor

There is a need of more secure application interfaces (APIs) and careful network planning to minimize
the hypervisor risks. By understanding the type, behaviour and association between the components of
hypervisor architecture, cloud systems can be developed [57].

e Virtual Server Security: When a user is running his sensitive data on virtualized platforms, a lot
of changes occurred like location, physical server, thus sensitive assets need to be secured all the
time. laaS users have full access to the guest virtual machine which is hosted and isolated by hy-
pervisor technology. Virtual servers are approachable on the internet, thus the process of protecting
the virtual server in cloud environment demands very strong security operations[58][59].

Some suggestions for virtual server security are given as:

1. Guard the integrity of images from unauthorized users.
2. Avoid password based access.
o Allow Role based access password.
e Keep the decoding key away from the cloud.
e Facilitates system auditing and event logging.
(d) Cloud Data Storage and Security: It is a revolutionary storage method that service providers use to
bring Storage as a Service[60]. From music files to pictures to sensitive data, they take the backup of
the user’s data and store them on the large data centers. It allows the users to access synchronize and

access his data across multiple devices as long as internet is available[61]. The flow of data between
the user, server and its storage in cloud is shown as Figure. 5.

\\71
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Figure. 5. Data flow been user and cloud server

Although, providers commit that their cloud is highly secure but many cases has been identified when
their clouds have been modified and data leaked or lost due to security cracks or human error. No doubt,
service providers are trying various technologies to ensure security of their cloud against any kind of
security breach. Whether to store the data in cloud is secure or not is still a question for organizations.
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The traditional environment of virtualized cloud storage is not suitable for controlling the security is-
sues. The service providers’ use various encryption and homo-morphic token techniques to secure the
data resides in their cloud [62]. Domain based trust model is useful to handle interoperability in cross
clouds where each domain has a specific agent dedicated for the purpose of trust management[63].

Neglected Data-Remanence is other major issue relates with the data storage security. Data-Rema-
nence is the lingering representation of data which allow data reconstruction when data is removed,
may cause minimal threat in private cloud computing offerings and severe security threats in case of

public cloud offerings [64].

3. EXISTING SECURITY SCHEMES

Different techniques are adopted by the providers to secure cloud against various security threats.

TABLE 1

Existing security Schemes for Cloud

S. No. Scheme Suggested Approach Strengths Limitations
l. Secure Data Stor-  Introduces homomorphism token Providing dynamic data Issues related location
age [62] with distributed verification of era-  operations without any data  of the fine-grained
sure-coded data against unauthor- loss and Efficient against data errors are not ad-
ized data modification, Byzantine byzantine failures dressed
failures and also locate machine
being attacked.

2. User Identity[65]  Suggest use of active bundle Trusted Third Party(TTP) Personal identifica-
scheme where sensitive data is verification is not needed tion information is
encrypted and upon arriving at the decrypted before SP
destination, bundle enables itself. use it which may be

prone to attacks

3. Trust Model for Introduces domain based approach ~ Solve security problems ina  Only help to achieve

interoperability in ~ which separates providers and multilayered cloud environ-  identity and behav-
cross cloud users and proposes different trust ment ioural authentication
methods for both. not the integrity

4. Reputation- based  Uses pyramid of DHT based on comprehensive use of virtu-  reproductions are

trust manage- overlay networks. alization for securing clouds required to verify the
ment[66] performance

5. Virtualization Introduces Advanced Cloud Pro- Prone to different types of System performance

[67] tection System (ACSP) to secure security attacks marginally degraded
guest VMs, uses shared computing
middleware and logging technique
to audit the behaviour of cloud
components and check the execut-
able file system periodically.

6. Secure Virtual- Suggest providers to hide the Identifies the attacking party If attacker gets the

ized network internal details of their services to address of any other

lessen the chances of data leakage. VM, may harm VMs
in between

7. Pretty Border Suggest architecture to trace the Prevent the routing to the Do not verify the path

Gateway Protocol cases where AS may announce wrong AS actually followed by
(PBGP)[68] wrongly about itself. traffic
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To provide more secured environment to cloud customer, cloud service provider are continuously
trying to implement each possible security measure in its offerings and its design [69].

4. CONCLUSION

Cloud computing has merged as today’s most exciting technologies that is revolutionizing the comput-
ing world. Varied benefits have largely focused the industry in adopting this new computing paradigm.
Researchers are focused on resolving the challenges in adoption of cloud as new technical prime. With
reference to its service delivery models and deployment models, the paper’s main focus is on the security
and privacy problems that must be tackled and controlled for smooth functioning of this new computing
paradigm. Problems related with confidentiality and integrity of data residing on cloud need to be exam-
ined before importing the cloud services. Moreover, investigation of the cloud needs to be done at regular
intervals as safeguard to ensure that cloud is working properly and provides a protected environment
against attacks. There is a need to analyze each and every element in cloud from the minimum level the
hardware as well as at maximum level services offered by the cloud. A unified solution can be provided
to customers; otherwise cloud environment will remain uncertain for its user.
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