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ABSTRACT

To hide the locations of the hackers, spoofed source IP address is used. Development of IP traces back mechanisms
are used to identify the true spot of the spoofers. Exact spoofers location was not identified till now, because no
common IP Trace back mechanism was adopted. To overcome the difficulties of the earlier techniques, we implement
Passive IP Traceback (PIT) mechanism.PIT detects path backscatter messages (ICMP messages) generated by
intermediate devices in the network and traceback the spoofers using topology. We apply Pit on path backscatter
data set to identify the locations of the spoofers. Also by employing the TTL field in IP packets, the geographical
location details of routing device near to IP spoofers are found.
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1. INTRODUCTION

IP SPOOFING is a major security problem that was mainly observed in Internets for long time. SYN
flooding, SMURF, DNS amplification and much more attacks rely on IP spoofing. Spoofing was not
considered as a major problem when DoS attacks were launched from botnets, but spoofing is still observed
in some. Spoofing activities are often observed relying on the identification of backscatter communication
from UCSD Network Telescopes [1-4]. Filters are placed nearer to the attackers who are located in the
minor areas, before attacking traffic gets activated. The origins of spoofing traffic are identified that builds
a reputed system for ASes, which provides the corresponding ISPs to verify IP source address.

2. RELATED WORK

S. Savage et al [1] proposed a technique that traces unidentified packet flooding attacks through the Internet,
which is moved towards to their source. The increased frequency of DoS attacks is difficult to tracing the
packet with spoofed or incorrect source addresses, which is encouraged to process to the proposed work. In
our approach, a sufferer can be identifying the network path(s) shifted through attack traffic that does not
require interactive operational carry from ISPs. Furthermore, after the completion of attack, “post-mortem”
is performed in this traceback technique. M. T. Goodrich et al [2] said IP traceback is obtained from the
probabilistic packet marking concept. To come up to say the mechanism such as link and randomization
that use the larger number of checksum codes to “link” message fragments was implemented. Data integrity
verifiers can be used in checksum mechanism. It would be difficult for the attackers to generate messages,
which is colliding with the legitimate messages, because the addresses of achievable router messages
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across a range are largely distributed. Our process does not include individual routers sign in for any of the
setup messages. H. C. Le et al [3] discuss that DoS/DDoS attacks are one of the most important module of
security attacks through the Internet. To trace back the real attack sources, intrinsic support from the
infrastructure and current Internet protocols are not provided. IP marking, IP logging, and IETF Traceback
(ITrace) are some of the traceback methods proposed. This paper proposes an enhanced ICMP Traceback
with collective Path. ICMP Traceback message keeping the whole attacks, which is encoded the path
information of attacks to consider for enhancement. To evaluate the increase in performance, Analytical
and simulation studies are performed. Y. Xiang et al [4] discuses about FDPM, main goal of that mechanism
is discover the real source of attacking packet through the network. An FDPM mechanism is ability to trace
the source packet that is better capability of tracing system compare than other techniques. This is easily
adopted in different environment. That mechanism is not only tracing the packet in network, which also
give better filtering mechanism for attacking traffic packet.

3. SYSTEM ANALYSIS

In existing system, to hide the real locations of the attackers, they use duplicated source IP address. We can
identify the spoofers by Proposing IP traceback mechanisms [5-7]. IP traceback mechanism is secret and
classified into five categories in existing system, such as ICMP traceback, packet marking, link testing,
overlay, link testing, hybrid tracing and logging of the router,

1) Packet marking method keeps the router concepts, which change the packet header. That packet has
information about router that will make decision to carry the packet.

2) When a router makes a record operation on the forwarded packets, attacking path will be reconstructed
from the router.

3) When the attack is in progress, Link testing provides hop-by-hop upstream of attacking traffic.

Drawback of existing system,

1) Spoofing activities are often observed by identification of backscatter messages. To build the IP
traceback mechanism on the internet by adopted traceback system by using routing technique.

2) Current commodity routers are supported in the existing traceback mechanism and collaboration of
Internet service providers (ISPs) would also be difficult.

3) A single ISP deployment would be meaningless, since the spoofers are spread widely even at the
corners of the world.

4) Author has not established Internet-scale for IP traceback system, but they have deployment of
traceback mechanism does not provide much gain and has a high overhead.

In proposed system suggested the passive IP traceback, which overcomes the disputes of IP traceback
mechanism. The ICMP message is a protocol which is held in IP suite. That protocol is used to indicate the
error message to source from the network. The reflection of waves, particles, or signals comes back to the
direction from which they came is named as Backscatter. PIT investigates the ICMP error messages stimulated
by spoofing traffic and spoofer are tracked relying on public information like a topology [10, 13]

1) The target of spoofing messages generates the backscatter messages to study the path backscatter
messages and DoS, which is processed by the intermediate devices but not by the targets.

2) PIT is the proposed system that has problem to deploy existing IP traceback technique. PIT works
well in number of spoofing activities but not much in all attacks, though path backscatter letters are
not able to generate with stable possibilities. Compared to the AS-level traceback that was deployed
in real before, it might be useful in traceback technique.



Passive IP Traceback (Pit): Discovery of Spoofing Locations Using Path Backscatter Analysis 3975

3) It provides the identification of the location of the spoofers by PIT. This does not provide the entire
list, but it will first disclose the known list of the spoofed location.

4. PROPOSED ARCHITECTURE

Architecture consists of four layers: context analysis, raw data collection, diary generation and event
personalization. By these four layers, Smart record will be captured by critical events according to user’s
preference, and mechanically generates records to the user.

Node Creation

User can create a node using a particular IP address and which is stored for each particular user.

File Selection

From the system environment the text files is selected and it communicate from sender to receiver. At first
the selected file will be read from system path. The content is loaded in fixed path.

Spoofer Attack

PIT is applied on the backscatter message to identify the spoofer’s location. PIT is a mechanism that traces
the spoofers before a traceback method by internet level; it has been established in real world. Few spoofing
attacks can be work through this system.

IP Tracing

Two critical challenges are taken to construct an IP traceback method through Internet. First one, Traceback
technique cost is adopted in the routing system. A presented traceback mechanism does not provide either
a wide range of support from the current service or it will launch average overhead toward the routers,
particularly in high-performance networks. Second, the collaboration of Internet service providers (ISPs)
would be difficult [7-9].

Figure 1: Architecture Diagram
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5. COLLECTION OF PATH BACKSCATTER

Spoofing based attacks can be evaluated by path backscatter mechanism. It is not possible to gather path
backscatter message and send it to spoofed address. This is classified into four categories such as,

1. Multiple sources, Single destination: In this kind of attack the source packet will be selected by a set
of candidate address. It includes all kind of address, and this attack is known as random spoofing attack. It
is to bankrupt the ability of the target. As shown in Figure 2, backscatter message had forwarded to the
spoofed address randomly. Network telescope keep the spoofed address and part of the backscatter message
that is capture by network telescope.

2. Single Source with Multiple Destinations: In this type of attack, each and every spoofed packet has
identical source address and this is forwarded to unique destination. In this, the victim of the attack can
collect the path backscatter message that is known as reflection attacks. Few packets are usually used to

Figure 3: Path backscatter attacks for victim nodes in reflection

Figure 2: Path backscatter for Darknet captures in random spoofing attacks
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barrage observation threats. As in Figure 3, the victim can capture every path backscatter message by
reflection attacks because each and every spoofing packet has set the victim address, with that backscatter
message will be forwarded to victim. Backscatter message could trace the victims the checking the message
when it get forward to origin destination IP address [9].

3. Multiple Sources with Destinations: These types of threats are usually being the combination of
above two categories of attacks. Packets are sent from multiple sources to multiple destinations and it will
establish the session between multiple sources to multiple destination.

4. Single Source, Single Destination: In this type of attack, spoofed packet will be send from single
source address to single destination address. It is usually done to steal or break a session between two
communication parties. The spoofed origin will receive all the path backscatter messages. It can be tracked
the attacker by path backscatter in efficient manner.

6. ALGORITHM

1) Find the shortest path from source node to destination nod.

2) The message can be send from source to destination through many intermediate nodes i.e. routers(r).

3) There may be spoofer origin available between the paths.

4) If suppose any intermediate node has being spoofed by spoofer node, then the destination node will
send the path backscatter message to all intermediate node indicating that spoofing has occurred
somewhere in the network.

5) Then each node in the network will send the acknowledgement for that path backscatter message. The
node which fails to give back acknowledgement that will be assumed as spoofer node.

For finding the router nearest to the spoofer, we employ the concept of TTL. The TTL value is set by the
sender of a packet, and is reduced (by 1) at every router on path to the destination. Hence we can conclude
that the router with the largest TTL value will be the one closet to the sender. With the help of different IP
location trackers and databases available, the geographical location of this router can be obtained [14].

7. PERFORMANCE EVALUATION

PIT is a different traceback mechanism from other existing techniques. The backscatter path message does
not have fixed probability. A chart between Reflector AS number and Original Destination AS number is
shown in figure 4. It is obvious from the figure that the generation of path backscatter messages shows
much diversity between the two ASes. It also indicates that the victim probably has large number of attacks
from various internet points [15].

The locations of reflector IP addresses all over the world are depicted in Figure 5. They are all capable
to produce ICMP error messages.

Different classes of messages and tuples with their contribution ratio are displayed in Figure 6. Among
all, TIMXCEED_INTRANS and UNREACH_HOST enclose more messages and IP tuples. Stub messages
indicate the path backscatter messages from stub source AS. The original destination is not the stub source
AS.

Comparison of Cumulative Distribution Function with top reflector of the original destination IP is
exhibited in Figure 7(a). Figure 7(b) shows the attacks on less number of addresses from various corners.

The result offers that the number of attackers is potentially large. The possibility of original destinations
to be reflectors is far less.
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Figure 4: Path backscatter AS tuples

Figure 5: The geolocations of reflectors

Figure 6: Classes and their proportions
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Figure 7: (i) The top original destination IP. (ii) The top reflector IP

8. CONCLUSION

In this paper, we identify the Spoofer location by introducing Passive IP Trackback through the path
backscatter. With this implementation, the topology and routing, either both should be known or unknown
or none of them is known. The correctness was proved by applying the PIT in large scale networks with two
effective algorithms. In simulation results, we have demonstrated the effectiveness of the PIT. Further this
result helps us to reveal IP spoofing.
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