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Secured Video Data Hiding Using
Cryptography Algorithms
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ABSTRACT

A huge variety of stenographic techniquesexistsfor hiding datain an appropriate carrier such astext, image, audio,
and video sent to areceiver secretly. The steganography provide as one of the best method to sharethe data secretly
and securely. The current work signifies cryptography of audio and video which is a arrangement of image
steganography, audio and video cryptography by making use of Technique asatoal for clients. Themain aimisto
hide secure data behind image and audio of video file. Video is a operation of many still frames of images and
audio, video thusfor hiding secret dataany framescan be selected for audio and video. Appropriate al gorithm such
as combine Digital Encryption Standard and Triple Digital Encryption Standard for security and authentication
image processing is used hence data security can beincreased.
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. INTRODUCTION

Data hiding is the development of embedding information into a host medium. In normally visual and aural
media are preferred due to their wide company and the tolerance of human perceptual systems involved.
Data hiding in video sequences is performed in two main ways. Bit stream-level and Data-level. The new
compression standards are exploited. Typically, encode have various options during programming and this
freedom of selectioniswell for manipulation with the aim of data hiding. These methods very much rely on
the structure of the bit stream hence, they are quite easily broken, in the sense that in many cases they
cannot carry on any format exchange or transcoding even exclusive of any significant loss of perceptual
value. Result, this type of data hiding method is generally proposed for fragile application, such as
authentication. On the additional data-level methods are more robust to attacks.

1.1 Steganography

It is the process of secretly embedding information inside a data source without changing its perceptual
superiority. It’s comes from the Greek word stegano which accurately means “covered” and graphic which
means “writing”, i.e. covered writing. The majority common use of steganography isto hidden afile within
another file.

A. Text steganography

It is hiding information in text the most important method of steganography. The method was to hide a
secret message in each nth letter of each word of a text message.

B. Audio steganography

When developing a technique for audio steganography one of the first considerations is the likely
environment, the sound signal will journey in environments between encoding and decoding.
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C. Image/Video steganography

Images are often use as the accepted cover objects in steganography. A message is embedded in a digital
image through various embedding algorithms and a secret key.

D. DataHiding Techniquesin IPv4 Header
To strongly transmit the data over the network the Vasudevan et al. it used the analogy of the jigsaw puzzle.

Steganography
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steganography steganography steganography

Data Hiding

Figurel: Seganography Type

1.2 Cryptography

It isthe practice and study of techniques for secure message in the presence of third parties. More usually,
it is about construct and analyzing protocols that overcome the influence of adversaries and which are
connected to a variety of aspects in information safety such as data confidentiality, data integrity,
authentication, and non-repudiation. Present cryptography intersect the disciplinesof mathematics, computer
science, and electrica engineering.
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Figure2: Cryptography Diagram

2. RELATEDWORK

In [3] a steganographic scheme was proposed, it uses being vision sengitivity to hide secret bits. To make
this, the top secret data firstly are converted into a series of symbols to be embedded in a notation system
with multiple bases.

In [4] this case, the particular bases used is determined by the degree of local variation of the pixel
magnitudes in the host image. A updating to the least significant bit matching (LSBM) steganography was
introduced.
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This [5] modification provides the most wanted choice of a binary function of two cover pixels rather
than to be random as in LSBM. To enlarge the level of protection, a combined data encoding and hiding
process was proposed.

This[6] processwas used to overcome the difficulty of image color change after the embedding process.
The LSB steganography technique was developed. it based on embedding the top secret message into the
sharper edge region of the image to ensure its conflict against image stego analysis based on statistical
analysis.

A novel image steganography was projected in [7], it is based on integer wavelet transform [IWT], it is
used to embed more than a few secret images and keys in color cover image. A quantization based
steganography method presented.

In [11] and [12] two protected message systems were proposed to be used for voice over IP (VOIP)
application. LSB based steganography was employed to hide the data over an audio cover indicator. An
extended version of SHA-1 (Secure Hash Algorithm) was introduced in; this system can be used to encrypt
two dimensional records such asimage. It isdeveloped to enlarge the resistance of image based steganography
againgt the attackers and hackers.

A chaotic signal wasworking in[13] for picture steganography, which presentsa scattering arrangement
for the embedded information through the cover imaged. A high capacity and security steganography using
discrete wavelet transform (HCSSD) was developed in the wavelet coefficients for the cover image and the
payload image were combined to obtain a single image. All authors in have proposed a two level data
security comprise of text cryptography and images steganography. The very secret text is encrypted using
Blowfish algorithm followed by embedding it into an images using LSB encoding. The carrier figure can
be then transmit over the network.

In [14], authors have suggested an algorithm in which the records is first subjected to encrypt using
Data Encryption Standard (DES). The encrypted message is then passed to embedding phase. In embed
phase the encrypted message will embedded into the cover intermediate which is either image is extracted
at the receiver side.

3. PROPOSED WORK

A new algorithm is implementing for better information security and transfer of data from source to
destination. The good approach to video cryptography with video file should aim at concealing the topmost
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Figure 3: System Architecture
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amount of data possible in a cover video while maintain imperceptibility, that is an up to standard level of
visual quality for the video. Data hiding in video sequences is perform in two main ways: bit stream-level
and data-level. In this concept propose a new block-based selective embedding type data hiding structure
that encapsulates algorithm. By means of simple rules applied to the frame marker, we introduce certain
height of robustness against frame drop, repeat and insert attacks.

> Inpresent system, the client sends data from one system to another systemin Local Area Network.

> Because of the protection issues not only certified persons but also unauthorized persons can view
the data.

The use of cryptography application isto hide the different type of data within acover file. The resulting
stego applications do contain the hidden information, although it is virtually identical to the cover file.
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Figure4: Process flow of Audio/Video Cryptography

In the process flow audio/video diagram describes user provide his input video file , text data and
security key for hiding datainto Video. The procedure of systemisto collect necessary input from user and
Encode the datainto Video and Generate Stego Video Similar to Input Video. Receiver wants to decode it
then user needsto provide stego video file and security key which is already used for programming process.

3.1. Proposed Algorithm Step For Data Security
Hiding method for hidden information (Embedding Process)

The embedding procedure takes a cover video and a secret message as the inputs.
Step 1: First take an original file

Step 2: Load a secret file which embeds into the cover video and designation source.
Step 3: Add a password in number format for more security.

Step 4: Then apply the technique. The techniques video file bit of the replaced by the binary data. Then
get a stego video file.

Step 5: At last, have a video file. This video is ready for the transmission through the receiver .
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Figureb5: Data Flow Diagram (Embedding Process)

Un Hiding method of hidden information

It basically follows the reverse process of the hiding algorithm to obtain the secret message or file.
Steps to get well the hidden information:

Stepl:
Step2:
Step3:
Step5:
Step 6:

Load the stegno video.

Enter the password to get the secret message.

Implement the technique to get the stegno video

Get the secret message and original video.

Finally analyze the result on the basis of combined DES+3DES and histogram.

3.2. Proposed AlgorithmsCombined DESand 3DES
ALG= Digital Encryption Standard +Triple Digital Encryption Standard

v ALG is used to do Encryption and decryption of datain 64-bit block of cipher text
v ALG has 16 rounds, means the algorithm is repeated 10 times to get the cipher text

v It has been observe that the number of rounds is proportionally exponential to the total of time
required to find a key.

If the number of rounds increase, the security of the algorithm will increase exponentially
v Thisproject “ALG” is based on client server technology

v The sender will send the encrypted file using internet link On the other side the receiver will received
the file and decrypts the file by using the same private key used by the sender.
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V. COMPARATIVEANALYSIS

Tablel
Comparisonsof Video Encryption Scheme
Algorithm Capacity Soeed Secure Coverimage Secretimage Encryption
Secured data transmission Better Slow Lesssecure AV Image 75%
(SDT)
Hybrid Encryption and High Fast Secure AVI Text 75%
Steganography (HES)
L SB Polynomia Equation Low Slow Lesssecure  AVI Text 70%
Algorithm (LSBPOLY)
Hashed-based LSB (HLSB Good Very Fast Lesssecure AV Text 73%
Multiple LSB (MLSB) Good Fast Lesssecure  AVI Text 65%
LSB Matching Revised High Very Fast Secure FLV Text 75%
Algorithm (LSBMR)
Novel Video Steganography High Very Fast Highsecure AVI,MPEG Text,image, 83%
(NVS) MOV, FLV  audio,
and video
Present Work Very High Super Fast Very High All Files All Files 90%

Secure
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Chart 1: Comparisonsof Video Encryption Scheme

4. EXPERIMENTANDRESULTS

The proposed method has been implemented using JAVA Technology. It Should Performance of theoretical
designisturned out into a effective system. Thusit can be careful to be the most critical stage in achieving
a successful new system and in giving the client, self-assurance that the new system will work and be
effective. The implementation stage involves careful planning, investigation of the previous system and it’s
constraints on implementation, designing of method to achieve changeover and evaluation of methods. For
more security provides by combined algorithm DES and Triple-DES is at present one of the favorite public
key encryption methods.

TimeReport
Table 1 shows the time analysis of the above algorithm, time analysis is performed on the Table 1 values.

Tablel
TimeAnalysisTable
S No. FileSze Encryption Time Decryption Time Encryption/Byte Decryption/Byte
1 250MB 0.25 0.24 0.0000125 0.0000135
2 500MB 0.23 0.22 0.0000128 0.0000126
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Chart 1: Encrypted TimeAnalysisGraph
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Chart 2: Decrypted TimeAnalysisGraph

CONCLUSION

This proposed work new video data hiding framework that makes use of erasure correction capability of
present codes and superiority of more flexibility. In the system of fast information interchange using sender
and receiver, video cryptography has become essential tool for information protection. This study gave an
overview of different video cryptography techniquesits main type and classification proposed in theliterature
during last few years. The algorithm is also video to frame manipulation attacks via frame synchronization
markers. Theresultsindicate that the framework can be effectively utilized in video data hiding applications.
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