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Design and Testing Considerations for an
loT Project

Pauravi Wagh* ChandrikaK apre** and Priya Singh***

Abstract : With theincreasing adaptation of 10T applications, thereis a plethora of platforms, tools brought in
the market for development of such applications. They vary interms of hardware platforms, software languages,
supporting tools, communication protocols, hosting solutions, device features, etc. Design considerations of
traditional application development do not apply to 10T applications. With respect to this, we will look at the
new loT specific design considerations. Each of these design considerations, have varying features and have
an impact on efficiency, accuracy, cost effectiveness, etc. We will use an example of an 10T application, Smart
Water Mixer to see how each design consideration impact an |oT project.
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1. INTRODUCTION

Ubiquitous Connectivity, miniaturization, cloud computing and the power of I nternet has made connecting
physica objectsand deviceswiththe Internet and building arange of gpplicationsfrom acrossthedomainsatrend
today. LargeloT projects are being undertaken at commercid level. While making “Things’ talk to each other
seems easy, we haveto carefully decide upon the various design considerations which will make applications
efficient and cost effective. A strategic approach is needed while considering the factorslike Hardware, Cost,
Communication, Storage, Servers, etc. Inthispaper wetak about the desgn consderationsfor anloT agpplication
withthe helpof anloT device, ‘A Smart Water Mixer’.

2.PROPOSED SYSTEM

The" Smart Water Mixer” isanloT application that storesthe desired water temperature level for multiple
usersand dispenses water at preferred temperature for itscurrent user. The deviceidentifiescurrent user using
biometricsand fetchesthe preferred temperature for the user fromcloud. It then mixeshot and cold water inright
proportion to get the desired water temperatureinthe shower. Supposethefirst timeuser getswater at 32 degree
C. Whenever user manually changesthetemperature, the output temperatureis updated in cloud asthe desred
temperaturefor theuser. Next timethewater isautomaticaly dispensed at the preferred temperaturefor that user.
Multiple such devicescan cater to the same user.For example, if afamily hasthree bathroomsequipped with the
“Smart Water Mixer” intheir house, thenirrespective of which bathroomauser decidesto use, he/she will dways
get water at the desired temperature.

Thisavoidswastage of water that goesin adjusting the shower every time. It also savestime, energy and is
safe. The solution also keepstrack of total amount of water used by each user and provides usage pattern graph,
giving feedback to usersto optimizethewater consumption.

* Persistent University, Persistent Systems Ltd pauravi_wagh@persi stent.com.
o Persistent University, Persistent Systems Ltd chandrika_kapre@persistent.com
*rx Persistent University, Persistent Systems Ltd priya_singh@persistent.com



136 Pauravi Wagh, ChandrikaKapreand PriyaSingh
Working

The user authenticateshersalf with the help of the biometric scanner whichthen connectsto cloud to get user
preference. The device will continuoudy monitor theflow and temperature of water and make necessary changes
inthe cold and hot water valvesto give precisetemperature of water to theend user. The proximity sensor isused
to detect the personinthe bath area. 1 the person movesout of the range of the proximity sensor, thevalvesare
shut off and water flow stopsthuspreventing the wastage.
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Fig. 1. System Architecture.

Inthisapplicationthere are 3 basic units. And the entire systemis built from scratch.
* Water Mixer Unit —Integrated with Shower :

(@) Detectsuser and automatically starts shower with preferred temp (without wasting water to achieve
the desred temperaturelevel)

(b) Continuoudy recordscurrent water temperature and consumption data
(0 Automaticaly ssopswhen user goes away and startswhen user comesnear the shower
» Display Panel (Dashboard) near Shower :

(@) Ascreento display somedatalikelnformation of user, hispreferred temperature, current temperature,
water flow rate, water consumption(from start of the shower till end for the current sesson).
» Water Mixer Web Server/M obileApp :
(@) Storesdatafor each user/home for each shower session

(b) Showsvariouschartsand graphsto display historical datafor better analysisand predictionslike per
user/home/areawater consumptionin amonth, averagewater temperature preferencefor usersina
particular area.
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2.DESIGN CONSIDERATIONS
3.1. Components

TheloT device performsactuation and gatherstherelevant data. With the advancement indigital electronics,
embedded systems, etc. manufacturing small, cheap and effective devicesor “Things’ hasbecome simple. Froma
bunch of these available optionswe need to carefully analyze the requirements and decide which componentsto be
included in the system. The basic components of I0T applications are the sensors, computational platforms,
communication devices, servers.

3.1.1. Sensors

Sensorsaretheactuatorswhich sensethedataand producerdated output. Thevariousfactorsto beconsdered
while choosngthesensorsare:

3.2. Rangeof the sensors

3.3. Accuracy

3.4. Areato be covered

3.5. Cost

Example: The sensorsused inthe smart water mixer have been mentioned below
Table 1.

Proximity sensor Temperaturesensor ~ Flow Sensor

Specifications  Detection distance:  Temperaturerange:  Working Flow Rate:

2cm-450cm. 55°Cto + 125°C 1to 30 LitersMinuteWorking
High precison: Accuracy +0.5°C Temperaturerange: —25to0 +80°C
Upto0.3cm Water proof Working Humidity Range: 35%-80%RH

3.1.2. Computational Platforms

Device management isthe primary god of acomputationd platform. These platformsmus handle configuration
of varioustypesof devices, track theoperation of the other devicesconnected to it, firmware upgrades and device
level error handling. These boards act asinterfaces between the hardware and the software components.

Magorly two typesof boards are used 1) Raspberry Pi 2) Arduino

» Ragpberry Pi : (Micro controller) Raspberry Pi isafull-fledged sized computer with512 MB RAM and
700 MHz microprocessor. It isableto runafull Linux based operating system.

» ArduinoBoard: (Micro Controller) Arduino isacollection of 3 things, ahardware prototype platform,
Arduino languageand IDE & libraries. The board isbased on 8-bit microcontroller. It hasbuilt-in hardware
support for SPI, 12C and Serid.

Comparison :
Table 2.
Feature Raspberry Pi Arduino
Processor Speed 700MHz 16MHz
Programming Language NoLimit Arduino C/C++
Redl-timeHardware No real-time Inred time
Hardware Design Closed source Opensource

| nternet Connectivity Easy Bit difficult
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Decison M ade: We need continuous reception and transmission of the sensor data. Whenever the user
startsusing the data, the device should continuously sensethe datafromvarious sensorsand transmit it to the
cloud. Dataprocessing isdone at the backend. We do not need very high processor speed. Coding can be easily
doneinArduino C/C++. Thuswe choseArduino board. Arduino needsvery less power to work. The sensorsare
connected to theboard. The codeintheArduino IDE isburnt ontheArduino Board and theWi-Fi shield attached
to theboard is used for sending the datato the cloud.

3.1.3. Communication technologies

loT datatypically isin theformof small packetswhich contact state of 10T devices. Many | 0T applications
typicdly send such small packetsonregular intervalsfor 24/7.

Data can be sent to thebackend by avariety of ways. The most prominent onesare Bluetooth, Wi-Fi, GSM.
Wirdesstransfer of dataistheneed of anloT device. Datafrom acrossthe gpplication placed anywhere needsto
be sent to the cloud. Thuswe need to carefully analyze which technology to be used.

Each of thetechnology hasitsprosand cons.

Table 3.
Standard |EEE 802.15 Bluetooth Wi-Fi
Frequency 868/915MHZ,2.4 GHZ 24GHz 2.45.8GHz
Datarate 250Kk bps 723Kbps 11to 105 Mbps
Range 10to 300m Low High
Battery Operation Alkaine(monthsto years) Rechargeable(Daystoweeks) Rechargeable(Hours)
Power Verylow Low high

Decison Made : Smart water mixer can be used in places like houses, schools, hospitals, offices etc.
Houses and officesnormally have aWi-Fi connection. So building Wi-Fi devices seemsfeasible and easy. Thuswe
have provided continuousinternet connectivity usng aWi-F shield onan Arduino Board.

3.1.4. Other Components

Along with the basic components, we need many accessories such as motors, LCD screens, fingerprint
scannersetc. These peripherd devicesadd up to thetota cost of applications.

Decison Made: Inthe Smart Water Mixer, we have abiometric authentication sysemwherefingerprints of
usersare scanned. If the user isregistering for thefirst time, the detallsare sent to thecloud. If theuser hasaready
registered, thedatafor that user isfetched fromthe cloud. Based on the usage pattern of that particular user, the
temperature of the mixer isset, and user getsthedesred water temperature. Along with that, we haveadashboard
whichdisplaysthe user usage detailson the screen.

3.2. Communication Protocols

A very hugeamount of dataissent fromtheloT devicesto the cloud/server. Handling thishumungous data
needs support of lightweight protocols. These protocols enablelow power usage and aso work on low bandwidth
Itisveryimportant that the datadoesnot get tampered and reachesquickly with avery low latency.

Considering thisloT specific nature, communicationindustry hascomeup withloT specific communication
protocolslikeMQTT, COAPetc. Wewill havealook a how these aredifferent fromtraditional datacommunication
platformlike HT TPby comparingwithMQTT.

3.21.MQTT

MQTT, theMessage Queue Telemetry Transport, is publish-subscribe based lightweight messaging protocol
ontop of the TCP/IP protocol.
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323.HTTP
HTTPfunctionsasa request—esponse protocol inthe client—server computing model.
3.23.MQTT over HTTP

MQ Telemetry Transport Protocol (MQTT) hasanumber of advantagesover HTTP. MQTT isalight-weight
publishysubscribe messaging protocol. HTTPisdesgned asarequest-response protocol for client-server computing,
not optimized for mobile and push capabillities, particularly in termsof the battery usage. Inthemobile environment,
responsetimes, throughput, lower battery use andlower bandwidth arekey design criteria. Compared withHTTPR,
MQTT givesfaster response and throughput, and lower battery and bandwidth usage. MQTT isdesigned for low
latency, assured messaging and efficient distribution. HT TPisnot optimized for low power usage or minimizing the
amount of bytesflowing.

Decison Made: After comparing the benefitsweredizethat MQTT isbetter suited for our gpplication than
theHTTR Inthisproject wesend the dataregarding the users water usage and preferencesto thecloud viathe
MQTT protocol.

Thedatais passed viathe Wi-Fi shield on the Arduino board to the router and thus datais sent to the cloud.

3.3. Storage

The staggering rateat which dataisgenerated inan |oT application brings usto another device congderation
i.e. the storage. Processing and integrating the databecomesdifficult dueto the volume, velocity and volatility of
datagenerated. Thesensorscontinuoudly collect the data. Thusthereisagrave problem of how the datashould be
gored. 10T imposesfewer dataquality and integrity congtraints. Somekind of delay isallowed aslong ashugedata
loss does not happen. The data collection is very different from traditional database systems. Thereis more
flexibility intermsof the ACID properties.

Sowhilechoosing the best possible databasewe must consider these points:
* scaability * ability to send dataat sufficient rates
» schemaflexibility, * integrationwithanayticstools
« fault toleranceand availability

NoSQL Database

Over the past few years, wehave seen arise of new type of databases, NoSQL database which challengethe
existence of traditiond relationa databases. There are many storage mechanisms based onthe user needs.
Thebasic featuresof aNoSQL databaseare: no use of relationa model, runswell on clusters, generdly open
source, schemarless It allowsusersto build gpplicationswithout having to convert in-memory sructuresto relationd
gructures. Thedifferent typesof NoSQL databasesare Graph, Key-Vaue, Document Store, and Column Store.
Few of the NoSQL databasesare:

Table 4.
Aerospike Cassandra CouchDB MongoDB
Category Key-Value Column-Store Document-Store Document-Store
CAP AP AP/CP AP CP
Consistency Configurable Configurable Eventual Configurable
Querying Internal API Internal API,SQL like Internal API Internal API, Map
Reduce, complex
query support
Partitioning Proprietary Consistent hashing Consistent hashing Consistent hashing

(Third Party)
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Decision made: Inour Smart water mixer, we have used MongoDB databaseto storethe data. We have
programmatically set the datato be sent inthe JSON format. AsMongoDB isaDocument Store database, we
send all the datafromArduino in the sameform. Thisisthemost suitable database.

3.4.Cloud

loT applicationsgenerate huge amount of data. They also need regular dataprocessing & scaling interms of
I'T infrastructure at the backend. The varying nature of infrastructure needs and large scaleintegration can be
provided by cloud. Computing functionslike Lambda can beinvoked for individua device response. We will not
need dedicated servers, thusproviding scaling and cost effectiveness. Therearetoolsprovided by cloud platforms
like Big dataprocessing, machinelearning over the large scale data produced by 10T deviceswhichcan helpin
quickly setting up an end to end solution.

3.5. 10T Platforms

A frequent dilemmawhile developing an | oT applicationisthe platformto be used. Should weuse our own
serversor just host our gpplication on one of the dready available platforms such asAmazonWeb Services, IBM
Bluemix, etc.?10T platformsbring all the gpplicationsunder oneroof. They provide userswith endless applications
to processthe data collected. They Sore, andyze, sort, makeintelligent decisonsonthe obtained data

AWS-10oT cloud platform, ascompared to other platformsprovidesvirtua devices, rulesengine, object
gore, morewaysto connect other thaninternet, telecomintegration. Inadditionit also provides secure communicetion
framework intermsof security certificatesfor devices.

IBM Bluemixisacloud platformasaservice (PaaS) developed by IBM. It supportsseveral programming
languagesand servicesaswell asintegrated DevOpsto build, run, deploy and manage applicationson the cloud.
Bluemix isbased on Cloud Foundry opentechnology. Bluemix supports severa programming languagesincluding
Java, Node.js, Go, PHP, Python, Ruby Sinatra, Ruby on Rails and can be extended to support other languages
such as Scala through the use of buildpacks. Large storage of datais possible because of Cloudant NoSQL
database. Both of these platforms moreor less provide uswith same features.

loT platformsvs. Own servers: 10T platformsare afast and easy way to get started on the Internet of
Things. Asdl the dataisstored on the cloud provided by the platforms so we don’t have to worry about scaing.
Thecost of operationfor 10T platformsisnegligible. The problem of choosing the operating systems and configuring
the serversisdiminated. These platformsprovide uswith variousother servicesunder oneroof, so we no need to
integrate withthethird party services. Thusbuilding 10T Applicationsfrom scratchisacomplex endeavor.

Decison made: Sinceinour application thereisapossibility of poor network connection. We need the
virtual device state maintenance provided by AWS IoT. IBM Bluemix providesWorkflow management for 10T ,
whichisnot provided by AWS. However inour casetheworkflow isnot varying. It isdefined at thestart and is
pretty much constant for the use case. Hencewe would not need the IBM Bluemix work flow management. In
futurewe might dso need integrating deviceswith telecom network and issuing commandsviaSMS. Thisismostly
because of the possibility of poor network connectivity. AWSIoT providesbetter framework interms of telecom
integration ascompared to | BM Bluemix. Considering all thesewe choseAWSI oT platformfor our usecase. This
ishow variousfactorslike protocol support, telecomintegration, security, rulesengine, etc. influencethe selection
of loT platformin different use cases.

3.6. Cost

Perhapsthe most important factor indesigning an end-to end IoT applicationisthecost factor.
Example: Inour applicationthere are 3 basic units. The cost per unit is calculated below.
1. Water Mixer Unit —Integrated with Shower: Cost: $60

(@) Detectsuser and automatically start shower with preferred temp (without wasting water to achieve
the desred temperaturelevel)
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(b) Continuoudy recordscurrent water temperature and consumption data
(0 Automaticaly stops whenuser goesaway
2. Display Panel (Dashboard) near Shower: Cost: $25
(@) Ascreento display somedatalikel nformation of user, hispreferred temperature, current temperature,
water flow rate, water consumption(from start of the shower till end for the current sesson).
(b) Note: Thiscost canbefurther reduceif asmpleUl to be provided with L CD shield/pand in place of
adifferent monitor/screen: Cost: $4
3. Water Mixer Web Server/M obileApp: Cost: $400
(@) Storesdatafor each user/home for each shower session
(b) Showsvariouschartsand graphsto display historical datafor better analysisand predictionslike per
user/home/areawater consumptioninamonth, averagewater temperature preferencefor usersina
particular area
4. Total cost
(@) Withasmall monitor/screen : $485
(b) WithalLCD shield/panel : $464
Decison made: We have compared with theexisting projectsin terms of the cost and specificationslike the
EvaDrop Smart Shower ($599) and Amphiro meters ($529) and thus building our own system from scratch
provides more featuresand iscost effective.

4. TESTING

Testing of 0T application needs specia consideration as compared to traditional application because loT
devicesare placed in open public places, have physical connectivity issues, security issues, environmenta issues.
Consdering thiswe need to havefollowing important validationsfor anoT application.

1. ComponentsValidation whichincludesdevice hardwaretegting, Embedded softwaretesting, gpplication
testing, cloud infragtructuretesting, network connectivity testing, third party software testing.

2. Function Validation whichincludestesting of the variousinteracting devices, basic devicetesing (Sart/
sop/restart/interrupt), error handling.

3. PerformanceValidation whichincludestegting of the data-transmit frequency, multiplerequest handling,
synchronization, interrupt testing, device performance, and consistency vaidation of the device.

4. Security and data Validation whichincludesvalidation of datapackets, verification of thedataloss
and/or of thecorrupt data, dataencryption/decryptiontesting, datavauetesting, testing of the correctness
of user rolesand responsibility and also of the usage pattern.

Example: Herewefirg test theindividual components. We have mentioned few test caseshere.

Tes Casel: Water Temperature Control —To provideuser’s preferred water temperature

Test CaseName: Water Mixer Unit _Temperature Control —15 minutes shower activity with extreme
hot (above 70 degrees) and cold temperatures (below 20 degrees) inrespective water containers.

Test CaseObjective: Verify accurate sensory functionality and servo motor actuation over extended 15
minutes

Test Subject : A shower with integrated unit and a person capable of taking shower for 15 minutesin
preferred temperature with no more than a1-minute break (to gather test verification data) onceevery 1 minute.

Pre-conditions: Water mixer unit is programmed, for aperson with already set preferred temperature and
identity.
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Tableb.

Sep Action

Expected Result

1.

Put correctly apre-programmed device onthe shower
with apersonfor taking bathwith preferred temperature.
The preferred temperature value of the subject should
be hard coded inthe program.

2. Manually take cold and hot water container’swater  The hot water temperature reading should
temperature (using sandard thermometer). be above 70 degrees) and cold water
temperature reading should be (below 20
degrees) inther respective containers.
Start the shower
Take manual reading of the water temperature (using Readingsof water must bewithin5% of the
Standard thermometer). subject’s preferred temperature.
5. Havethetest subject take the bath and take a feel of
water temperature,
6.  Repesat steps#4 and #5 for 15 additional cycleshaving

test subject performbathing activity for 1 minute. Verify
temperature readings while test subject takes a few
seconds break.

Test subject shouldn’t feel difference in
temperature during temperature readings.

Test Case2: Water Mixer Unit _ Identifying User - Taking user’sidentity and preference.
Test CaseName: Water Mixer Unit _Identifying User—Identifying auser by using hisfingerprint and if

it isanew user, takeinput of his preferred temperature; elseif existing user accesshis preferencefromthe server.
Test Case Obj ective: Verify accurate sensory functiondity and datareading from server.

Test Subject : A shower withintegrated unit and aperson (initially anew user and then an existing user)

Table6.
Step Action Expected Result

1 Put correctly a pre-programmed device on the shower  The shower should be off.

with a person who is a new user.

2. User prompted to get fingerprint scan which then should

be securely sent to server.

3. AsUse is new, fingerprint gets stored at server. Finger print gets stored at the server and
successful user registration comes from the
server.

4. On successful user registration response, user interface  User preference gets stored at the server side

should take user’stemperature preferenceusing akeypad.  and a response with preferred temperature
should be sent back to deviceand shower should
give shower water with preferred temperature.

5. Take manual reading of the water temperature (using Readings of water must be within 5% of the

standard thermometer). subject’s preferred temperature.

6. Skip steps#3 and #4 if thefingerprint isalready storedat  Server should send subject’s already stored

the server side. preferred temperature to the device.

7 Repeat step #5
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Now wetest the entire system by performing integration testing
Thevariousindividual componentsare:
o Water Mixer Unit _ I dentifying User
» Water Mixer Unit _ Detect Presenceof aPerson
o Test Water Mixer Temperature Control Unit
* Display panel(Dashboard)
» Test Water Mixer Web Server/MobileApp
We need to test the working of these componentstogether.
» Water Mixer Unit _ Identifying User + Water Mixer Unit _ Detect Presence of aPerson
» Water Mixer Unit __Identifying User + Water Mixer Unit _ Detect Presence of aPerson + Test Water

Mixer Temperature Control Unit

The other components of the systemlike the display pand, water mixer web server/mobile application and
their interaction must dso betested. Thus Quaity Assurance playsamagjor rolein building an1oT application.

5.CONCLUSION

By taking an example of Smart Water mixer we have seenhow design considerationsvary for 10T applications
as compared to traditional applications. We have seen how variousfactorslike cost, hardware platforms, 10T
platforms communication and cloud platforms, testing have animpact ondeveloping anloT application. A very
good understanding and detailed analysis of these design considerationsisrequired to be donewhen building a
cogt effective, efficient, scalable|oT application.
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