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Access Control Management
in Collaborative Environment:
A Review
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ABSTRACT

Thegrowth of i nformation technol ogy has opened the gate for users of different organizationsto work together and
shareinformation between them. Even the users of organi zati ons access the same resource from different geographic
locations and share the same resource to work in a collaborative nature. The problem of working in collaborative
natureis providing security, integrity, privacy preservation, public auditing and more. The security measure describes
how thedatain collaborative environment has been accessed in secure manner, trust factor represents how theusers
are evaluated for their trust in accessing the shared data. Privacy preservation is the factor of maintaining the
privacy information of different usersor organizationsfrom large number of usersin coll aborative environment.
The paper also considers and discuss about how the public auditing is enforced which represents the trustworthy of
information the user visit. To provi de the above mentioned measuresthere are number of approaches described in
various sSituations. This paper performs a detailed review in this area of collaborative working and security
management and access control policies.
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1. INTRODUCTION

The growth of information technology has opened the gate for the organization to perform their different
task without difficulty even though the units of organizations are distributed. The distributed computing
has been emerged in the last decade, still the developments are not enough to fulfill the requirements of
users. Asthe technology grows, the organization has started sharing information to reduce the maintenance
cost and storage cost. While sharing information between them there are many issues has been raised
which affects the security and integrity of the information. To provide such security to the information
stored there is a huge requirement of access restriction systems.

By providing security control and access control for the information stored, the data can be shared
between the organizations. The organization may maintain different information which are personal to the
users of the organization. The organization has the responsibility to safeguard the user secret information.
For example, an marketing organization which maintains the trace of purchase of their users. If auser “A”,
has purchased many productsin particular some drugs or special medicines, then the information about the
person who purchased the special medicine has to be secured and not to be exposed to any of the organization
or to an individual.

Not only the personal information, but also the organization may maintain various other information
which has to be secured. In some cases, the purchase patterns and the history of purchase performed by
number of global user can be used to perform market analysis, in this case, the organizations shares the
information about the purchase history by sharing them with the others. But the individual information

* Research Scholar, Saveetha School of Engineering, Saveetha university, Email: rajisampath411@gmail.com
**  Professor, Dept of CSE, S. Joseph’s College of Engineering, Email: drchandrucse@gmail.com



2852 S. Rajeshwari and A. Chandrasekar

has to be hidden or sanitized. The process of sanitization can be performed in many ways from the
attribute level.

The sanitized information can be published or the original information can be shared but the users of
the organization could be restricted in different levels. For example, in an marketing organization, the
manager could look at the list of access and purchase performed in any day but will be restricted from
accessing the user information. Where as the top level users will be allowed to access the user information
and so on. This kind of access restriction could be named as profile oriented and similarly the user can be
restricted based on the trust, where the trust of any user can be computed in many forms. While applying all
these in a collaborative environment the information belong to the specific user or organization can be
accessed or shared by many peoples. Whatever the modification performed by any of the user would be
reflected on the original copy of the information. Now a day the organizations follow this kind of working
principleto reducethe cost of resource and they sharethe same copy of theresource. Even inthe collaborative
working environment, the user can be restricted in many ways, by using the attribute based restriction, the
user can only view certain attributes which are allowed for him but not all. Similarly, the trust based
methods computes trust of any user according to certain factors and only if the user clears the trust check
then the user will be allowed to access the data. In case of Profile orient access restriction schemes the
environment maintains different user profiles based on the user profile the user will be restricted in accessing
certain information. Similarly to secure the data from unauthorized access there are number of access
control methods are available.

2. LITERATURE SURVEY

There are number of approaches has been discussed for the problem of access control in collaborative
environment, this sections performs a detailed review on various methods

2.1. Generic Access Control M ethods:

Theaccess control methodsin collaborative environment can be performed in generic access control methods
based on key based approacheswhich may be of security keys. In thisdomain the attribute based encryption
methods are generally being used and different authors have proposed different methods. Attributes have
been oppressed to built a secret key for encrypting information and have been utilised as an access rules to
monitor users access. The access policy can be categorized as either key-policy or ciphertext-policy. The
key-policy isthe access structure on the user’s private key, and the ciphertext-policy is the access structure
on the ciphertext. And the access structure can also be categorized as either monotonic or non-monotonic
one. Usng ABE schemes can have the advantages: (1) to reduce the communication overhead of the Internet,
and (2) to provide afine-grained access control [26].

Sahai and Waters described an attribute-based encryption (ABE) model [26] in 2005, and this article
proposed the initial idea of the attribute-based encryption scheme. The ABE approach utilisedan user’s
identification as properties, and a collection of properties were used to encrypt and decrypt information.
The ABE model can event the problem that information owner required to use every certified user’s secret
key to encrypt information.

In 2006, Goyal proposed an key-policy attribute-based (KP-ABE) scheme. This scheme uses a set of
attributes to describe the encrypted data and builds a access policy in user’s private key. If attributes of the
encrypted data can satisfy the access structure in user’s private key D, an user can obtain the message
through decrypt agorithm.

In 2007, Bethencourt et al. proposed a ciphertext rule attribute-based method, and the entry policy in
the encrypted information. The access regulation method of this model issimilar to the key policy attribute-
based encryption. In key policy attribute-based encryption, the accessruleisin user’s private key, but the
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access policy is switched to the encrypted data in ciphertext policy attribute-based encryption. And a set
of descriptive attributes are associated with the user’s private key, and the access policy is built in the
encrypted data.

In 2011, Wang et al. proposed ahierarchica attribute-based encryption scheme composed of ahierarchical
identity-based encryption scheme (HIBE) and a ciphertext-policy attribute-based encryption scheme. This
scheme used the property of hierarchical generation of keysin HIBE schemeto generate keys. Moreover, it
used digunctive normal form (DNF) to express the access control policy, and the same domain authority in
this scheme administered all attributes in one conjunctive clause. There are five roles in this scheme: the
cloud storage service, dataowner, the root authority, the domain authority, and data users. Therole of cloud
storage service is that let a data owner can store data and share data with users. The role of data owner is
encrypting data and sharing data with users. The role of the root authority is generating system parameters
and domain keys, to distribute them. The role of domain authority is managing the domain authority at next
level and all usersin its domain, to delegate keys for them. Besides, it can distribute secret keys for users.
And users can use their secret keys to decrypt the encrypted data and obtain the message.

2.2. Context Aware M ethod:

Context aware access control methods verify the user accessto the context of data. Based on the verification
results the user will be allowed to access the data in the collaborative environment.

HCRBAC-An Access Control System for Collaborative Context-Aware HealthCare Services in
Mauritius [1], presents Healthcare Context-Aware Role-Based Access Control) a data access system for
the Mauritian hedlthcare service, where information access within a hedthcare organisation isinitiated and
controlled through the use of circumstance-awareness, while remote entry to datais performed in a secure
manner. A fraction of different available access regulation schemes are first examined and a comparative
analysis study of these is done. A collection of the different approaches is then used to offer efficient
control of the data access model and permitting any heathcare organisation to view up data accessto other
related organisations, without negotiating confidentiality and integrity of information.

The authorsin [30] present a methodology for secure Ad-hoc collaboration, based on the Typed Usage
Control (TUCON). It allows capturing the dynamic aspects of collaboration, including both temporal and
gpatial attributes of objects. The authors argue that their policy scheme alows information flow control
beyond organizational boundaries and the autonomy of individual collaborative teams. But like in any
other previous models, attributes are only assigned to objects and trust is not taken into account.

2.3. Role-Based Access control (RBAC) Methods:

The role based methods are about restricting the users of collaborative environment according to their role
in the environment. Based on the role of user, the user will be allowed to access the requested information.
If the role of user has rights to access the data then he will be allowed to access.

(Sandhu et al. 1996) grants access acceptance to databased on authority or roles. End users are made
group members of exact roles. The use of roles helps the characterization of access rights as end users
rolesvariesand thiscomparestheideaof positionsand authoritiesin aninstitution. Promoted or transferred
staff members would be allocated new authority and thus automatically inherit new entry rights. RBAC
developed from the combination of access rightsto end user set, but it goes beyond the roles of groupsin
that variousroles can be established as being bilaterally exclusive and roles can take on bequest. Through
the support of constraints (eg. permissions or assignment relations) RBAC enables the enforcement of
many different access control policies and thus achieves flexibility ( Ramaswamy and Sandhu, 1998).
Static and dynamic separations of dutiesare two of the most common types of RBAC constraints (Sandhu
et al. 1996).
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Designing Dynamic Access Control rules for Web-based Collective models [35], defines a designing
language, called X-Policy, for web-based collective models with changing access control policies. The
entry to resources in these models depends on the condition of the system and its composition. The X-
Policy language designs systems as a group of actions. These events can model system executions which
are operated by users. The X-Policy language permits us to specify operational permissions on each event
using complex access situation which can depend on information values, other acceptance, and agent
authority. We explain that X -Policy is expressive enough to design collective conference authority systems.

2.4. Proximity Based Access Control M ethods:

The proximity based approaches are about restricting the users of collaborative environment according to
the proximity value computed for any user.

(Ardagnaet al., 2006) is a enhancement of the most common L ocation-based Access Control (LBAC),
which is itself a specia case of CBAC, where the circumstance is location. In PBAC, access regulation is
based on the reachability of the end user to specific assets to determine access controls. PBAC models
consider the subsequent factors. the condition of the physical workspace to identify reachability regions,
the 3-D accuracy of the placement system (using Active Badge, RFID, etc) used and the access controlsto
offer to users within a reachability region (Gupta et al., 2006). Each asset is assigned an access regulation
list which is a table holding possible roles known as resource-roles and associating controls.

These controls are based on the end users' group roles (group roles are allocated based on a particular
domain auser works) and the system data context (Guptaet al., 2006).

2.5. Trust Based Access Control:

Thetrust based access control isthe method which restricts the accessto any resource according to the trust
computed on any user. Thetrust verification is performed using various parameters and there are number of
trust based methods are presented.

Trust-based access control for collaborative systems [33], claims that the Traditional access control
solutions are inherently inadequate for collaborative systems because they are effective only in situations
where the system knows in advance which users are going to access the resources and what are their access
rights so that they can be predefined by the developers or security administrators, but in collaborative
systemsthe number of usersaswell astheir usage onresourcesisnot static. Targeting collaborative systems,
afine grained, flexible, persistent trust-based model for protecting the access and usage of digital resources
is defined in this paper using radial basis function neural network (RBFNN). RBFNN classifies the users
requesting the resources as trustworthy and non-trustworthy based on their attributes. RBFNN is used for
classification because of its ability to generaize well for even unseen data and non-iterative method employed
initstraining. A proof of concept implementation backed by extensive set of tests on the real data collected
for one such collaborative systems, i.e. Enabling Grids for E-Science grid demonstrated that the design is
sound for collaborative systems where access of resources are provided to large and unknown users with
their variant set of requirements.

In order to exclude these malicious peers, peerstry to compute their own opinion about the others. This
metric should be used in order to determine if a transaction will be performed or not metrics can have
different natures, but are often measured by a single value (number, percentage, Boolean) as acombination
of several measures. For example, the proposed metric in [40] combines a long-term behavior evaluation
(reputation) and a short term one (risk). The reputation is based on a transitive exchange of opinions of a
peer about another one. This reputation evolves slowly in the distributed network. On the contrary, the risk
is areal-time evaluation of agood or bad behavior of a peer answering a protocol request. This evaluation
is useful for detecting a sudden change in the peer’s behavior. PET [40] is particularly interesting because
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it isthefirst attempt to combine in the trustmetric both reputation and risk. Other works, such as[38], build
a trustmetric based on reputation and multiple other factors, such as the number of transactions and the
credibility of feedbacks.

2.6. Task Based Access Control M ethods

The task based methods restricts the user according to the specific task whether the particular process has
the authorization to access the resource.

(Thomas and Sandhu 1993, Thomas and Sandhu 1997) is a dynamic access control method in which
access privilege are not allowed to subjects but rather to works in steps related to the advancement of the
work. This is advisable for automated processes where the events of tasks cross computer limitation,
departmental scope and even organizational scope. In common a task may span different activities that
gpan different network and data set. A work may thus consist of different subtasks that required to be
individually or collectively certified. Also, entry to a given entity may be allowed only after a fraction of
previouswork has been done. (Kang et a. 2001) consders TBAC to be particularly advisablefor distributed
computing and changing information processing events such as workflow authority and agent-based
distributed activity. In the TBAC system, permissions are analysed-in and checked-out in a just-in-time
manner, based on events or tasks.

In[43], the authors introduce Secure Flow, which imposesworkflow authorization constraints on tasks.
It uses an Authorization Template, which is an n-tuple specifying privileges to be granted to a subject of a
given role on an object of a given type during a specified time interval. The permissions are activated based
on tasks. The authors of [47] propose a role-based specification model for collaboration systems based on
requirements of dynamic security policies, with dynamic role management, and especially separation of
duties constraints.

2.7. Team Based Access Control M ethods:

The team based methods are working to restrict the user according to their team and for different teams
there are different access protocols defined.

(Thomas 1997) is an technique of applying role based access regulation in collective scenarios where
an task is best achieved through well formed teams. (Altaiby and Chen 2004) explains a team-based
access control progress model called TMACO04, designed on RBAC. The TMACO04 method efficiently
definesteamwork inthe current world. It permits certain usersto associate ateam based on their available
roles in an institution within constrained contexts and new acceptance to perform the needed work. By
distinguishing permission assignment from context-based, run-time permission activation, TMAC can
be considered an active model of access control. As such, it is able to provide just-in-time permissions
and support to a higher degree the principle of least privilege in comparison to passive security models
( Georgiadis et al. 2001).

TMAC, [36] that addressesthe problem of deploying arole based access control policy in acollaboration
environment. This work is also linked to the Task-Based Authorization Control (TBAC) [19] that was
proposed to highlight the collaboration between users. new privileges are given to user B when user A has
realized atask. Thisideais also present in the TMAC model but it is not central as there is no sequences of
tasks that validate other tasks. Other similar models of policies have been developed after the first paper
about TMAC. For example, in[20, 21, 4], the authors describe a model, OrBAC (Organization based AC),
that introduces the notion of organization. Subjects are seen asroles, operations as activities, and objects as
views. Each organization has its own policy, asin TMAC teams, and the notion of context is exploited to
take into account the dynamicity of the organization policy. All the methods of access restriction protocol
has their own merits and demerits which has to be considered while selecting the restriction method.
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3. ACCESSRESTRICTION IN COLLABORATIVE SYSTEMS

The access control methods in collaborative environment have greater importance and there are number of
access control methods have been described earlier. In any collaborative environment to achieve greater
performance and throughput the access restriction has to be implemented in more efficient manner which
hasto be selected according to the problem notified. Also the solution hasto be more optimal and should be
more strategic for the kind of environment and application.

The Figure 1, shows the block diagram and various methods of access control in collaborative systems.

[ Context | [Profle | [ Context |

t

Access Control Methods m
Collaborative Environment

!

[ Trust ] Team J [ Attribute ]

Figure 1: Block Diagram of Access Control methods

4. COMPARATIVE STUDY

This section analyze and describes the above access control approaches with correspond to different
benchmark that have been studied relevant to the Mauritian healthcare system, as given below.

Fraction of Contexts: Large fraction of contexts allow for admirable granularity of ingress control
but also offer higher intricacy. A healthcare system generally has to furnish for various situations
and also has a large fraction of context data. The appropriate balance between complexity and
granularity is a conclusive factor.

Dynamicity: The headlthcare situation is constantly uncertaining; therefore dynamicity is an critical
feature for any access control approach to be used in such an situation.

Platform and Application Domains. This benchmark is used to regulate the correctness of each
access control approach to application domains and situation where it is implemented. Suitability
for healthcare services can eventually be deduced.

Flexibility and Adaptahility: This benchmark is used to analyze the capability of the access control
approach to acclimate to differing environments. A healthcare system commonly attestant a huge
fraction of varying unforeseen events. Therefore the access control mechanism used should be
malleable and adaptable.

Centralized/Digtributed Management: The objective of thiswork isto ultimately allow datagathering,
storage and usage in the various healthcare organisation of Mauritius and electronic exchange of
such information. Therefore it is important to have distributed management of access control.

Scalahility: A healthcare system annoyed the limit of a single healthcare organisation and even
that of the heathcare assistance as a whole. Thus, the fraction of conditional users of such a
model islikely to be erratic. Consequently, scalability of the access control approach isaimportant
factor.
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» Support for user mobility: Offering for user movement in the access control will change in an
improved system that allows high-preference users, such as doctors, to monitor patient data
from various places in a healthcare organisation, from various organisation and even from
their existing place.

* Security Services provided: The security features provided is another vital factor of an access control
approach in healthcare environment where highly delicate information is maintained and hence
access control information should not be negotiated at any cost.

 Réliability: In a distributed computerized system with a huge fraction of sectors, the failure of one
or more sectors at any instance is inexorable. In a healthcare environment which required to be
always present, the access control mechanism should be eminently reliable in spite of failures of
sectors.

 Performance: However hefty an access control approach may be, user acceptability depends eminently
on thefeedback time of themodel. With the huge volume of information in a healthcare environment,
certain care has to be taken to assure the appropriate relation between the performance and the
other characters of the access control models.

 Authentication Scheme Used: Sincethe categories of users accessing datain a healthcare environment
is eminently varied, a wide range of authentication schemes required to be examined in order to
offer the exact type of entry. Moreover, various authentication schemes may be needed for different
entry levels. The following sections below reveal the analysis of the different entry control schemes
with relation to the above benchmark. (i) Fraction of contexts RBAC makes use of subject/user
data as the only circumstantial information. DRBAC scheme additionally utilizes multiple
circumstantial information to examine the context of various subjects/ users. Context limitations
are used before assigning response to the subject/user. In CBAC access conditions are allocated
dynamically when the circumstance (for example, area, period, role, authentication trust range,
category of data used) varies (DuraiPandian et al., 2006). As CBAC, the PBAC model is eminently
dependent on the circumstance of the environment to monitor dynamic variations. The circumstance
information iscombined into three types: user context (for example, the areaof the user (reachability),
and user’s abilities), resource context (for example, ability of the available resource, and existing
load on the resource) and system context (for example, fraction of usersin reachability of aresource
at agiveninstance (Guptaet al., 2006). TMAC also makes use of different circumstance information,
such as periods, shift, and area, can be considered in shaping access control rules.

The TBAC assumes the time of access, the usage fraction and the executing work in addition to the
subjects, objects and access policies in traditiona access control scheme (Thomas, 1997). (ii) Dynamicity
TheRBAC systemismostly unchangeable asusers are alocated to specific respongbilitiesand thisallocation
can only be changed by the system controller. However, in the eminently dynamic and heterogeneous
system, the entry privileges of an person depend on its credential, circumstance and existing condition,
which are varying. The DRBAC model satisfies these requirements by enhancing dynamicity to role
alocations. However, the extent of dynamicity in DRBAC is not exactly defined (Zhang and Parashar,
2003), as this depends on circumstance sensing and processing ahilities in the application environments.

The CBAC schemeis also considered as a changing one, since various set of rules are applied when the
context varies. It offers dynamic bonding to resources, that is, when the user changes from one domain to
another, various sets of policies will be executed before permitting access to the resource ( Tripathi et al.
2004).

The Table 1, shows the comparison result on various access restriction protocols and shows the team
based access control has greater results.
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Tablel

Comparison of access control methods
Technique Dynamicity  Flexibility Centralized/  Scalability User Throughput ~ Performance
Name Distributed Mobility
RBAC Static Low Centralized Low No High High
DRBAC Dynamic Moderate Mixed Moderate Yes Moderate Moderate
TBAC Dynamic High Distributed  High No High -
TMAC Dynamic High Mixed High No High -

5. CONCLUSION

In this paper, we discussed adetailed review on various methods of access restrictions prescribed by different
authors. Each restriction protocolshastheir own advantages and disadvantagesin different factors of access
control protocol for collaborative environment. Still the attribute based approaches has more throughput
and performance than other methods.
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