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Extended Formalization of the Descrip-
tion of Networks and Network Conflicts

DenisGennad’yevich Plotnikov* Yury Nikolaevich Guzev* Yury K onstantinovich Y azov* Elena
Nikolaevna Ponomarenko* and Vera Nikolayevna K ostrova*

Abstract : We propose an extended formalization of the description of networks, taking into account the
weights of vertices and edges, as well as the value of thefiller, circulating in the network. The set of network
metrics is expanded on the basis of weighing the vertices and arcs, as wdl as calculating the potential of the
network. The criteria for the network conflict assessment are substantiated based on the analysis of the
dynamics of the network potential, taking into account the capacity of the filler stored and processed at the
vertices, as well as the carrying capacity of the arcs transporting the filler. The possible strategies and tactics
of the network conflict resolution are considered. We suggest devel oping the proposed evaluations and methods
for the case of virus attacks in the conditions of network confrontation.
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1. INTRODUCTION

The modern information space is inconceivable without network structures [16-20]. Their extensive
dissemination hasfound itsapplication inthe socia [38] and other networks, which have becomethe subject of
comprehensive study. | n particular, the anaytical expressions have been obtained for the network metricssuch as
the distribution of degrees, cohesion and diameter, the clustering coefficient and others. In addition, there have
beenidentified and studied the Poisson [8-10], exponential [12], scaleless[4, 15] networksand the networks of
the“small worlds’ type[39-40]. A particular attention hasbeen paid to the epidemic resistance of these networks
[23-34]. The paradigmatic models of theanalog nature have beenthe basis of thisanalysis. At the sametime, some
discrete models[36] have appeared, more adequately describing such processes.

However, the confrontation observed in the network structuresis by no meanslimited to mutual virus
attacks and subsequent epidemics. Of thetheoretical and practica interest isthe study of strategiesand tactics
of this process, which has now acquired aglobal character, so that some analysts have started to talk even
about “network wars’.

Therefore, inthe present paper weattempt to formalize the network confrontation. Inthisconnection, it is
desirable not only to describe the networksfrom the viewpoint of topology, asthis hasbeen done hitherto [16-20],
but also to takeinto account thefiller circulating inthem. Theformalization of the network conflicts, taking into
account thedynamicsof the potentia of the parties, also appearsto bequite important.

Topological definition of a network

Oftentimes, the network structuresare described by topological means. For example, to describe networks,
two digoint sets can beidentified, so that the elements of one of them are interconnected viathe elements of
another accordingto acertainlaw [1-3,5-7, 11, 13-14, 22]. In particular, this could bea set of variablesand aset
of functionals, which establish relationship between the variables of the mathematical mode of the syssem under
study. Inthetheory of electronic networks, such setsare, for example, the set of node potentials and the set of
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transmissions fromanode of the circuit to another node[1-3, 5-7, 11, 13-14, 22]. The st of the elements being
connected iscaled the set of vertices, whereasthe set of connecting elementsis caled the set of edges.
Therefore, to defineanetwork topologically, one should define the setsof verticesand edges(Table 1), as

well asalaw (predicate), establishing the mutua belonging (incidence) of theelementsof the sets. It isconsdered
that topologically anetwork

G = G(X,A,T) @
isdefined, if there are givenanonempty set of vertices X = &, adigoint withit set of edgesA(ANn X =) and a
predicate (incidentor) I".

Table 1. Thekindsof verticesand edgesfor thetypes of networks.

Network type Network vertices Network edges
1 2 3
Electrical network Electric power plantsand electric Electric power lines
subgtations
Gastransmission network Gasfieldsand storages, gaspumping Gaspipdinesand logigtics of sea
gations, gas-illing hubs trangportation of liquefied natura gas
Oil-transportation network Qil fields and storages, oil pumping QOil pipelinesand logisticsof sea
gations, ail-filling hubs transportation of ol
Internet Computers Cable and wireless channels of
communication
Cdlular networks Céllular phone, base stations of Wireless channels
the network
Railroad networks Railroad gtations Trainroutes
Retall networks Supermarkets, shops, retail outlets, Logigticsof theretail articlesdelivery
onlinestores
Citation networks Papers Quotations
Neura networks Neuron Synapse
Wholesde trade networks Wholesde warehouses Logigticsof the merchandise delivery
Exchangetrade networks Brokeragefirmsand clients Communication channelsfor bidders
Socid networks Users, portal, websites, blogs, accounts Requestsfor content
and soon
Pogta networks Post offices, centersof postal service Routes of mail transportation

Usually, I" isatriadic predicate [41], i.e. a predicate defined on all ordered triplesx;, X and a,, for which

X X € Xanda, e A.Analyticdly, the predicateisdescribed [41] by alogical statement of thefollowing type:
(X, &, X), )

which meansthat edge a, joinsthe verticesx and X Theverticesx and X are called incident, whereasthe edge
a,, incident to these vertices.

Geometrically, anetwork isusualy represented by agraph, i.e. acollection of points, whicharein one-to-one
correspondence with theelements of the set of vertices X, and thelines connecting them, whicharein one-to-one
correspondence with the elements of the set of edgesA.



Extended Formalization of the Descrip-tion of Networksand Network Conflicts

323

Elementsand partsof the network topology

Onthe basis of the definition (1) of anetwork, for each element a, e A thereholds[41] one and only one of

thefollowing statements.

3% % =% & T (6,8, %) & T (%, &, %)|; 3
Ix[T (%, ., x)|; 4
3x%;[% =X & T (%, 8, %) & T (,a,%)]; (5)

Table 2. Theweightsof verticesand edgesfor varioustypesof networks.

Network type Weights of the network vertices

Weights of the network edges

1 2 3
Electrical network Volume of the generated or accumulated L ossesinthetransmission of
electrical energy electrical energy
Gastransmissonnetwork  Volume of theextracted and accumulated Carrying capecity of thegas
ges pipeline, tonnage of theliquefied
gastanker
Qil-transportation network  \/olume of the extracted and accumulated oil Carrying capacity of the oil

pipeling, tonnage of thetanker

Internet Volumeand value of the generated content Capecity of theinternet-
connection
Cdlular networks Personal data of subscriber Availability andreliahility of the
communication channel

Railroad networks Volume of the accommodated trains

Freight traffic rate of the moving

trans
Retall networks Volume of revenuefor eachdlement of the  Commodiity circulationaong the
network supply chains
Citation networks Authorship and theamount of informeation Citedness of the source
Neura networks State of the neuron Speed of response
Wholesdetrade networks  Volume of accumulated and sold batchesof  Volume of goods supplied along
goods the network edges
Exchangetrade networks Exchangeratesand share prices, stock Volume of trade over the
exchangesindices communication channels
Socid networks Quantity of usersand network resources | ntensity of requesting the
resources

Thelogicd statements(3) - (5) alow classfying edges astheoriented (directed) edges, arcs(3), loops (4)
and non-oriented (non-directed) edges, links (5). Itisappropriate to notethat, in anumber of practical cases(we
have in mind unistor graphs), thelinks are represented, according to the statement (5), by an aggregate of two
(merged into one) arcs. In studying such properties of thenetwork that do not depend onthe directionof itsarcs,
it isconvenient to usethe predicate

(%, 80%) < D%, a.%) VI, a,x),
whichiscdled asemi-incidentor; it isapplied inthe socia networks.
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Inthe description of physica networks, aweight 5(a,) correspondsto each edge, whichiscalled the weight
of the edge a, and whichisequa to aspecific physical quantity (Table 2).

Asfor thenetwork vertices, they areoften identified with the variablesthat describe the state of the object.
For example, in solving anumber of technical problems (generalized signal graph), the concept of aweighted
vertex (weight of the vertex) is used, which can beinterpreted asthe weight of theloop, incident to the givenvertex.

Asthekindsof dementsinthe network, we may distinguish chainsand cycles. By achain we mean asequence

XX 8%, Xy_4 8y Xy, Of the elements of agraph, for whichthestatement & /'T'(x, a ., X;,,) istrue. Acycle
isaclosed chain x,= X,

Such elements of graphs as path and loop play avery important role inthe description of networkswiththe
help of graphs. A path Pon fromthe vertex x, to the vertex x isafinite chain x @, X; a, X,...Xy_; ay Xy, for

whichthestatement &7 T'(X, & ., X;,,) istrue

Asaqualitative characteristics of the path P, one uses such concepts asthe path length I (P) and the path
weight 5(P).

The number of edgesthat formthe pathiscalled thelength of the path. For the path x,a,x,a,%,... X\ _; @y Xy
itslength I(PQN) =N. Theweight of the path can be defined asthe product of weights of the edgesthat formit; for
the path above, the weight

8(Pyy) = 1]3(a).

A path may befinite or infinite; it iscalled smpleif no edge occursinit twice. The path B, in which none of the
vertices occurstwice, iscaled elementary. Inthe description of a network, simple elementary paths are usually
used. Therefore, for brevity, the“path” termwill refer, inwhat follows, to asmple elementary path.

A closed pathiscalled acontour L, for the contour x, = X Thedefinitionsof thelength (L) and the weight
d(L) of the contour are analogous to the corresponding definitions, formulated abovefor apath. A contour L is
caled simple, if all itsedges aredifferent, or composite (complex), otherwise. The contour L iscdled elementary,
if all itsverticesare different.

To describethe properties of anetwork, the elementary contours are applied, which in the sequel will be
called just contours. For such contours, asfor the paths (excluding theinitial and end vertices), the Satement istrue
that each vertex isincident to two arcs, whilefor oneof themit isthe end vertex, whereasfor the other, theinitia
one, i.e.

vx €L[s"(x) = s(x)=1],
Vx €eP&i=0&1=N[s"(x) = si(x)=1],
wheres*(x') isthe number of arcs, issuing fromthe vertex X ;S (%) isthe number of arcs, entering the vertex x
(degree of thevertex) [22].
Treesand pre-treesarethe elementsof graphswhich arerather widely used in practice. A treeisagraph, not

containing cycles. Theedges, complementing atree, are called chords. A pre-tree T isatree, inwhich each vertex
(withthe exception of one of them, X, called aroot of the pre-tree) istheend one only for asingle arc, i. e.

Vx €T[s"(x) = 1&i=0].
Theweight of apre-treeis defined asthe product of theweightsof dl arcsincluded init.

To describe graphs, one often usesthe notion of ak-tree; ak-tree (k-pre-tree) istheunion of k non-touching
trees (pre-trees); theweight of ak-tree (k-pre-tree) isequal to the product of the weightsof all the constituent
trees(pre-trees). A dud to thenotion of ak-treeisthenotion of ak-chord, whichisacollection of k non-touching
chordsof atree (pre-tree). A particular case of pre-treeisastar, acollection of ample pathswithacommon end
or initid vertex; thisvertex will be called the center x_of the star. If the center of thestar Sistheinitial vertex of the
pathsP,;, i.e.
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S = &LR,,

wheremisthe number of pathsthat formthestar S, then such star will be called divergent. Otherwise, if the center
of the star Sisthe end vertex of the paths P that congtitute S, i.e.

S=&LP.,
then the star will be called convergent. Besides, wewill call astar smple, if every its path hasthelength equal to
one.
A characterigtic feature of the sar isthat, to any vertex that isnot thestar center, only one outgoing and one

incoming arc areincident.
Star matrix of the network

To describe graphs, the matrices of neighborliness (adjacency), sectionsand contoursareused. However, a
shortcoming of these matricesisthat they reflect only the presence or absence of incidence between the vertices
and edgesand do not takeinto account the weights of the edges, which are oftentimes assigned to each of these
eementsin describing red objects (inparticular, networks). Inthisregard, one should consider to be more convenient
the matrix S, the elementsof which are determined by thefollowing relations:

F(Xi, a]'j’ XJ) - Hjj = 8(8”) ;
(X &0 X) = 1y = 8(8y) ;
wherei, j, k=1(1)n;G(X, A, I') isthe unigraph, described by the matrix S; X={x,, X,,..., X } .

Let uscall Sthe star matrix of the network. It iseasy to notice that Sisasgquare matrix of the dimension
nxn. Moreover, the diagond elements of the star matrix correspond to theweights of the loops a,, at the nodesx,
whereasthe non-diagonal elements, Stuated at theintersection of thej-th row and the k-th column, correspond to
theweightsof thearcs Ay connecting the vertex X, withthe vertex X. Inthe general case, therow j (Figurel) of
thematrix S containsthe weightsof theloop and the arcsentering the vertex j:

i1 M i M Hin
Fig. 1. Therow j of the star matrix of the network.

Tothisrow, there corresponds aconvergent smplestar withaloop at its center X (Figure 2a). Therefore, the
method of constructing the network graph can be reduced to asequence of construction of convergent simplegars
and loopsat each node withtheir subsequent uniting. Similarly, inthe genera case, to the k-th column (Figure 3) of
thematrix S, there corresponds adivergent smple star withaloop at itscenter x, (Figure 2b).

# Higk
x “.” .r'ljrl. {f]— X [ @
t} bﬂ 1k Flapy .ﬂ-
Hik M
X
a) i by
Fig. 2. The parts of the network graph, corresponding to a row (a) and a column (b) of the S-matrix.
Mk
Mg
Mk
Mk

Fig. 3. The k-th column of the star matrix of the network.
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Hence, any digraph of the network can be constructed by uniting thedivergent smple starsand loops, formed
for each of itsvertex separately.

Anexampleof astar matrix can be thematrix, constructed for the graph (Figure 4).

Fig. 4. An example of a network digraph.

The givenexampletestifiesto thesmplicity of forming the star matrix. An advantage of the matrix Sisaso its
conformity with the system of homogeneouslinear equationsof the network

>_oaX =0,i=1(1)n ©)
j=1
or, inthematrix form, SX =0,

X

where X = isthe vector of gate variables of thenetwork vertices.

X
Among the meritsof the matrix Sisitsconvenience for theformation of the contour and tree subgraphs,
necessary inthe cdculation of symmetrical and non-symmetrical agebraic complements of thedeterminants of the
described linear sysems[22].

Fillersof thenetworks

No matter how diverse[23-35] the networksare, they are characterized by the presence of filler (Table 3). It
isthisfiller that is collected and processed at the vertices (nodes) of the network and transported along itsedges.

The concentration and transfer of thefiller isthe main function of any network, fromdectronicto the biological
ones. The nodes and transfer channels are necessarily adapted to the network type, i.e., to the kind of itsfiller
(Table 3). Thisfiller isusualy stored, processed and filtered at the network vertices. The processing of thefiller is
diverse. Clearly, theblock diagram of theimplementing it network node (Figure5) only generaly reflectsthe set of
itsoperators(in practice, it may be shorter and more detailed). For example, intheoil transport networks, anew
oil product, gasoline, can be obtained from ail.

. Waste bin Storage of the Storage of the E
i obtained filler generated filler ;
! :
: [ H
i N ; :
Incoming Inpur filver Block uiqﬂ:':m]élkr Exit filier Omigoing arcs .
- proCessing :

Lo o o e o e M S R RN MRS RN NN MRS RN NN M M R MR MR NN M W MR RN M N S M M S M M S N N M N MM M M M

Fig. 5. Generalized block diagram of the node (vertex) of the network, taking into account the processing of its filler.
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In the gastransmission networks, the processing may include producing LNG for its subsequent loading
through theterminal to tankers. Inthe banking networks, the carrier may undergo acurrency conversion, etc.
However, regardlessof theform, thefiller isnecessarily present in each network, asthe blood in any living organiam.

In the above context, the definition of a network will require not only specifying itsgraph G (1), but also
clarifying theissueof the network filler I. Thus, it ispossbleto defineanetwork N by setting thegraph defining its
topology and thefiller flowscirculating over itsstructure

N, = N, (1,6), ()
wherel isthe st of filler flows; G isthestructure (topology) of the network, defined by agraph or its matrix.

In(7), thenetwork hasalessabstract than in (1) representation, because not only the nature of connections
of itsverticesistaken into account, but also the parameters of thefiller transmitted along itsedges. Thisisthe
fundamental distinctive feature of the definition of network proposedin (7).

Table 3. Kindsof filler accordingtothe network type.

Network type Filler of the network
1 2
Electrica network Electric current
Gastransmission network Natural gas
Qil transportation network Qail
Internet I nternet-content
Wireless network Radio-sgnd
Railroad networks Cargo and passengers
Trade network Commodities
Neura network Neura impulse
Socid network Socid information
Spider'snet Vibrationsignd
Exchangetrade networks Quotations
Network of military bases Arms, military personnel, ammunition
Blood circulatory system Venousand arterial blood
Bank network Money
Subway network Trainswiththe subway passengers

It should be noted that | and G aredigoint (I N G = &) sets, but, obvioudy, between their ements should
exist some one-to-one correspondences of routing (which flow, along which edge and to which vertex goes).

Fromthisperspective, thelast expresson (7) will assumetheform

Ny = Ni(I,G M), 8)
where M isthe predicate (schedule) of routing theflows | inthe structure G

The obtained expression (8), combined with (1), should be considered asthe most complete definition of a
network, taking into account itstopology G andfiller 1, aswell astherouting M of thefiller initsstructure.

In addition, it should be noted that all setslisted in(8) are functionsof thetime, after whichthe carrier flows
and their routes may change and even the network topology may change. The schedule M isresponsible for their
synchronization. A typical example of thisissocia networks[23-35], pulsating with their connections, the number
of users, popularity of contents, etc. Incontrast to the corporate networks, theschedule M hasan obviousstochastic
character.
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The development of topological variety of networksisgeneraly related to the structureswith theinformation
filler [23-35].

A fundamentdly different ideafromall of the aboveisaproposa to introduceafiller matrix (Figure6), which
takesinto account not only the topology of the storage and transfer of filler, but also the parameters of these
operationsfromtheviewpoint of thefiller. The elementsof thismeatrix are obvioudy functionsof time, so it can help
to monitor the dynamics of the network. At the sametime, the elements of the matrix (Figure 6) offer the prospect
of weighing the components (vertices and edges) of the network, whichisquite essential for the description of
heterogeneous networks, which formthe basis of modern information, economic and other spaces of theworld
order.

To consider thefeaturesof thefiller matrix, we mark in Figure 7 arbitrary verticesx and X, aswell asthearcs
ay and ay which connect them.

] k

i | | Faly) | — | Faay)

mer- || L]

k | o | Fylag) | +— | Fy(x)

Fig. 6. Filler matrix of the network, where = '.:il = oF /ot

Aswe can see (Figure 6), the matrix ||, ()ﬁ )|| retains all the propertiesof the network topology, reflected in
thestar matrix (Figure 7). Theonly differenceisthat itscellscontain the parametersof thefiller: inthe diagonal cells,
the parametersof thefiller stored in the network vertices, whereasin the non-diagonal elements, the carrying
capacity of thefiller circulating through the corresponding arcs of the network.

X3 X X3 X

a4 0 0 0 X3
G = s 0 0 dg | Xz
0 {a; | 00 |x,
0 0 HE 0 Xa

Fig. 7. Star matrix of the network.

Metricsof theweighted networks

Using unweighted graphs[21-22] significantly limitsthe possibilities of adequate description of network
gructures. Thisshortcoming isespecialy manifested inaddressing the problemsof the network security assessment
taskswheretherisk analysisincludes an assessment of potential damage. Without theweighing () of the vertices
and edgesof the network graph, it isvirtudly impossible. Weintroducethe necessary notation: V[ .] istheoperation
of weighing thefiller volume; CI.] isthe operation of weighing thevalue of the unit volume of thefiller; P_ [ ] isthe
operation of weighing the network potential or its element with respect to thefiller; F, isthenetwork filler; R [.]
isthe operation of weighing thereal filling of the network or itselement; Net isthe network; F,, . - isthefiller

il(in)
entering the network; F”(out) isthefiller coming out of the network.
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The question arises: what and how to weigh?Here the most important factor isthe network filler. Itsvolume
accumulated at avertex or transported along an arc becomestheresult of weighing. Thus, the concept of carrying
capacity hasstarted to be used for the network arcs; this concept refersto the maximum possible volume of filler
transmitted along the arc per unit time. Obvioudly, thisisan extreme (potentid) assessment, which determines
the potential of thearc. Similarly, for anetwork vertex, it ispossible to find the maximum admissible volume

PolXi] = max{8(x)}=max{V[F, (x)I}, ©)
the maximum of itsweight with respect to'V, thefiller volume, stored at the vertex x.. Inturn, the potential of a
network arcis

p (10)
the maximum of the (time) derivative of thevolumeV of thefiller, pumped throughthearc -
Inactual circulation of thefiller over the network, theinstant values of weightsof itsverticesand edges are
subgtantidly different fromtheir potentids. Heresome averaged (over theperiod of sudy) estimationsare appropriate.
However, itisnot soimportant whether the average or extreme estimationisrealized. It isimportant to find the
potential of the network asasort of integral (with regard to thelimiting filling) characterigtic. To do this, one should
find thetota weight of all verticesof the network

OVIF, (ay)]
Pot [8 ] = max{5(a,)}= max { }

PIX] = D_Pulx;] (1)

and llitsarcs p,IA] = 2 Fulayd: (12)
From (11) and (12), it ispossibleto propose thefollowing potential metric of the network

P [Net] = P_[X] x P_[A]. (13

For anon-weighted network, wheretheweights of the vertex and the arc areidentical, we have
P, [Net] = N xM,
where N isthe number of verticesand M isthe number of arcsin the networks.

These estimatesdo not take into account the most important (intermsof safety) parameter. Thisisthevaue
of the unit volume of thefiller, which, generally speaking, hasitsown vauefor each vertex and arc of the network.
Inthiscontext, the expressions (9) and (10) taketheform

I:)ot[xi 1= maX{C[Fn(Xi)]V[Fn(Xi)]} 149
OVIF, (a,
ad 2] = e R 1 @)

Inthe case of immensity of the problem, itssmplification ispossble dueto categorizing the network elements.
S0, for inhomogeneous networks, alayer-by-layer consideration is possible, wherethe layer isformed by the
degree of the vertices. Thevaue of thefiller can be congdered roughly equal and then the expression (13), which
takesinto account (14) and (15), issubstantially simplified.

At thesametime, thereal content of the network isof practica interest

PolNet] = Py [X] X Py[A], (16)
where PLIX] = S {CIR 01V IR ()1},
OVIF, (@,

Pea[A] = ZC[FH (ajk)] ot (17)

aswdll asthe maximum admissiblefilling of the smplest piece of the network (two vertices connected by anarc),
fromacollection of whichthe network itself isformed.
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Beddes, it ispossibleto find the balance of the network filler

Pea [N€t] = Py [Fyin] — PealFioul» (18)
whichis, obviously, afunction of time. Intheinformation-telecommunication networks, F; isthe content.

Formalization of the strategiesof network confrontation

A network [22] isasystem (structure-parametric) formation
Net (X, A, F,) (19)
ontheset of vertices (concentrators) X, thedigoint withit set A of arcs(transporters) X N A=, thefiller F,,
whichcirculates, isaccumulated and processed inthe given network N,.
Accordingly, it ispossibleto evauate the network capabilitiesthrough the cardindlity of the above sets|X| and
|A]. Inparticular, the structura potentia of the network (19) can be defined asfollows:
Pt (X, A) = XA (20)
Oneof thegtrategiesof network confrontationisto limit thestructural capahilities of the enemy network. This
approach can beimplementedintwo ways. Fir st, one canimpede the development of the network structureand
its potential, when one seeksto reduce the positive derivative of the growth of powersof the setsof concentrators
and network transporters

alnlxliandalnlAll.
ot ot
For example, with regard to the European energy supply, therestrictions have been introduced to the Russian

gastransmission network, concerning building the“ South Stream” and developing the* Nord Stream’”.

Without any doubt, these decisions of the European Union were lobbied by the playersinterested in the
development in Europe of their energy networksand weakening of Europe's dependence on the energy resources
produced inRussa A key player intheimplementation of thisstrategy isthe United States, under the pressurefrom
which Bulgariahasrefused to allow the* South Stream” gas pipeline passing throughitsterritory.

It should be noted that dl these alternatives have arisen because of problemswith the gas pipeline passing
through Ukraine to Europe, which serves as an illustration of implementation of the second strategy of the
network confrontation. Thething isthat it isalso possbleto reduce the potential of the enemy network by means
of attacking the stem (with the highest carrying capacity) transporters A, ,, whichleadsto reducing thefiller flow

é’llﬂlFi.(AM)Il
ot
dueto variousreasons. For Ukraine, these are political factorsand itseconomic difficulties, leading to “extortion
by the pipe’ . The unauthorized gastakeoff, violationsof the contractua obligations, and aso extortion of money
fromthe European Union to pay for gasare observed there.

The Ukrainian center of political instability, organized by the United States, in the absence of alternative
network capacity to supply gasto Europe, remainsasignificant obstacle to establishing normal economic Russian-
Europeanreations.

It isappropriate to notethat such crisis phenomena have amulti-network character. Under the pretext of
“exporting democracy”, the Ukrainian coup in 2014 was carried out in the context of the dogan“ Ukraineis not
Russia’, which contained a seed of severance of thecritical network linkswith the Russan Federation. Asthe
subsequent eventsshowed, theseties started to be cut with respect to the military-industrial complex, transport
and information communication, where the potentia (20) of the network cooperation of the countries significantly
diminishes

0InP,(X,A)

ot b
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The attack onthe network may also be carried out by reducing the value of itsfiller. In fact, inthisway the
potential of the network (16) - (17) diminishes. Such an operation was carried out by the United Statesand Saudi
Arabiaby causngto fdl theoil pricesand thusundermining the economy of the USSR in thelate twentieth century.

Thethird strategy should be especially mentioned, whennot so much the sructura *sequesters’ areimposed
onthe network but thefilling of the network isrestricted. Inrelation to Russig, thisattack iscarried out by means
of sanctions, restricting theinflux into the domestic network structures of thefiller intheformof credit resources,
advanced technologiesand investments.

Recdl that these sanctionswereimposed under the pretext of settling the Ukrainiancrisis, that is Ukrainewas
used asatool inthe network war against Russa.

Today, the most important task of the manufacturer isnot so much to maketheproduct, but to sdll it. Eventhe
consumer society, formed by theWesterncivilization, cannot helpinsolving thisproblemwithout additional measures
In connectionwiththis, atruenetwork economic war hasstarted in the globa economic space.

The statesthat aretheleading producers seek to expand their trade networksto the new economic spaces,
restricting the access of their competitorsto these markets. For example, the USA is preparing a project of
market integration with Europe. They intend to implement something similar intheAsia-Pacific region, driving
Chinaout of thismarket. Creating the most favored regimefor its own multinational companies, obviously
having anetwork structure, such aliancesprovide an opportunity for therapid development of their networks
and prevent asimilar development of the network economy of the countrieswhich are not themembers of these
unions. Infact, these are the measures of economic globalization of the world and getting more opportunitiesto
control the planet through the control over the markets of the North-Atlantic and Asia-Pacific areas primarily in
theinterestsof the United States.

Thisisthefourth strategy of the network confrontation, when one network triesto increaseits potential
0 In Pot, (X, A)
Bt T. (21)
At thesametime, there are created the conditionsfor the other network
0 In Pot, (X, A) |

ot
which reducesitspotentia. These conditions may concern the restrictions on the movement of goodsand so on.

Criteriafor evaluation of network conflict, takinginto account the metrics of the weighted networks

To classify conflicts, the modern conflict studies usethedynamics of efficienciesE, and E, of the conflicting

parties on the basis of the differential sensitivity [37] in theform of 6%E . Firgt, correct assessment of the
1

effectiveness of the network isvery difficult. Second, the most objective aretherdative rather than differential
assessments, i.e. one should calculate the relative sensitivities of the analyzed parameters of the conflicting
networks. Thisis confirmed by the fact that, for the same absolute deviations of efficiency, the advantage in
relative termsbelongsto the party with thelesser current value of efficiency. Let ustry to correct thisshortcoming
inthe conflict assessments.

Supposethat the metricsof some conflicting networksNet, and Net, areknown; inparticular, their potentials
P, [Net,] and P, [Net,] have beenevaluated. Assuming that the confrontationisaimed at changing the capabilities
of the conflicting parties, let usassessthe conflict according to theseextreme estimates. Inthedifferential form, the
assessment criterionwill bethefollowing
ORy[Net,]
= or,INet,]
However, as hasbeen shown above, thisassessment (13) does not quite satisfy the researcher. So we move
ontothereative senstivity

(22)
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dInP,[Net,] 9 InP,[Net,]/dt

= DInP,[Net,]  olnP,[Net,]/dt’ (23)
where, taking into account the metricsonthe set of verticesP_[X] and P_[A] of the network, we have
_ o In P, [X,]/ot _ o InP,[A,]/ot _ (22)
dInP[X,]/ot  dInP,[A,]/0t
_ { VI .ll(a,k)]}
Intheexpression (24) wehave P_[X,] = Zmax C[F, (ajk)]— (25)

wherethe operators C[.] and V[.] respectively amthevalue and the volume of thefiller F, inthe elements
(verticesx; and arcs a].k) of the network Net,. The expressions analogous to (25) can be written also for the
second network Net,,

PalX5] = Zmax{C[ ,|2(X,)] V] .|2(>§)]};

p i = Somasfot, a0 2

Intheexpressons(25) and (26), thesummatlon isperformed over the entire set of verticesand arcsof each
network separately.

Inthe case, whenthe confrontation aimsat changing thereal parametersof the networks, it isappropriate to
asessthe conflict according to thefollowing criterion

K = OINRLIXJ/0t  9InRy[A 0t 2
dINR[X,]/0t  dInR[A,]/at

wheretheoperator R, [ ] realizesweighing of thereal (not extremd) filler in the elements of the network Net,

(26)

PLIX,] = Z{C[ R, OO1 VIR, (001} (29)
ov [Fill (@)l
P_IA)] = ZC[ R, (@] ———— (29)
and the network Net, PIX,] = Z{C[ R, 001V [R, ()]} (30)
I:'I jk
PLlA,] = ZC[ 2(a ,k)]%- (31)

As can be seen, the expressions (28) and (29) dlffer fromtheexpressions (25) and (26) by the absence of
searching the maximum admissible values.

I n each specific case of confrontation, aconflict can beclassified by the values of K, determined by the above
expressions (24) —(29).

Asfor measuring the depth p of the conflict, thefollowing analytical assessmentscan be offered. In particular,
we havefor the set of vertices

p[X] = [(oP, [X ]/ot—oP, [X,])/et|. (30)
Correspondingly, for the set of arcswe canwrite
p[A] = |(oP [A])/ot—0oP, [A,])/ct]. (3D

Expressions (30) and (31) reflect the relative dynamics of confrontation between Net, and Net, inthe context
of expansion (contraction) of red possibilitiesof the concentrators (30) and thetransporters (31) of thefiller.
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For the extremal assessments (inthe context of the strugglejust for them), it ispossibleto obtain similar
expressons.
p[X] = (6P, [X ])/ot—0oP  [X, Dot ; (32
p[A] = (0P, [A])/ot—0oP  [A])et];
Accordingly, for theintegral assessment of thedepth of the conflict, one canwrite
p[Net] = |(oP,, [Net,])/ot —— 0P, [Net])/ot]. (33)
In conclusion, it should be noted that the obtained expressons (24) - (33), aswel asother characterigtics of
the conflict, arefunctionsof timeand must be calculated separately for each specific Stuation of confrontation.

2. CONCLUS ONAND THEDEVELOPMENT DIRECTION

The obtained above mathematical models may be useful for describing the distributed systems [22] and
similar network structureswhich conflict in space[21]. One of theformsof their confrontationis mutual virus
attacks. Theepidemicsarising inthis case cause sgnificant damageto the opponent. Therefore, intermsof further
development of thisresearchwork, it isexpedient to examine the dynamicsof the potentials of the opposing sides
in case of failure of the eementsunder virus attacks.

For example, for homogeneous networks, their potential, based on theresults of thispaper, can be estimated
initialy asfollows

P [Net] = E[X]Z,

wherekisthe degree of the network vertices, |X|isthe number of the network vertices;

Taking into account the number |X ;| of the vertices, destroyed by the virus, the relative dynamics of the
network potentia will be

k
ap, L XI=MRDT
BTk, N
ot E | X |2
Xel
X
To assessthe conflict at the considered stage, it is appropriate to compare the relative deviations of the
conflicting party potentids

whereNX = isthe epidemic resistance[ 36] of the network verticesduring avirus attack on the network.

AI:)otl AI:)ot2
P P

otl ot 2

= (Nyp =Ny )(Nyp + Ny),

whereN, , and N, , arethe corresponding epidemic resistances of the mutually attacked sides of the conflict.

The presented expressionsshow that it isthe party with alarger epidemic resistance, i.e. withasmaller N,
that hasan advantage.

The development of such estimatesisof real practical and theoretical interest for further studies of network
confrontation with the usage of virus attacks.
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