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An Enhanced Approach towards
Detection of Malicious PDF Files

Gurjeet Singh* Sanjay Madan** Rakesh Kumar Sehgal*** Neeraj Sharma****

Abstract : Malicious PDF files are of grave concern as they pose a serious threat to system security in terms
of confidentiality, integrity and availability. Social engineering techniquesaregenerally preferred by the attackers
to prompt users for accessing malicious PDF files. The available antivirus mostly lags a step behind the
attackers and fails to detect such files. In this paper, a Machine-learning model based framework has been
proposed through segregating the features for classification to detect malicious PDF files. The features, which
are used to create malicious PDF files, areidentified and a modd is built based on these features to classify the
PDF files as Benign or Malicious.
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1. INTRODUCTION

The cyber-attacks have beenincreased rapidly fromthelast decade and the objectives of these attacks areto
sted confidentid informeation, monitoring and spying of theinformation fromthetargeted systems Amongthelarge
attack surface inthe system, the PDF files are one of the source of infection in the system. The PDF filesare
vulnerable dueto their structure and several attacks are observedin which PDF vulnerabilitiesare exploited. The
malicious PDFfilesare hosted onthe web for luring usersto open themusing social engineering techniques|[1]. E-
mailsarecommonly used for exchange of Digital Datatherefore, Emails containing maliciousfilesas attachments
becomethe attack vector for the attackers. The prevention measureslike Firewdls, antivirus, intruson detection
sygem(IDS) [2], Intrusonprevention system (1PS) [ 3] etc. areunableto detect atacksinwhich browser vulnerability
isexploited whenuser opensthe malicious pdf filesinthe browser [4]. Attachment of executablefilesare prevented
inmogt of the email serversbut non-executable (PDF or M S office) files are asdangerous as executablefilesand
they arebeing used in cyber attacks. Most of the users consider non-executablefiles safer than the executablefiles
and they do not think twicebefore they openthesefiles. Attackerstake advantage of thisand use non- executable
filesasattack vector for cyber attacks.

1.1. PDFFileSructure

Portable Document File (PDF) [5] fileisthe collection of objectsinterconnected to each other. APDFfilecan
contain simple text, images, multimedia elements, JavaScript etc. Thereare four basic partsinthe PDFfile[6]:
objects, filestructure, content streamand document structure.

» Objects: Objectscan bedirect objectsthat do not have any reference number and indirect objects,
which are referenced by number. Table 1 showsthe 8 typesof PDF objects.
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Tablel. PDF Objects

Object Description

Boolean trueor falsevaues

Numeric redl or integer number

String anarrangement of literal charactersenclosed by () or hexadecimal information enclosed
by <>

Name A sequence of characters starting with/

Array sequence of objectsenclosed by [ ]

Dictionary A sequence of pairs of akeyword (name object) and avalue ( Boolean, numeric, an
array or another keyword) enclosed by << >>

Stream agpecid dictionary objectsenclosed by keywordsstreamand end stream used to store
sreamdata

Null Empty object

» FileSructure: Thefilestructuretellshow the objects are updated and accessed inside the PDFfile.
Table 2 showsthe PDFfile compositionwith its components.

Table 2. PDF File Structure Components.

Structure Description
Header givesinformation about the verson of thefile
Body main portion of file which containsall the PDF objects
Cross-referencetable givesinformation about every indirect object inthefile
Traler givesinformation about root object and number of revisons of thefile

» Content Sreams: Theseare sreamobjects, which give the information about the physica appearance

of the page.

Fig. 1. PDF file structure.
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» Document gructure: It definesthe structure of the pdf i.e. how objectsare used inthefileand hierarchy
of the objects. Catalog object isthe main object inthe hierarchy whichis represented by adictionary and
itsposition can belocated inthetrailer under the/Root name object. Fig 1 showsthestructure of smple
PDFfile.

1.2. Possible attacksvia PDF File

» JavaScript Codeattack : A PDFfile can contain JavaScript codefor 3D content, caculations and form
vdidation. The presence of /JS keyword isthe indication of JavaScript codeinthe PDFfile. Mdicious
JavaScript Code can be injected by attacker in the PDF filein order to exploit the vulnerability of PDF
reading applications and the browser’s pdf executer.

» Embedded filesattack : APDFfile contain attached filessuch asSWF, EXE, HTML, XLSX, Microsoft
office or even PDF files. These files can be used to hide malicious executables by exploiting their
vulnerahilities.

» Form Submission and URL attack : ThereisprovisoninAdobereader for submitting PDFformfrom
the client sideto the server side[7]. A number of file formats can be used for thispurpose. Default file
Forms DataFormat (FDF) isgenerated by theAdobe reader, which isused to send datato the specified
URL and then reply, comes back to client’s web browser. An attack can be made by requesting to a
maliciouswebsitethat will be opened on the client’s web browser automatically and which can easily
exploit the vulnerabilitiesof theweb browser.

Theremaining sectionsof the paper areorganized asfollows. Insection|1, related work for the detection of
maliciousfilesisdiscussed. Section |11 describesthe methodology of proposed work and Section |V presentsthe
experimental results. SectionV givesconcluding remarks.

2.RELATEDWORK

Laskov et d. [8] introduced apure static analysistool (PJscan) for detection of Malicious PDF files bearing
maliciousjavascripts. One class support vector machine (OCSV M), amachine learning method was used for
classification of the data. The dataset contained 65942 real PDF files captured from VirusTotal inwhich 25691
fileswere maliciousand 40251 fileswere benign. True positiverate (TPR) attained for known PDF attackswas
84.80% and for unknown PDF attackswas 71.15% and Fase positiverate attained was 16.35%.

Vatamanu et d. [9] introduced astatic approach based ontokenization of embedded JavaScript in PDF files
to detect malicious PDF files. Two clustering techniqueswere used: hierarchica bottom up and hashtable. The
article concentrateson building up aclustering technique for the recognizable proof of comparative scriptsthat
have been obfuscated by different methods.

Mairocaet al. [10] introduced a static analysis tool the PDF malware slayer (PDFMS), for detection of
malicious PDF filesbased on occurrence of embedded keywords. The dataset consisted 11,157 maliciousand
9989 benign pdf files out of which 6000 malicious plus 6000 benign fileswereinthetraining set and rest formed the
test set. Two modelswere proposed: adataretrieval module and feature extractor module. The proposed tool can
detect maicious pdf filesirrespective of the presence of JavaScript code. The limitation of the PDFM Swasthat
the attacker canlearn keywordswhich characterizethe PDFfile and thus bypassthe tool.

Smutz et al [11] introduced PDFRate, amalicious PDF detection method based on meta-features extracted
fromthe PDFfiles. Authorsimplemented their own programfor feature extraction. For classfication 202 festures
were chosen which includes features like number of /JavaScripts, /font, /JS, sum of all pixelsin all imagesin
document so on. Datawascollected fromtwo sources. Contagio dataset and HTTPand SMTPtraffic of alarge
university campus. The data set consisted of 100000 benign and 10000 malicious PDF files. For classification
Random Forest classifier was used.

Laskov et a. [12] introduced a static method based on structural properties of PDF filesto characterizethe
PDFfilesasBenign or Mdicious. Inthismethod, PDF file was characterized by converting it into the structural
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paths. POPPLER wasused to extract structurd pathsfromtraining the set which consst both benign and malicious
PDFfiles. In classification phase two classifierswere used: Support Vector Machines (SVM) and Decision Tree.
TPR attained was 99.98% whereas FPR was .01%. A comparison is made between proposed method and other
detectorswhichincludes PJScan, ShellOSand Maware Slayer.

Pareek et al. [ 13] introduced two discrete static methods Entropy and n-gramfor the detection of malicious
PDFfiles. Thedataset consisted of 1584 filesfromwhich 792 were benign and 792 were mdicious. Benign files
were collected reports, financial documents and research paperswhere as maliciousfileswere collected from
malware.lu, contagiodumo.com, computing.net and Brandon Dixon. To build amodel J48 algorithm was used.
Theresultsobtained for FPR and FNR was0.01 and 0.0044 respectively.

Mairocaet al. [14] introduced an evasion technique named reverse mimicry, which can easily bypassthe
malicious PDF detectors based on logica structure of the PDF. Thereverse mimicry attack wasimplemented by
3different methods. EX E Embedding, PDF Embedding, JavaScript I njection. A new framework was aso proposed
by the authorsto ded with the evasion attacks based on analysis of embedded exe, PDF structural analysisand
embedded JavaScript analyss.

3.SYSTEM DESSGNAND IMPLEMENTATION
3.1. Approach

Inthe proposed work, the datais collected from Contagio blogspot [18] and from maware.lu [ 19] which
providesarepository for benign and malware samples. After the datais gathered, it ispreprocessed and relevant
features are extracted using modified PDFiD. py script [ 16] by adding new featuresnamely size, Names, Font and
entropy. Thefina feature set conastsof 30 features. After feature extraction, the dataset isdivided into training set
and testing set both consisting of equal number of maliciousand benign files. At last we performed test on our
dataset using Naive Bayes, Random Forest, ADtree, Random Committee and Decision Stump classifiers. Thus
different modelsweretrained to classfy PDFfilesasBenign or Malicious. Figure 2 depictsthearchitecture of our
proposed work.
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Fig. 2. Proposed approach for the Classification of PDF Files.
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3.2. Dataset

For the training phase, both legitimate and maliciousfiles are used. The data has been collected from the
Contagio blogspot and from maware.lu. The datawas pre-processed and relevant featureswere extracted. After
feature extraction, wedivided dataset into two parts, training set and testing set. The division wasmade on the
criteriathat the count of maliciousand benign filesinthetraining set must be equd for achieving an unbiased training
set. Our training set consisted of 5127 filesin which 2600 fileswere benign and 2527 were malicious. Testing set
conssted of 1000 PDF filesin which 500 were benign and 500 were malicious.

3.3. FeatureExtraction

Feature extractionisthe most significant part of the proposed work, asawrong choice of thefeatureswill lead
to inaccurateresults. Compressed data streamsusualy consist of maiciouscode. Thereislargevariety of PDF
objectswhich makesit difficult to analyse datastream asawhole. Moreover only afraction of PDF attacks can be
detected if focusison any particular object like ActionScript or JavaScript. In order to resolvethis problem, PDF
filesarecharacterized as per set of embedded keywords. For aPDF reader to execute actionsit isrequired to
recognise certain specific PDF keywords. These keywordsoccurrencesare helpful to understand the complex
behavioursof PDF readerswhen aPDFfileisaccessed and difference between legitimate and malicious PDFs. In
the proposed work, we began with PDRD.py script to extract variousfeaturesfromthe PDF filesand then added
additiond features(size, /INames, /Font and entropy) inthe script. Theadded featureswere based onthe previous
researchwork. For example, Szeisacrucid feature; accordingto [8] most of themalicious PDF filesaresmal in
gzeascompareto benign PDFfiles. Similarly according to [15] [11] there arelessnumber of fontsused in most of
malicious files as compared to benign files. According to [13] most malicious PDF files have less entropy as
compared to the Benign PDFfiles. Theimportance of eachfeatureisgivenin PDF specification[5]. Table3 shows
some of theimportant features extracted fromthe PDFfiles. Thefina feature set consstsof 30 features.

Table 3. Feature set

Features Description

JavaScript How many blocks of JavaScript areinthe PDF?
OpenAction Doesthe PDF performan action upon opening?

JS Number of single line JavaScript satementsinthe PDF,
RichMedia How many blocks of Flash content are embedded?
JBIG2Decode How many timesisthe JBIG2Decodefilter used?
Names How many catalog nameslistingsare there?

Sze Sizeof the PDFfile

Font How many font objects are used inthe PDF file?

AA Doesthe PDFrespond to user actions?

Xref Doesthexref table exist?

Pages Number of pagesinthe PDFfile

Launch How many timesLaunch object isused in PDF to launch aprogram/ script?

3.4. Classification

For classification of dataset Weka[17] software wasused. Wekaisaworkbench consisting of algorithmsfor
predictive modeling and dataanalysis with visualization tools and GUI for accessto these functions. Weka has
many built in machine learning algorithmswhich are used for building prediction models. Inthe proposed work,
different classifiers such as Naive Bayes, Random Forest, ADtree, Random Committee and Decision Stump have
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been consdered. These classfiersare analyzed for their accuracy and reliability onthetraning model. Theclassfier
with the best resultsis selected and thetest dataset isused to validate the model. Theaccuracy of our systemis
compared with other commercial available systems.

4. EXPERIMENT AND RESULT

We haveexecuted our tests on Naivebayes, ADtree, DecesonStump, RandoForest and RandomCommittee,
using a10-foldsCrossVdidationtest. Table 4 showsthe performanceof different classfiersintermsof TPR and
FPR.

Table4. A comparison of different classifiersin termsof TPR and FPR

Classfiers TPR FPR
NaiveBayes 83.1 16.6
ADtree 99.2 0.8
Decisonstump 89.9 9.9
Randomforest 99.6 04
Randomcommittee 99.8 0.2

Ascompared other classfiers, Random committee gave best resultswith highest TPR and lowest FPR. After
thedataistrained using 10-folds Cross Validation, accuracy of the classfiersisevaluated ontest set. The model
built using the proposed work inthispaper is compared with 2 commercid availabletoolsPDFRate and PeePDF.
Thesetoolswere used to analysethetest set. Theresultsof comparison interms of detectionrateare shownin
table5.

Table5. A comparison in termsaccuracy between our system and other commercial tools

Similar Applications Accuracy
Proposed system 95%
PDFRate 85%
PeePDF 62%

5.CONCLUSION

Inthis paper, the framework for the detection of malicious PDFfileis proposed which isbased on feature
extraction and classification model built uponthesefeaturesleadsto thedetection of malicious pdf files. PDF files
aregenerdly propagated through emailsor the Drive-by-download attacksthrough mdiciouslink by the attackers
to sed theuser’sdataor to gain unauthorized access. Therefore, detection of malicious PDF filesisnecessary to
avoid thesetypesof attacks. The proposed systemisbased on the detection of maicious PDF fileusing internal
configuration of thefileformat whichis effective against numerousattack types. Based onfeature set, Random
Committee performed better than Naive Bayes, Decision Stump, Random Forest and ADtree classfiers. Wisely
chosenfeature set playsamgjor rolein malicious PDF detection asdropping somefeatureslike/JS and /OpenAction
lead to varying detection results. Our systemaccuracy depictsthat it outperformstwo commercia availabletools,
PDFRate and PeePDF and is effective againgt detecting novel attacks. The structure of PDFfilesrequiresdeep
investigation of itssyntax asit indicatesthe existence of maliciouscontent, in order to correlate specific PDF
featureswith known attack semantics. Thusit isessentid to consider PDF semarnticsfor understanding the PDF
content modifications.
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