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System-Level Protection(SLP)
and Hardware Tro jan detection in
3PIP cores using Voting Techniques

Ravi M.R.*

Abstract: Hardware Trojan isamalicious modification of Integrated Circuits. When underlying hardwareisinfected
with Trojan, it can by-pass security mechanism implemented at higher layer thus sabotaging the entire or part of
circuit when deployedin field. Hardware Trojan detection isnormally done after manufacturing. Theexisting Trojan
de-tection methodology require golden design to compare Trojan parameter such as timing, power etc. These
detection methods consume alot of time and are costly too. Trojan detection in Third Party Intellectual Property
(3PIP) ischallenging. In thispaper we propose voting circuit for Trojan detection and system-level protection at run-
time. This method requires three designs from three different vendors doing same functionality and builds trust
slowly from untrusted implementation of Intellectual property (1P) cores. The module with more weightsismore
trusted and modul e with lessweight is faulty or probably infected with Trojan. In the proposed voting technique,
randomized and graded weighted voting techniques are applied. The randomized version learns the weights to
detect outliers. The graded version updates the |P weights gradually. The randomized version learns suitable
wel ghts very fast to detect Trojan and improves the probability of detection.

Keywords: Hardware Trojan. «Third-Party Intellectual Property (3P P) «Golden free«On-linelearning «Graded wei ghted
voting.

1. INTRODUCTION

Hardware Trojanisamalicious modification of Integrated Circuit (1C) by an adversary either inthe design phase
or inthe manufacturing phase of an | C. Trojan detection gained muchimportance these days because of outsourcing
of design. It iscogtly to maintain foundry and difficult to do all operationsof | C design life cycleby asingledesigner.
Trojansaremostly available asHardware Description Language (HDL) source code. The adversary may add or
remove single gate to sabotagethe entire or part of circuit, when deployed infield. It isdifficult to detect onegate
modification in million linesof code. To design aprototype, | Pcoresaremost widely dueto reductionin desigry
verification cost and time. Trojan detection in Third Party Intellectua Property(3PI P) ischallenging. The 3PIP
coresfdl inthree categories soft, hard, firm 1P cores. The soft are described as asa Very high speed integrated
circuit hardware description language(VHDL) or verilog available as source code. The hardisdescribed in physcal
level description available as Graphic database system (GDSI ) files. Firmare available as synthesized libraries.
Voting techniques can be applied at variousleve fromgate, Register Transfer Logic (RTL) logic design, functional
modules, and | P cores, eventhough at the Integrated Circuit(I C) and macro-level devices. In[3] explained various
threats and security solutionsavailablefor I P cores. In [ 7] taxonomy of Hardware Trojans. Further redundancy
method i.e., mgjority voting can be used for Trojan detection. It can detect functiona modification and denial of
serviceTrojan. In[9] Formal verification, coverage analysis, redundant circuit removal, sequential automatic test
pattern generation (AT PG), and equivaence theoremsare used for Trojan detection in 3Pl P cores and does not
guarantee 100 % detection. In[8] use FI Delity Enhancing Security (FIDES) methodology for FPGAsthat usesa
combination of access control policiesand behavior learning techniquesfor anomaly detection. In[5] hardware
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anchor, which bridges communication between hardware and operating system (OS) to monitor maliciousoperation
duelP core. In[10] explainsthat rather than detection preventive action can beabetter solution. Thesolutionsare
power reset, data obfuscation, and sequence breaking. In[6] mentions methodslikelogic, path delay, current,
power, thermal, and hybridsanaysisfor Trojan detectionin I C. Theseareimpractical when circuit Szeislarge.

Theeffect of Hardware Trojan atack rangesfrom changein hardware functionto degradein syssem performence
to denid of service. Traditional Trojan detectionisdone after manufacturing since user do not have control on
modification done by adversary. The existing detection methods are costly. Field Programmable GateArray (FPGA)
modeled prototypes are used to desgnaprototype. These arewidely used in military, space, aviation, transport,
etc. Inthisresearch work, voting based Trojan detection method isused since it does not need design modification.
Theobjectivein thiswork are Trojan detection and system-level protection.

Inthispaper change functiondity, degrade performance, and denia of service (not leakage) Trojandetectionare
congdered. Therest of the paper isorganized asfollows: Section 2 describesthereated works. In Section 3, the
proposed sysemisdescribed. Section 4 illustratesthe experimentd results and the conclusionisdrawnin Section 5.

2. RELATEDWORKS

In[2] aweighted voting technique for Trojan detection which is better than simple voting was proposed. The
smplevoting can detect Trojan when at least onebit of themoduleisin error at any time. Theweighted voting can
detect Trojanif at-least onemodule bit istrusted at any time. The weighted voting technique hasless probability of
detectionif all themodule bitsare untrusted. In[4] arandomized version of weighted voting whichis better than
weighted voting was proposed. Therandomized version of voting technique wasableto learn and identify Trojan
infected | Pcore outlier. In[11] homomorphic dataisolation for Trojan Protection that encapsulates| P corewith
encryption and decryption was proposed. In[1] Trojan detection methodology based on externa Cydlic-Redundancy
Check (CRC) was proposed.

3. PROPOSED SYSTEM
A block diagram for the proposed systemisshowninFigure 1.

Eventhough I P cores design are implemented by different vendors, the functionality of each IP coreisthe
same. Thel P coresfrom different vendorsare assumed that no two Trojans affect the same bit smultaneoudy. Also
the probability of Trojan Trigger isdifferent for different | P cores. When sameinput isfed to different IPcores, the
| P coreshaveto produce same output. But dueto Trojan insertion or fault, the | P cores produce different output.
The voter masksthe output of thefaulty | P coresfrom reaching thefinal output. Theweighted voter keepstrack of
| P coresoutput contributionto final output interms of weights. Theseweightsare used inthe next voting cycleto

IP1

Voted Output
P2

IP3

Figure 1: Triple Modular Redundancy(TMR) system with voter for Trojan Detection
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producerdiable output. These weightsindicate theimportance of 1P output. Thetuned weightsindicate whether
theTrojanactually activated or not. Voter masksthefault at | P coresoutput bit from reaching thefina output. This
provides system-level protection and further improvesthe reliability of the system.Figure 2 showsthe four bit
Arithmetic Logic Unit(ALU) along with voters.

The number of voters depends on the number of bits. Here 4 votersare used. vb0, vbl, vb2, and vb3 arethe
output of voters. Thesamebitsfroml P 1,1 P2, and | P3 arefed to the voting circuit. Theinput for voting circuit
bOarefrombOof I P1, bOof | P2, and b0 of | P 3. Theinputsfor voting circuitsbl, b2, and b3 follow similar
pattern asin voting circuit for bO0.

3.1. Suck-At-Zero(SAZ) Trojan

The SAZ Trojanissimply anAND gate. The trigger happensrarely. It isfrom internal or external circuit and
payload affectsthe output of oneof theALU bhit.

Oncethe Trojan getsactivated, the output isawaysat logic zero. The block diagramof SAZ Trojaninafour
bit ALU isshowninFigure 3.
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Figure 2: Four bit ALU TMR configuration

Opcode

L I b0
——3 b3 bl |—— Output
~ ALU b2 i

Operand 2

: ! payload

Tricoar

SAZ Trojan
Figure 3: SAZ Trojan



1690 Ravi M.R.

3.2. Trojan Detection M ethodology

ThelP coreoutput isgiven weights. Theseweightsare tuned on-line by voting algorithmto give trusted output.
To detect Trojan voting circuit isrun up to 104 cycleswith different input combination.Final output with higher
weightsindicatetheleve of trust. Thel P corewith higher weightsismoretrusted and | P corewith lower weights
islesstrusted. At each cycletheTrojanistriggered and checked whether it isdetected at the | Pcore output. It
isalso checked whether the voter givestrusted output in spite of Trojan activation. The TrojansinIPcoreare
triggered with different probability and ensured that no two Trojanstriggered simultaneoudy i.e alwayssingle
TrojanisTriggered.

Tablel
Randomized ver sion of weighted voting

IP cores output Wn Bit selection Wbut Praobability \oted output
IPL  IP2 IP3 WL W2 W3 Unirand WL W2 W3 Po Vb0

0O 0 O© 1 1 1 0 1 1 1 33 0

o o0 1 2 2 2 0 2 2 2 2/6 0

0o 1 o0 1 1 3 0 1 1 3 45 0

o 1 1 2 0 4 1 3 0 4 46 1

1 0 0 1 1 5 0 1 1 5 67 0

1 0 1 0O 2 6 1 0 2 6 6/8 1

1 1 0 1 1 7 1 1 1 7 2/9 1

1 1 1 2 2 3 1 2 2 3 77 1

4. VOTINGALGORITHMS

The proposed voting agorithmsfor Trojan detection and sysemt-leve protection arerandomized verson of weighted
voting and graded penalty/reward weighted voting. The weighted voting metrics are compared with metrics of
weighted voting(randomized) and graded voting.

4.1. Randomized version of weighted voting

Thedgorithmfor therandomized version of weighted voting isgiven inAlgorithm 1. Aworking example of Algorithm
lisshowninTable 1.

Algorithm 1weighted voting (randomized ver Son)

[t]

1 procedurelnput samebit IP coreoutput from IP1, 1P2, IP3as(x1, X2, x3)
Initialize IP corebit weights W1, W2, W3 to 1 correspondingtol P1, | P2, 1 P3
Randomly select any onebit I P core output as Final output yi with probability
w /W

whereW=Pw

Increase W1, W 2, W 3for IPs(Their Final output and | P core output issame)
Decrease (boolean right shift by 1) W 1, W 2, W 3for IPs(Their Final output and IP coreoutput isdifferent)
Updateweights W 1, W 2, W 3 used asinitial weightsin next voting cycle
Output randomly selected bit as output of voter with probability P 0

end procedure

w N

© 0 N o g~

Initially the bit weightsof bOof | P1, I P2, 1 P3isinitidizedto 1, 1, 1. Whenthel P core output for bO of | P
1,1P2,1P3is0, 0, 0 Theoutput bit is selected randomly using uniform rand function. Any bit of | P1,1 P2, | P
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Figure 4: Graded reward/penalty weighted voting

3 may be selected as Final output with probability. The probability isweight input for that bit divided by total
weight. Now thefina output and | P output are compared to

increase/decrease the weight input and stored inweighted output. Thefinal output and | P output issameweight
isincreased. Thefina output and | P output is not sameweights are decreased. Thisweight output isthenused in
next voting cycleto caculate probability. Thusthelearned weightsindicatethe outliersi.e bit infected with Trojan.

4.2. Graded penalty/reward weighted voting

Theworking of graded weighted voting dgorithmisshown in Figure4. The reward and pendlty are updated based
on mistake count. The penalty for I P bit isincreased if bit output of I P and corresponding final bit output are
different. Thisvalueisstored in penalty counter. If IPshit output and corresponding final bit output are same, it is
areward for |Pand stored in reward counter. If reward/penalty is 1,2,3 the weight of IPs bit isincremented/
decremented by 0.25,0.5,0.75 respectively. Thelearning isretained inweights and these areincreased gradualy.
In weighted voting the weights are suddenly changed from

0to 1i.e0/2 meansno contribution/contributionto output. Even though the output of 1P core cannot contribute
becausein previouscycle it gave afault output. Thisproblemis addressed in graded voting. Here, the mistake
threshold isfour. whenthreshold isreached, the graded versonworks as norma weighted voter.

5. EXPERIMENTAL RESULTS
TheALU isassgned with different level of trust viz., High(H), Medium(M), Low(L ), whichare asfollows:
— Hmeans0% Trojan Trigger probakility.
— M means1% Trojan Trigger probahility.
— L means10% Trojan Trigger probability.
TheALU’sarearranged in different combination of Trust
HHH,LLL,LLM,LLH,LMH MML, MMM, MMH,HHL,HHL,HH M. Theidentical input isgiven
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to each combinationand | P cores output isgiven to different voter under consideration. Thefinal output istaken
fromoutput of voter. Themetricsfor Trojan detection are thefollowing :

1. Probability of detection (PD),

2. Probability of false postive (Pfp),

3. Probability of false negative (Nfn).

The probabilty of detection (PD)= number of detected Trojas (Ndt)/ number of generated Trojang(Ngt).
PD=Ndt/Ngt (@)

Number of false positives(Nfp): it occurswhenthereisno Trojanin I P coresbut therean darmisraised that

Trojanispresent.

Number of false negatives(Nfn): it occurswherethereisno reported Trojan (darm) but find output isinfected.

Probability of detection of weighted voting (PDw)

Probability of detection of graded voting (PDg)

Probability of false postives of weighted voting (Pfpw)

Probability of false positives of graded voting (Pfpg)

Probability of false negative of weighted voting (Pfnw)

Probability of false negative of graded voting (Pfng)

TheTrojan detection metricsaretabulated in Table 2

Graded voting technique provides better probability of detection and lessfalse positive and false negative
compared to weighted votinginLLL,LLM,M M L, M M M trust configurations.

6. CONCLUSION

Inthispaper three different voting algorithms such asweighted voting, randomized weighted voting, and graded
weighted voting were used for the detection of Hardware Trojan. The MATLAB smulationwas carried out with
10 different trust combinations using threel P cores. The probability of detection with smplevoting is 100 % when
at least two modules of thethree | P coresweretrusted. The probability of detectionwith weighted voting is100 %
when at least onemodule wastrugted. The randomized version of weighted voting learned weightsfaster to detect
Trojans. The probability of detection of weighted voting technique wasimproved with graded voting techniques.

Table2
Comparingweighted and gr aded weighted voter
IP cores Detection rate FNrate FPrate
IP1 P2 IP3 PDw(%) PDg(%) Pfpw Pfpg Pfnw Pfng
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