
Privacy Preserving Similarity Based File
Retrieval Through Blind Storage
C.M. Manoj* and G.K. Sandhia**

ABSTRACT

The main objective of this paper is to eradicate the confidentiality and privacy concerns of cloud computing and to
provide a better search performance over encrypted data. The reason behind using cloud computing is to outsource
the data to external cloud for scalable data storage. The data that is to be outsourced might contain confidentiality
and privacy concerns. Therefore it becomes mandatory to encrypt these data before outsourcing into the external
cloud. Though this solution provides security, it leads to a new problem of performing an accurate search over
encrypted data. To overcome this issue, the proposed system supports multi-keyword search over encrypted data. It
uses TF - IDF technique to improve the search efficiency by ranking the searched content. And a good level of
privacy is provided by the concept of blind storage where the encrypted data are divided into fixed size blocks and
stored in random locations in cloud server.

1. INTRODUCTION

Cloud Computing is a technique of using a network as a remote server for hosting services, processing and
storing data, instead of having the local servers or using a personal computer. Cloud computing eradicates
the hardware limitations of local systems by making use of its scalable and reliable resources. In general,
the users makes use of cloud computing for outsourcing data, e.g., when user upload some private data to
cloud, there are chances for it to contain sensitive information like personal information, images, etc.,
leading to confidentiality and privacy issues[1] thus requiring high level of security and protection. So it
makes it necessary to encrypt such data before uploading to cloud. But when other users tries to access such
data by searching, it leads to salient difficulties due to the complications involved in performing search
over encrypted data. So in recent years many research have been conducted on performing search over
encrypted data[2]-[5].

Recently number of researches are done on multi-keyword search over encrypted data for the betterment
of search results. Cao et al. [6] have proposed a scheme for performing ranked search over encrypted data.
Naveed et.al. [7] proposed a scheme for performing searchable encryption through blind storage in order to
avoid users from knowing access pattern of search results.

In general, a good search system should have the following characteristics to meet the practical
requirements.

• A search system should not only search with the help of keywords entered by the user but also the
synonyms of the keywords should be considered.

• The search system should support multi-keyword search like that of google search.

• It should not only consider name of the file searched but also the content present in it.

• A good search system should be capable of performing search over encrypted data[8][9].
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• Similarity based retrieval of results should be used [10]. Where the most matching results are
shown.

• Relevance based ranking order should be followed while retrieving the searched data. Where,
relevance ranking shows how frequently a term is occurring in a file and based on this term frequency,
ranking of the search result is shown to the user.

2. PROBLEMS PERTAINING IN CLOUD SERVER

Though cloud server provides good range of user service, it has a interest in knowing what is actually
present inside the data uploaded. So it leads to threat for the data shared in cloud server.

Based on the content stored in the cloud server, W.Sun et al proposed two different threat models. They
are (i) known ciphertext model, (ii) known background model [2].The main difference between these
models are that, in known background model more information are stored in the cloud server compared to
known ciphertext model.

But every time we cannot be sure of how much data will be stored in cloud server. So in our paper we use
a method known as blind storage. Blind storage prevents the server from gaining knowledge about what kind
of data is uploaded or how and where it is stored by splitting the files and randomly ordering it in server.

3. SYSTEM MODEL AND SECURITY REQUIREMENTS

3.1. System Model
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The system model shows the multi-keyword ranked search that consists of following entities. They are data
owner, data user, and cloud server.

Data owner is the person who actually owns and uploads the files. When a data owner wishes to share
a file with other users, the owner uploads it to the cloud server. But before uploading is done, the file is
encrypted using a asymmetric encryption scheme and further the encrypted file is split into random number
of pieces based on the size of the file. The information about the these split ups are stored in a table in order
to rebuild the file when needed.

Cloud server is the storage location, where the data uploaded by the data owner is stored. Actually the
cloud server does not have any knowledge about the file being uploaded since it is encrypted, split and
stored in random order in the server. This helps in securing the file uploaded by the data owner and also
privacy concerns are also satisfied.

The data user is the one who actually tries to access the file uploaded by the data owner. When a user
needs a specific file then the search over encrypted data is performed by the user using the interested
keywords. As a result, a list of most relevant files are provided to the user which are present in the cloud
server from which user can choose the specific file that is needed. Finally, in order to rebuild, decrypt and
access the file the user will need an access key.

3.1.1. Working of System Model

Initially, the data owner chooses the file that has to be shared with search users. Once the file is chosen, the
different keywords present in the file are extracted and stored in table along with the synonyms of those
keywords which can be used at the time of retrieval. After extracting the keywords, in order to improve its
security the file is encrypted using an asymmetric algorithm. Further, to prevent the server from knowing
about the file it is split into number of fixed size blocks. The blocks are then numbered and details about
every file and its split ups are stored in an index table to rebuild the file when needed. These are blocks are
finally stored in cloud server in a random order so as to prevent server from accessing it. Once the file is
uploaded, it can be searched and accessed by the user. In order to access it, the user performs a search that
lists a set of most relevant files from which the user can choose and access the needed file, provided that
user has the access key to decrypt and rebuild the file.

3.2. Security Requirements

The multi-keyword ranked search system comprises the use of cloud server in order to store the files being
uploaded by the data owners. Though the cloud server simply provides a place for storing files, it always
has the curiosity in knowing what is stored in it. So as to prevent server from attaining knowledge about the
server we perform various security related operations to the file before and at the time of uploading to the
cloud server. The different steps involved in securing the file are as follows.

• The first step for security is encrypting of the file that is being uploaded with the use of RSA
algorithm which is an asymmetric algorithm.

• The next step to make the file more securely store in cloud server is, splitting up of the file into
number of fixed size blocks.

• The final step is to store these number of blocks in the cloud server in a random order so that it
becomes completely impossible for anyone to rebuild the file.

4. DESIGN GOALS

To enable an efficient multi-keyword ranked search over encrypted data stored in cloud server through the
concept of blind storage, various design strategies are followed. They are,
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• Multi-keyword Search: To fulfill the needs in practical users and to provide better performance to
the user, the MKRS (Multi-Keyword Ranked Search) should support multi-keyword search on
encrypted data that are stored in a cloud server and should also provide relevance based ranking
result.

• Search Efficiency: When the search is performed over a sizeable document[11] it practically should
perform with best efficiency[12].This is achieved by extracting and storing the keywords in the
separate index table that point to the file. So when a user performs a search the keywords are
compared with the information in this table and results are produced.

• Ranked Search: While performing search with multiple keyword, the document or file that is having
maximum number of occurrences of the search keyword is given more preference[13],[14].

Similarly, D.X.Song et al proposed different practical techniques for performing search over encrypted
data[9].

5. TECHNIQUES USED

5.1. Relevance Ranking

In searchable asymmetric encryption methods, since a large number of documents are processed, the results
of the search has to be retrieved in a most relevant order based on the keywords search. Ranking is a general
way to assess the relevancy of the file. There are number of relevance ranking techniques available, from
which we adopt TF-IDF weighting suggested in [15][16]. In TF-IDF technique, tf

t,f
refers to the number of

occurrences of the term t in the file f and df
t
refers to the number of documents that holds the term t. N

denotes the total number of documents in the database. Then we calculate idf
t
=log, where idf

t
 denotes the

inverse document frequency. Finally, tf
t,f
*idf

t
 is calculated to find the weighting of the term t in the file f.

5.2. Blind Storage

In order to overcome different attacks and security threats, cloud has to provide high security for the data
being uploaded by the data owners. The technique of blind storage[3] enables the owner to securely store
the data and such data is made visible only to the data owners. The blind storage concept enables to store
data in remote servers such that the server does not gain any knowledge about the actual content of the file
uploaded. This concept supports uploading new files, modifying or deleting them. The server can know
only the name of the file being uploaded. So blind storage leaks only very little information to the cloud
server. Through such a technique the data owner can prevent the users from knowing about the content of
their file. Here each files are split into number of fixed size blocks. These block information are indexed in
a table for rebuilding of the file.

5.3. Public Key Encryption using RSA Algorithm

In this paper RSA algorithm is implemented which is a public key encryption method. This algorithm
converts the actual data into unreadable form so that intruders cannot gain any information even if they
break into the system. It generally generates two keys, that are public and private keys. Where public key is
used for encryption and private key is used for decryption. There are three phases in RSA algorithm, first
phase is key generation which is used in the process of encryption and decryption. Second phase is encryption,
where the actual data is converted into cipher text. Decryption is the third and final phase of RSA, where
the encrypted data is converted back to actual data.

5.4. Construction of Blind Storage

The blind storage technique is considered to be an secured storage technique for string data in remote cloud
server [17]. The construction of blind storage includes different steps in it. The first step starts with analyzing



Privacy Preserving Similarity Based File Retrieval Through Blind Storage 7209

the file uploaded, where the name of the file is noted in a table. The next step is to split the encrypted file
into number of fixed size blocks. Then the divided blocks are randomly numbered. The numbers of each
blocks and order of these blocks information are stored in the same table next to the name of the file. This
numbering and storing of information will be used at the time of rebuilding the file. Finally the blocks of
the file are stored in the remote cloud server in a random order.

6. RELATED WORK

Searching over encrypted data is a propitious technique that enables searchable encryption in cloud data.
Mainly there are two types of searchable encryption technique. They are, searchable asymmetric encryption
and searchable symmetric encryption. The concept of searchable asymmetric encryption is proposed by
Boneh et al. [18] that supports single keyword search while searching over encrypted cloud data. To support
subset, range and conjunctive search queries over encrypted data, the search was extended in [19]. The
above search technique should match all keyword at same time but it is unable to return result in specific
order. Mask matrix technique is adopted in ranked search scheme by Liu et al [12] to achieve cost effectiveness
by using fully homomorphic encryption. Yu et al [15] proposed multi-keyword retrieval scheme to return
top-k relevant documents. The technique of attribute based encryption is used in [20],[8] to get search
authority in searchable asymmetric encryption.

Though searchable public key encryption have good search functionalities since it includes more
asymmetric cryptographic operation, it is not efficient. Song et al [9] first proposed searchable symmetric
encryption technique which supports single keyword and builds searchable encrypted index in symmetric
way. Further security of searchable symmetric encryption was improved in [21] by Curtmola et al. The
introduction to a basic approach of using keyword related index to enable quick search of documents has
led to various subsequent works, like [22],[7] and [11]. In order to improve user experience in searching
in [13] and [14] some proposals are introduced to enable ranked results rather than producing
undifferentiated results by proposing relevant scoring in searchable encryption. In order to improve the
user experience, performing fuzzy keyword search on the encrypted data is developed in [3] and [23].
The technique of k-nearest neighbors (kNN) in searchable encryption is adopted in privacy preserving
multi keyword search proposed by Cao et al. Though this proposal achieve rich functionalities, it incurs
a large computation in cloud server. By extending the work of Cash et al. [22] in [11] real-world data sets
are implemented to achieve multi-keyword search in large datasets. But ranked result of [22] is excluded
in [11].

7. CONCLUSION

In this paper, multi-keyword searching over encrypted data is proposed to enable searching and sharing of
files in a secured manner. The TF-IDF technique is adopted for ranking the search results to enable the
similarity based text retrieval, which considers the number of occurrences of the keywords in each document
and gives most relevant results. To make the process more secured, asymmetric encryption is implemented
using RSA algorithm and the concept of blind storage is also adopted, which prevents the cloud server from
gaining knowledge about the data being uploaded.
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