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Abstract: In this paper, we have discussed about execution of DoS attacks, its impact and proposed defense
mechanismsin Wired LAN. ARP cache poi soning and DNS spoofing attacks have been executed as aform of DoS
attacks. Thisresearch work isdivided into five parts— Elemental Concepts, Preparing and Planning for the Attacks,
Executing the Attacks, Impact of Attacks (in termsof bandwidth consumption) and Proposed Defense M echanisms.
Backtrack operating system is used to attack the target hosts. In-built command line utilities “arpspoof” and
“ettercap” are used for ARPcache poisoning and DN S spoofing attacks respectively. Key motive behind the attack
isto prevent trusted users of alegitimate network from accessing internet services. Resultsof theselive attacksand
their impact on the target network bandwidth are depicted through images. Defense mechanisms have also been
proposed to detect and prevent these attacks.
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1. INTRODUCTION

In this section, we have discussed about DoS attacks, its consequences, reason for executing and a concise
description about wired LAN. Apart fromit, abrief description of the conternt to be coveredin Elemental Concepts,
Preparing and Planning for theAttacks, Executing theAttacks, Impact of Attacksand Proposed Defense Mechanisms.

DoSattacks prevent trusted users from accessing legitimate servicesin anetwork segment. These attacks
either effect aspecifictarget or disrupt the entire network [1]. Consequences of DoS attacksare dowing down
network performance, dramaticincreasein malicious packetsover network, blocking of systemrequests, inahility
to accessany specific network resourceand unavailability of required services[2]. Reason for executing DoS
attacksto the target organization network are: to make necessary network services unavailable, to causefinancia
or reputation loss, to disrupt the internet services, to execute phishing attacksand to do identity theft. For the
experimentation of these attacksawired LAN infrastructure Lab has been setup that consists of 36 systems
connected together viaa switch. Linux and Windows OS are installed in each system using dual boot mode but
former isthedefault operating system. Thislabisextendable up to 100 systemsfor supporting temporary hosts.
Temporary hostsrefer to those who attached their systemsto wired LAN for accessing internet servicesfor a
limited period of time. Each machineiscommunicating with each other throughaswitch. It isassumed that the
attacker isaninternal user having maiciousintensionsto harmthe organization. For attacks, intranet network is
considered because security administrators usually concerned about safeguarding their network from external
users due to which internal attackers befool network administrators and disrupt network services easly. A
conventional wired LAN LAB setup uses ethernet cablesto connect systems through switches. Using ethernet
network has several advantages viz high speed, reliability, better performance and security [3]. Ethernet isa
technology introduced for local areanetworks (LANS) inwhich syssemscommunicate by sending datainform of
frames containing source and destination addresses along with an error checking functionality (through which
scratched data can be detected and re-transmitted).
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As already stated, this research work is a step by step process. In elemental concepts, working of ARP
protocol and DNS server isdiscussed. Preparing and Planning for the Attacks section dealswith techniques used
to gather information about target networks. Information gathering includesfinding I P addresses range, gateway
address, servicesrunning on network, operating systemsin use, daemon banner grabbing and DNS addresses of
target network. Executing theAttacks section isregarding tools used for ARP cache poisoning attack, DNS
spoofing attack and their resultsreceived which are shown throughimages. The next section coversimpact of
attacks, intermsof bandwidth, during variousphases. Inlast section, defense mechanisms are proposed to detect
and prevent both the attacks.

2. ELEMENTAL CONCEPTS

Inthissection, working of ARPProtocol and DNS server isdiscussed. Address Resolution Protocol (ARP) is
used to find physical addressof amachineif its| P addressis already known [4]. Physical addressisalso called
hardware or MAC address. ARPworksat datalink layer of OSI model and internet layer of TCP/IPmodel. It
uses two types of packets namely - ARP request and ARP response [5]. ARP request packet is of broadcast
naturewhile ARPresponse packet isof unicast nature. For exampleif sysemA wantsto communicate with system
B, but system A doesn’'t have MAC address of system B. Inthisscenario, systemA broadcastsanARPrequest
packet to entire network segment. Thispacket contains | P addressof system B indestination protocol address
field and MAC address as FFFF:FF FF.F-.FF in destination hardwarefidd. FF:F-FF.FF.FF. FF sgnifiesbroadcast
MAC addresswhich means destination syssem MAC addressisunknown. Each host inthe network receivesthat
broadcast messagebut, system having same | Paddress asin destination | Pfield of the packet replies. Aspacket is
intended for system B, thistimeit sends a unicast ARP response packet to sysemA, containingitsown MAC
address. ARPprotocol hasitsown limitationswhich allow an attacker to execute ARP cache poisoning attack on
victimsystem/gateway inaLAN. ARP doesn't provide any authentication service that prevents attackersfrom
sending spoofed ARPresponses. Attacker caneasly redirect network (LAN) traffic to itsown machine by poisoning
cachetable of victim'ssystem [ 7]. Thisspoofed packet contains | P addressof target system X and MAC address
of attacker. When target system receivesthis spoofed ARPresponse packet it immediately updatesitsownARP
cachetablefor further communication. Next timewhen any host sendsdata packetsto syssem X, they are actually
received by attacker system. Because MAC address associated with system X |P addresses is of attacker’s
machine[6, 8]. Thisisthebasic working of ARP cache poisoning attack. Another formof DoS attack iSDNS
gpoofing. Inthis, attacker poisonsthe gateway of aL AN withfalse | P addressinformationregarding DNS server
and redirects user DNSrequeststo hisown system[9,10]. Thefirst stepinthisattack isto poisonthe switchand
redirect all DNSrequeststo attacker’smachine. Next time, whenever any user sends DNS request to switch, it
automatically forwardsthat request to attacker’ssysem. The systemrepliesto the user with afake I Paddress.
ThisfakelPaddressisether of attacker systemitself or of any other machine on which fake websitesare set up.
Now it’shischoiceeither to redirect user’srequest to real website or block all data packets[11]. If attacker’s
motiveisto only sniff user’scredentialswithout his prior knowledge then his systemwill simply redirect itto rea
website but if motiveisto execute DoS attack then he smply blocks requests sent by victim machineand also
disrupt internet services.

3. PREPAIRINGAND PLANNINGFORTHEATTACKS

Inthisgtep, attacker ismore concerned about gathering information of target network. Detailssuchas| P addresses
of systemsin LAN, gateway |Paddress, network blocks, intranet DNS I P addresses, internet DNS I P addresses,
checking live hosts, subnet mask plays avital role. Information such as gateway address will be needed for
spoofing ARP cachetable and subnet mask isused to calculate number of hostsin anetwork segment. Identity can
be hidden by IP and MAC address spoofing or by any one of thetwo. Spoofing dependsontype of configuration
onthe network. If afixed number of MAC addressesare allowed to communicate, then it isdifficult to use any
random MAC addressin order to hideidentity. Ping utility isused to find | Paddressesinformation. Ping requests
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aresent to victim systemto check whether it isalive or not. If availability of multiple hostsisto be checked then ping
sweeping technique will be used. Nmap tool isaso used to gather important information regarding target network
[12,13. 14, 15]. “arp” command isused to check local cacheentriesof | P- MAC address pairing of entirewired
LAN. List of some commands used to gather informationismentioned below.

ping 172.18.18.144 (victim | P address), ping -¢ 6 172.18.18.144 (-¢ — to send number of pings), nmap -sP
172.18.18.144 (scan single | P address), nmap -sP-v 172.18.18.144 (ping scan), nmap -sP—PE 172.18.18.140-
180 (scan multiple systems), nmap -sP 172.18.18.140/26 (scan entire network), nmap -sS 172.18.18.144 (TCP
SY N scan), nmap -O 172.18.18.144 (operating systemdetection), nmap -sU 172.18.18.144 (UDP port scan),
ping 172.19.5.168 >result.txt (save output intext file), arp -a (display current ARPtable), ifconfig (check IP
address), route—n (shows | P address, netmask, gateway address), netstat -n (check content of routing table),
netgtat -rn (check content of routing table), ifconfig ethO (display current configuration), ifconfig ethO 172.18.18.145
(assgning an P address).

4. EXECUTINGTHEATTACKS

Once attacker has successfully gathered all necessary information, next step isto execute the attackseither ona
single systemor on entire network using backtrack. It isone of the most widely used operating system used by
penetration testersand forensic expertsin network scannings. Backtrack islargely used for information gathering,
vulnerability assessment, exploiting networks, privileging escalation, maintaining access, stresstesting, reverse

Figure 1: Results of ARP cache poisoning attack
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Figure 2: Results of ARP cache poisoning attack

Figure 3: Results of ARP cache poisoning attack
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engineering and cyber forensgcs. It contains number of tools used to scan and attack networks. But we are only
concerned withtwo of thesei.e. “arpspoof” and “ettercgp” . Theformer isused to execute ARPcache poisoning
attack whilethelater isfor DN S spoofing attack. In arpspoof tool, attacker hasto specify whichinterfaceto use,
aparticular target host to poison ARP cache tableand gateway address[16]. DNS spoofing attack isexecuted by
using ettercap (used for packet sniffing and network protocol anaysis), whichisan inbuilt tool inbacktrack. First
step in DNS spoofing attack isto configure etter.dnsfile. Use“locate” command to search etter.dnsfile. Thenuse
gedit command to edit that file. After that, run ettercap command using dns_spoof pluginin order to poisonthe
switch and redirect all LAN traffic to attacker’ssystem[17,18]. Now numerous things can be done with this
traffic, either smply intercept it or block it to interrupt internet services. Figure 1 showsthe resultsof ARP cache
poisoning attack and Figure 2 and 3 showstheresults of DNS spoofing attack.

5. IMPACT OFATTACKS

After executing ARP cache poisoning attack and DNS spoofing attack onwired LAN, next stepisto examine
bandwidth beforethe attack (Figure 4), during the attack (Figure5) and after theattack (Figure 6). Thekey point

I s

Figure 4: Bandwidth measured before the attack

L e

Figure 5: Bandwidth measured during the attack
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O

Figure 6: Bandwidth measured after the attack

to notedown isthat bandwidth goesdown to zero during the attack phase. It Sgnifiesthat DoS attack causesan
effectiveimpact to disrupt internet services of target networks. DU Meter tool isused to measurethe bandwidthin
all three stages of the attack. Thistool is developed by ‘Hagel Technologies and it also includes some good
functiondlitieslike extensive reporting facility, flexible notificationsand events system.

6. PROPOSED DEFENSE MECHANISM S

In case of ARP cache poisoning attack, the proposed defense mechanismisto overcome statelessnature of ARP
protocol. Thismechanismisproposed to all manufacturers of switchesthat they need to apply thismechanismin
switching firmwareitsdf. So that by default functioning of switch protects network hostsfromARP cache poisoning
attack and will also tracethe attacker inawired LAN.

6.1. TheGuardingAlgorithm For ARP Cache Poisoning Attack
Step 1: Setup atrusted ARP cachetablein switch. Regularly add/update hosts (IP-MAC addresspairing) init.

Step 2: For anew arp_request/arp_response packet updateits entry in trusted ARP cache table. For an old
packet sendit for verification.

Step 3: Inverification process, vauesinthe packet are matched with values stored intrused ARP cachetable.
Said source | Paddressand source MAC addressin the packet are checked separately with IPand MAC addresses
values.

Step 4: If source | P addressvalue and source MAC addressvalue is already on trusted cache table, then check
MAC addresscorresponding to source | P addressand check | P address corresponding to source MAC address.

Step 5: If source IP-MAC addresspairing inarp_response packet matcheswith |P-MAC address pairing value
stored intrusted ARP cachetable, then switch updatesits cache table and forwardsit to its destination host in
wired LAN.

Step 6: If source IP-MAC addresspairing inarp_response packet doesn't match with IP-MAC address pairing
valuestored intrusted ARP cache, then arp_response packet is consdered as spoofed packet and switch will not
updateitscachetable.
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Step 7: Once arp_response packet is considered as spoofed, find original | P address associated with source
MAC addressof arp_response packet and origind MAC addressassociated with sourcel Paddressof arp_response
packet viatrusted ARP cache table entries or by sending ARPand RARPrequest to source|lPand MAC address
of spoofed arp_response packet respectively.

Step 8: Sourcel P addressin spoofed arp_response packet is considered to be of victim and source MAC address
isconddered to be of attacker because switch forwardsdata packetsby referring to MAC addresses of destination
hosts. For example if any data packet is intended for victim IP address, switch first checks MAC address
corresponding to victim's|Paddress. If attacker has successfully spoofed ARP cache table of switchthenit must
sorean entry inwhichMAC addressof attacker isfound correspond to victim's I Paddress. So inthisway al data
packetsthat areorigindly intended for victim’'s1P addresswill redirect to attacker’s machine.

Step 9: Assource MAC addressin spoofed arp_response packet isfound to beof attacker system, set value of
threshold count = 1, block update to cache table and notify system administrator of potential attempt to poison
cache.

Step 10: Whenthreshold count > = 1, trace the attacker. Note down the source MAC address value from spoofed
arp_response packet. Find corresponding I P address to thisMAC address. Blacklist thisIP—MAC address
paring and updatethreat list. Monitor each and every datapacket that containsthis|P—MAC addresspairing. If
suspicious behavior occursagain, smply block thispairing permanently.

Step 11: CdculateARP packetsuncertainty inorder to confirmadestructive attack. Assumethat for each request
goesinor out a gateway maintainsacounter for it.

Request IN: Counter getsincremented each time an ARPrequest received at gateway.
Request OUT: Counter getsincremented each timean ARPrequest goesout from gateway.
Reply IN: Counter getsincremented eachtime an ARPreply entering a gateway.
Reply OUT: Counter getsincremented at an ARPreply going out from gateway.
Calculate ARP Packets Uncertainty:
ARP Packets Uncertainty = Request OUT - Reply IN
Now there can bethree different values:

1. ARP PacketsUncertainty >0

2. ARP PacketsUncertainty =0

3. ARP PacketsUncertainty <0

If value of ARP Packets Uncertainty isgreater than zero, means number of arp_request packetsare greater
than number of arp_response packets. Inthis scenario thereisno chance of attack asfor executing arp cache
poisoning attack number of arp_response packetswill always be greater than number of arp_request packets. If
value of ARP Packets Uncertainty is equal to zero, it meansthere is a balance between both type of packets
(arp_request and arp_reply) and chance of attack isnegligible. If value of ARP Packets Uncertainty islessthan
zero, it meansnumber of arp_response packetsisgreater than number of arp_request packets. Thissignifiesthat
attack hastakenplace[19]. If attacker is smart enough and hassent bogusarp_request packetsto balancethe
amount of arp_response packetsthen use theformulagiven below.

ARP Packets Uncertainty = ARP Packets Uncertainty — Request IN
If avaluein result of thisformulais more negative, meansmore number of bogusrequestsare sent by attacker.

Step 12: If negative vauesincreases continuoudy, notify administrator about surety of arp cache poisoning attack
and suddenly takethe countermeasure given below:
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While[1]
do
arping -f 172.18.18.129
deep 4
done

Simply, Run this shell script (An FTPIink isprovided to systems for downloading this script) in order to
effectively prevent sysemsfromtheattack. Thisscript will run a background which means client systemissending
regular arping requeststo its gateway after aperiodic interval and gateway repliesitsown MAC addressina
unicast arp_response packet that keeps client ARP cache table updated. 172.18.18.129 is the | P address of
gateway. Arping request isof broadcast nature that is send to each host inanetwork for keeping client arp cache
table updated.

6.2. Defense M echanism against DNS Poisoning Attack

Thisdefense mechanismisproposed againg intranet DNS spoofing attack. By using thismechanism, gateway tries
to sSoptheattack and dso tracesthe attacker’sidentity back. Intranet DN'S spoofing attack isatechniqueinwhich
attacker poisons gateway of wired LAN and redirectsall DNSrequeststo hisown machine.

Step 1: One primary and two secondary DNS serversthat are connected to LAN gateway in thismechanism.
Sep 2: Whengateway receivesaDNSrequest fromclient, it automaticaly forwardsit to primary DNS server.

Sep 3: At the sametime, gateway aso transmitstwo duplicate DNS requests of the same packet to both secondary
DNS servers.

Sep 4: Asfirst DNSresponse comesfrom primary DNS server, gateway blocksit and waitsfor therepliesfrom
other two secondary servers.

Sep 5: Gateway comparesall DNS responsesand propagatesthe onethat ishaving the mgjority. For exampleif
one server isresponding with valuex and other two serversare responding with valuesy. So inthiscase DNS
response having valuey will be propagated.

Step 6: Asattacker isunaware about other two secondary serversand switch dwaysforwardsDNS requeststo
primary DNS server by default. In this attack, attacker machine will act as a primary server, the moment he
successfully poisonsthe gateway of LAN. It means DNS response that issent by attacker’smachineisaspoofed
response asit isonly the attacker who will try to redirect thetraffic to hisown machinein order to perform DoS
attack. So in this step, gateway notesthe I P address value stored in DNS response packet that was sent by
primary DNS server. It meansthis|Paddressis of attacker system asonly hismachineisacting as primary server
inthe LAN.

Step 7: AsthisIPaddressis of asystemthat isthe part of wired LAN and isacting asaprimary server, inthis
scenario gateway generatesan attack dert to notify systemadministrator about the potential attempt and increase
the attack counter by one.

Step 8: Whenvaue of attack counter isequal to or greater than acertainthreshold value, | P addressof the attacker
machinewill be blocked.

7. FUTUREWORK

DDoS attacks are the extended version of DoS attacks which involves number of compromised machines
simultaneously attacking a single system or the entire network. Botnetsare used to launch these attacks.
Botnet isaclient-server architecture in which thereisone botnet server and many botnet clients. Botserver
actsasacontroller that controls hundreds, thousands or may be more than this number of botclients. Hackers
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use botnet clientsto execute attacks on target networks and systems. Hackersfind vulnerabilitiesin systems.
exploit themand make it to act as botclient. When asystemisexploited and becomes abotclient, thenit can
scan anew one for finding vulnerability, exploit it and make new botclient. Like thisthe chain of recruiting
botclients goeson. Botnets play an essential role in attacking target systems and networks. |mportant uses of
botnets are sniffing passwords, scanning for vulnerable systems, yield identity information about target (victim)
and most important use of botnetsisto execute DDoS attacks. So thisresearch work can be extended by
executing DDoS attacks on networksthat makesimpact of attack more effective and also makesit difficult to
trace attacker’sidentity.

8. CONCLUSION

Inthisresearch, we proposed afeasible solutionto the problem of ARP cache poisoning attack and DNS spoofing
attack. Oncethe default functionality of switch changes as mentioned in the proposed defense mechanismsthen it
becomes difficult for an attacker to launch these attacks. Thetype of DoS attacks mentioned inthiswork isalso
workinginwirelessLAN. | havethoroughly tested it by attacking target systemsthat are connected through an
access point. These proposed defense mechanisms can also be applied in case of wirelessLAN.
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